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Ha3Ha4aeT npaBa

Kto ns COTPYAHUKOB MOXeT NcnoJsib3oBartb I/IH(I)OpMaU,I/IIO?

Hoctyn ectb Hloctyna Het

YT1o moxKeT genatb c MTHpOpMaLMen KaXKAbl COTPYAHNK?
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Yr1o moxkeT genatb c MTHpOpMaLMen KaXKAbll COTPYAHMK]? PA3PELLEHO Cudopos
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AyaunT aKTnBOB,
obpabaTbiBaloLmx
3awmuiaemyio
nHdopmauumio

Knaccudukaumsa
nHpopMauunmn

Paspab6oTka ponen
1 npaB gocTyna
K KaTeropusam
nHdopmauun

J

HenocpepcteeHHoe
BHeJpeHne cucTembl

Hactpoiika wabnoHos
M NONNTUK 06PA6OTKMN
pa3nnyHbIX KaTeropun
KoHduAeHUnanbHbIX
[OKYMEHTOB

AHanus paboTbl, TOHKaA
HacTpPoOMKa CUCTEMbI

J

IRM o6ecneunBaer

AyauTt paboTbl COTPYAHUKOB C 3NIEKTPOHHOI JOKYMeHTaL el opraHnsaymun.

KoHTposnb 1 pernameHTauuio 4ocTyna K AOKYMeHTaM.

LieHTpanusoBaHHoOe ynpaBneHne NoNNTNKamMmmn NCrnosib3oBaHUA
KOpnopaTnBHON MHOpMaLun.

BO3MOXHOCTb LieHTpannM30BaHHOIO U3bATUA AOKYMEHTOB U3
BHYTPEHHEro 1 BHellHero obpallieHuns B peXkume peasibHoro BpeMeHu.
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Training Center

e [poeKkTnpoBaHmne 6e30MacHOCT CpeacTBamm
Check Point R77.

® Ob6ecneyeHure 6e30NacHOCTU CpeacTBaMI
Check Point R77.

j Sym antec Authorised Education

Delivery Partner

Symantec Security Information Manager 4.7: Administration.

Symantec Endpoint Protection 12.1: Administration.

KASPERIKY2

authorized learning
center

KPUNTO
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> Kaspersky Endpoint Security and Management.

basoBbin Kypc.

> Kaspersky Endpoint Security and Management.

MacwrabupoBaHue.

> Kaspersky Endpoint Security and Management.

LLndposaHume.

Kaspersky Endpoint Security and Management.
> YnpaBneHue cncremamu.

> Kaspersky Endpoint Security and Management.

YnpaBneHue Mo6ubHbIMA YCTPOCTBAMM.

JKcnyaTauma 1 TEXHNYECKOe CONPOBOXKAEHNE
CpeAcTB Kpuntorpapuyeckon 3almTbl
MH$OpPMaLMM C UCMONb30BaHNEM NPOAYKTOB
komnaHun 000 «KPUMTO-MPO».

http://edu.softline.ru/

TEXHUYECKAA NOAAEPKKA NO3BOJIUT BAM:

>
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>
>
>
>
>
>

MonHoe NOKpbITHE BCEX YAaCOBbIX MOSACOB, PEXUM PaboTbl 24x7.
O6cnyxuBaHue Bceil MHGPACTPYKTYpPbl 3aKasunKa Um ee YacTu.

EauHas cnyx6a Texnogaepxku B pexkume online no Bcen Poccum.

MopAaep»Ka yepes NHTEPHET, N0 KPYrnoCcyTouHoMy TenedpoHy unm e-mail,

Ha nnowagKke 3aka3vylkKa.
PeweHne 3aa4 Ha CTbiKe npomsso,qmeneil.

AytctapPuHr.

CHU3UTb CTOMMOCTb BnaaeHuna IT-nHppacTpyKTypoi.
MonyunTb MakcuManbHyto oTAavy ot uHsectumi B IT.
Ob6ecneunTb 6ecnepeboiiHyio paboty Bcex cuctem n IT-cepBurcoB.

MI/IHI/IMI/I3I/IpOBaTb BpemMA NPocToA CUCTem 1U3-3a TEXHNYECKNX HenoJiaaok.

OnepaTVIBHO YCTPAHUTb BO3HNKaKOLWne Kputnyeckmne c6bom.
CHM3UTHL PUCK BO3SHUKHOBEHNA HeMCHPaBHOCTeﬁ.
MoBbicUTb nponsBoanTeJZIbHOCTb CUCTEM.

OTHaAI/ITb n npoBepuTb peweHnNA Ha TeCTOBOM CTeHAe.

IT-AYTCOPCUHI NMNO3BOJIUNT BAM:

V Vv VvV VvV VvV VvV YVvyYVvYyyYy

CocpefoTounTbCcA Ha OCHOBHOM 6Uu3Hece.

CokpatuTtb 3aTpaTtbl Ha o6cnyxusaHue IT.

Jobutbca pocta NPoN3BOANTENbHOCTU U cTabunbHocTu IT-cuctem.
OnepaTtnBHO BoccTaHOBUTD IT-cuctembl nocne c6oes.

MmeTb cncrtemy KOHTPOJA Ka4yecTBa OKa3blBaeMbiX yCHyr.
Pa6oTaTb ¢ BbICOKOKBanu$puumnpoBaHHbIMY cneunannctammn.
MNonyunTb Npo3payHylo CUCTEMY OTYETHOCTW.

MoBbicUTb KauecTBO 06CNYKMBaHNA U MUHMU3NPOBATb MPOCTOWU.
MmeTb eanHyIo TOUKY BXOAa ANA pelleHns Bcex 3aAaY, CBA3aHHbIX
c obcnyxuBaHnem IT.

O6ecneunTb 6bICTPYIO peakLyMio Ha U3MeHeHne

6u3Hec-cTpaTerum KomnaHum.

http://services.softline.ru/support
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YCJZIYTA N PELLEHUA MO UHOOPMALMOHHOW BE3OMNACHOCTU

AyauTt nHpopmaLoHHON
6esonacHocTh

AHanus 3aWyLEHHOCT
NPUNOXeHNN
1 HPPaACTPYKTYpbi

ToHKas HacTpoiKa
CpeACTB 3alUTbl
nHpopmayun

KomnnekcHoe cpaBHeHune
peweHun

3awura nHpopmauum ot
YTEUKM MO TEXHUYECKUM
KaHanam

MnanupoBaHue n
pa3pabotka crpateruu Ub

MocTpoeHne npouyecca
ynpaBneHusa puckamu Ub

MocTpoeHue npouecca
MOHMTOPUHra, pearmpo-
BaHUA U ynpaBiieHUA
nHungeHtamu b

KomnnekcHbini ayaur UB

SKcnpecc-ayanTt nHpopmaLMoHHoI 6e3onacHocTH
TexHnuyecKnit ayauT NHGPaCTPYKTYPbI

AypauT 6e30MacHOCTN KPUTUYHBIX NPOLIECCOB 1 CEPBUCOB

MocTpoeHne mopaenei yrpos n HapywmTeneil, aHanus puckos b

I/Im:prmeHTaanoe CKaHnpoBaHune

Tecr P Hanp

AHanus 3alWmLEeHHOCTN

Deobdy v aHanus Koga
Hanucaune p Vi Mo ycTp y Ten

Web Application Firewall
Security Information and Event Management
Data Loss Prevention

3awuTa MHGOpPMALMK OT YTEUKM MO aKYCTUHECKUM /
aKyCTO3/1eKTpUUYeckum / BU6poaKyCcTM4eCKMM KaHanam

3awura nHdpopmayum ot yreukn no MIMUH / ontnueckum /

paAvoKaHanam / aneKTpnuYecKum KaHanam

YMNPABJIEHVE Vb

Pa3pa6oTka nonutuk n pernameHTos no Ub
MocTpoeHne KomnneKcHbix cuctem UB

Ap cncTem yng purCKamn 1 KOHTponsa
cooTBeTcTBUA Tpe6oBaHuAm (GRC)
Pasp TKa npouecca ynp puckamu Ub
BHepgp [ p X CUCTEM MO pacc/iefoBaHNIo
ToB (Comp Forensic)

Mouck B HeCTPYKTYpup

BHefpeHMne cucteM MOHUTOPUHIra 1 Koppenauua cobbituin UB (SIEM)

BHEAPEHUWE MEP OBECINEYEHA UB

Be3onacHOCTb cepBepoB
1 pabouunx cTaHyui

KoHTeHTHaA punbrpaumns

3awuTa oT yTeuek
KOHuaeHUnanbHomn
nHpopmauun

YnpaeneHue npaBamu
AocTyna K uHpopmauumn

BesonacHocTb
31eKTPOHHOI NOYTbI

besonacHocTb cncrem
3a0

BbesonacHocTb

KPUTUYHbBIX U GUKCUpPO-
BaHHbIX cuctem, ACYTN

besonacHocTb
YAANEHHOro AocTyna

K KOPMOpaTUBHbIM
pecypcam

Be3sonacHocTb ceTeli
11 MeXXCeTeBoro
B3ammopeincTena

KoHTponb uenocTHocTn cepeepos
AHTMBMpPYCHaA 3aWnTa
LindpoBaHme XKecTKNX ANCKOB 1 6a3 AaHHbIX

3awuTa KOpNnopaTUBHOW NOYTbI OT HEXKenaTeNbHbIX
coobueHnin
O6ecneveHue 6e3onacHocTy gocTtyna B UHTepHeT

BHeppeHMe cucTem 3alUThl OT yTeuek
s =

¢ $op (DLP)
BHepp cucrem ynp [ poctyna
K ¢ M MHGOF (IRM)
3awmmrac wbto LM v wndp
BHepp I Ku X INEeKTp
noanunceil AOKYMEHTOB
TexHuueckuii ananus cuctem 340
n ™1 cuctem 10 NpoTMB aTak

Bnenpeuue CUCTEMbI KOHTPOJA LIeNIOCTHOCTU
W NPUNOXKEeHNIA (3aMeHa aHTUBMNPYCOB)
BHepipeHne cncTem KOHTPONA AeCTBNIA

p p Tenei Hag Ly
caictemamun
BHeppeHue cuctembl IDS
BHepp cucTem ya 0 HOro gocTtyna

BHeppeHune cncTembl 3aLuThbl nepen,
nHpopmauumn us\e nogcucrembl ACYTIN B o6uyyto
¢ ceTb np TUA

b 7
BHepipeHmne cucTembl AONONHUTENBbHON ayTeHTUdMKaLn
BHepapeHue cucTeMbl NpefoTBPaLLEeHNsA CETEBbIX
WITOPMOB

b/ il gocTyn Tenei c nc
TexHonorum VPN yepes SSL
KoHTponb NonuTuK ycTpoiicTBa, C KOTOPOro nponcxoanT

poctyn
Ve ayTeHTUd ANA NpeaoTBp
MOBTOPHOTO UC p - SMS

MocTpoenune cucrem VPN, IPS, KOHTpOnb ncnonb3yembix

B cetTn npvmcm(ermﬁ, NnoCTpoeHne CcucTemMm MeHePKMeHTa
urypauy dai CeTeBbIX YCTPOICTB

KoHTponb ncnc Y X B ceTN i

Moctp cucrem Ta ¢urypay

$aiinoB ceTeBbIX yCTPOICTB

OBECIMEYEHUE COOTBETCTBMA TPEBOBAHUAM

MepcoHanbHble gaHHbIEe

Kommepueckas TaitHa

3aKoH 06 31eKTPOHHO
noanucu

Cranpapt CTO 6P UBBC

3akoH o HMCn
Monoxenne 382-M

PCIDSS

Cucrembl MeHegKkMeHTa UB

p Ka moj, yrpos, moa HapywwuTens, Knaccudpukauyua UCMAH
MpoekTupoBaHmne n BHeapeHune cnctem sawmtbl NMAH

Pasp TKa unu PHU3aLA opr p pAANT
AOKYMeHTauum no obpa6otrke MNAx

Arrtectauua UCMNAH no Tp 6 HOCTU UHO]
Kateropup ) i NHO

BBefieHe peXxiMa KOMMepU4ecKoii TaliHbl (pa3paboTKa floKyMeHTauuu
B cooTBeTcTBUM € 98-03)

0O6ecneyeHmne IPUANYECKON 3HAYMMOCTM 3IEKTPOHHOIO AOKYMEeHTOO6opOTa
(B cooTBeTcTBUM € 63-D3 «O6 31€KTPOHHOI NOANNCI»)

OueHKa cooTBeTcTBUA Tpe6oBaHuam CTO BP UBBC (ayauT)

BHeppeHnne COUB no Tpe6oBanuam CTO 6P UBBC

B Tpe6 i N0 3aL4uTe NePCOHalbHbIX AaHHbIX B COOTBETCTBMN
cCTO BP UBBC

Moppepxka coorBetcTBUA CTO BP UBBC

Mpogep ayauTa Tpe6 7

Pasp Ka p Aauui no TP i

Paspa6oTka unu akry Ta OPQ

MpoeKTNpoBaHMe CMCTEMbI 3aL4UTbI U BHEAP 6 cpepacTe

3awuTbl HGopmauun

MoaroToBKa K aTTectaunu

KOHTpPOb 3al4MILeHHOCTM U aTTecTaums no Tpe6 HOCTU
nHpopmaunn

MpoBeaeHe neproaNYECKOro KOHTPoONsA 3¢pPeKTNBHOCTN BHEAPEHHbIX Ha
o6beKTe Mep 1 CpeAcTB 3aWuTbl UHGopmauun

AyauT Ha cooTBeTcTBME Tpe6oBaHuam PCI DSS / PA DSS
BHeppeHnue PCI DSS

Moppepxka cooTBeTcTBUSA Tpe6oBaHuam PCI DSS

ASV ckaHupoBaHue

Tectmp Ha

P

Hpoexmposauue n ap caicTem ynp B COOTBETCTBUN
C MeXAayHapoaHbIMM cTaHgapTamu 1ISO 27001, BS 25999
MpoeKkTpoBaHue N 3anycK NpoLeccos

OueHKa cOOTBETCTBUA TPeb cTaHpap
AyTCOPCUHI NPOLIECCOB ynp n obec cucrtem Ta
Moaney cactem Ta

CEPBUCHDIE YCJIYTU

TexHNuYecKas noaaepxKKa

KOHCyIleaI.lIIIIII no Bonpocam MHcTannauuu, HaCTPOﬁKM
N agMUHNCTPUPOBaHNA

P T KUX nNpo6 cyuyeTtom IT-cTpyKkTypBI
Ha BUpTY cTeHpe
NpeHTudunkaums, P Ceccum yp OlHORK i noARer
E:C:P::::reoﬂapoﬁlﬁfaca B n. [ nopr BHYTPEHHEero ayauTta ay'reHm%)MKauua " o :z LA y“:r"b'M" Eapucaru(c) [okymeHTupoBaHue IT-cTpyKTypbi
yTP VA BHeppeHMe cncTem aBTOMaTU3VpoBaHHoro ayanta UB ynpaesieHusA npaBammn M ocrynom (; A(r;) yRocTosep MpoBepaeHue ayguta
AocTtyna - AocTy! " 8 und ” Bble3p Ha AnA p B C/ly4ae HeBO3MOXHOCTU
b AYTeHTUQP Po¥ ~
cucremax IT o¢mnax:wruecxvne au'e-s bl
n Cucrembl opraHusauny efuHoON Touku Bxopa (SSO) "p . A. . .
ocTpoeHune npouecca A e o kopa “Bpyunyio” A puoa KuNii MOHMTOPWHT C Bbljaueii peKoMeHAauuin
6esonacHoi paspa6oTkm o - . v Teii OcyLecTBneHme 3c u poco. np anTenio (npn 6 ™)
DDIIOMERIA B _ ca 6 o - - o " 7 ® MpepocTasneHmne CTaTUCTMKMN NO NOCTY Tam 3a OTYETHbIil nepnos
oo e o ¥l puntorpagpunyeckasn YpocroBepsiowue LeHTpbl PKI
P e ": ; xopa X cucrem K“ou'rponﬂ 3awvTa MHpopmaLn WnTerpauuma LN B uHppacTpyKTypy NnpeanpuaTna
OGyueHune cneynanucTos 06yueHue Ha Kypcax B aBTopusoBaHHom YL} Codrnaiin
B B oGnacru Ub 06yueHne B pamkax NpoeKTa (nepea; /i No HacTp i MHC uy
e30MacHOCTb Be3sonacHocTb Be3sonacHocTb
- \ KOPOpaTNBHbIX 6M3Hec- ncnonb3oBaHUA KOPMOPaTUBHbIX o6cnyxuBaloLemy nepconany sakasumka)
MocTpoeHue npouecca . Bhemp cucremy TGl bility NpUNoXeHnin MOGUNBHBIX YCTPONCTB nopranos \. v
ynpaBneHus e 7 -
yA3BMMOCTAMMN Management) _
«  KoHcynbTauum v TOHKas HaCTPONiKa CPeACTB NHCTPYMEHTa/IbHOrO 3awuTa NooTusonelicrane AyTcopcuHr n aytctadppuHr *  Aytcopcunr - o6cny cepsuca , NPOAKTUBHaA TexnoanepxKa
cKaHMpoBaHuA Ko:‘c'rpyKTopcxoﬁ BesonacHoctb WEB- Mgmeun vllJ‘qu'rBy " «  AytcrapduHr - ayTcopcuHr co 100%-biM NPUCYTCTBUEM MHXEHEpa NCMONHNTENA
«  KoHcynbTauum no npvMeHeHNIo CPeacTB aBTOMaTM3NPOBaHHOTO AoKymeHTauum (CAMP) pecypcos rapaHTMpoBaHue Aoxoaa Ha niowjajKe 3aKasumka
\ ’
aHanusa kopa ) KoHcynbraumoHHoe
N 5 K . conpoBoXpeHne
€30MacHOCTb OHTpONb HoCUTenen q .
dainnosbix cepeepoB nHdopmaumn Ayaur Active Directory
N
lOpnanyeckan nopaepxKa «  lOpuanyeckas nomoLb NPV NPOXOXKAEHUN NPOBEPOK PErynsaTopoB 1 npaBoBas
BesonacHoOCTb 3awuieHHbI 06meH B o6nacru 11 nomoub B chepe SALYNTLI MEPCOHANLHBIX, X PHeCKOi TaiiHbI
BUPTYaNbHbIX cpen AaHHbIMWN " Apyrux suaos P POf

http://services.softline.ru/security




HALWW NTMUEH3UWN U KJTUEHTDI

Jinuensuna O®CTIK Poccun

Ha 1eATeNIbHOCTb MO TEXHNYECKON 3aluTe KOHGAeHLMaNbHON

nH$opmauum (c npaBom NpoBefeHnA aTTecTaLumm No TpeboBaHMAM 6e3onacHOCTH).
Jinuensuna O®CTIK Poccun

Ha eATeNbHOCTb MO pa3paboTke n (M) NPON3BOACTBY CPEACTB 3aLUnTbl KOHGUAEHLMANbHON
nHpopmauuwn.
Jinuensuna ®CB Poccnn

Ha ocyLecTBNIeHne pa3paboTKu, NPOM3BOACTBA U pacnpoCcTpaHeHNs Wi poBabHbIX
(kpunTorpadunuecknx) cpeacTs, MHGOPMaLMOHHDIX M TEIEKOMMYHUKALIMOHHbIX CUCTEM,
3aLYMLLEHHBIX C UCNOJIb30BaHMeM LWNGPOBaAJIbHbIX (KpunTorpaduryecknx) cpeacTs, TEXHUYECKOro
o6cnyxunBaHuaA WnpoBanbHbIX (KpunTorpadpuueckmx) CpeacTs.
JInyensuna OCb Poccunm

Ha BbINOJIHEHME PaboT, CBA3aHHbIX C CNOJIb30OBAaHNEM CBEAEHWIA, COCTaBNAIOLLMX FOCYAaPCTBEHHYIO
TanHy.

JInyensna OCTIK Poccnn

Ha oCyLIeCTB/IeHNE MeponpuATUIA 1 (UN) OKasaHue ycnyr B 061acTi 3awwmTbl FocyaapCcTBEHHOMN
TalHbl (B YaCTV TEXHUYECKON 3almTbl MHPopMaLun).

Jinuensuna O®CTIK Poccun

Ha npoBefaeHne paboT, CBA3aHHbIX C CO3AaHMeM CPeaCTB 3aluTbl UHGoOpMaLUn.

CQ TA3NPOM JIYKOWN 2 AMbOA
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