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[ Tpeonochinku U nnaH Pas3roBopa

. HaBepHoe, Bbl (kak-To)
NpencTaBngeTe cebe Habop
peweHnn Cisco #nolb

- BO3MOYXHO, Bbl cribllany o
Before/During/After

. BepodaTHo, Bbl cribilanu npo
OTKPBITOCTb M MHTErpaLuio,

BCAUECKME MHTepdencsl 1 T.m.

(XOTS 9 HANOMH!O)

- YTO Mbl y>Ke coenanu - Bexmn?

. HECKOMbKO MPOoAdyKTOB, Ha

KOTOPbIX s Obl XOTEN
CKOHLEHTPUPOBATL Balle
BH/UMaHME

- YTO Mbl Bygem genatb?
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Kakue pewenust no b ectb y Cisco?

MCO n NGFW IPS n NGIPS Advanced Malware |/|HTepHeT-
Protection 6e30nacHOCTb
 Cisco IOS Firewall + Cisco ASA with FirePOWER * AMP gns Endpoint « Cisco WSA / VWSA
« Cisco ASAv » Cisco FirePOWER for ISR  AMP aona Network « Cisco Umbrella

Cisco wilPS
Cisco VNGIPS

AMP gnsa Content
Threat Grid

e Cisco FirePOWER
FTD/FTDv

* Threat Awareness Service

+ Cisco AnyConnect * Meraki MX
+ Cisco ESA/VESA « Cisco ISE / VISE . Cisco ASA + ASA with FirePOWER
+ Cisco Cloud Email Security « Cisco ISR/ RVPN » Firepower
OOBLEKTUBHbIN KOHTPOIb CermeHTauusi/gocTyn 3awmTa O KoHTponb npunoxeHuii
¢ Cisco Stealthwatch » Cisco TrustSec e Cisco ASA/1000v/ » Cisco ASA NGFW /AVC
- Cisco ISE ASAv / FTDv - Cisco I0S AVC / NBAR

+ Cisco TrustSec + FirePOWER NGFW



ObnayHble
CepBUCHI

WHdpacTpykTypa

N ycTpoucTea

O06o3Ha4eHud

—
Syslog

—

[MpoTokonsbl

—>

pxGrid

—>

AMP/TG API

—>
Firepower API
—>
Talos API

—

Obwwme API



besonacHOCTb JocTyna K
ObnayHbIM pecypcam m

CisCO Security 2019 cepercau (©A)

@® Cisco Threat Intelligence BezonacHoCcTb

@ Cisco Threat Response ANEKTPOHHOM
MnoYyThl

BezonacHbii 3almLIeHHbIe ceTu
0OCTYN B SD-WAN /
uHTepHeT (SIG) MapLLPYTM3aTOpPbI

bopbba co KoHTponb goctyna
CNOXXHbIMM K ceTn/vaeHTudouKaums m
yrposamm ayTeHTudgurKaums
CrcTemb KommyTaTopel
obecneueHus U TOUKM
6e30MacHOCTH
web-Tpaduka pocTyna
@ Threat Intel/akTMBHas 3awmTa
@ [MonHbIN 06bEKTUBHBIN KOHTPOb = :
PS ABTOMaTU3aUMSA CoBpemeHHble a
yrpasreHns NonMTuKamm MC3/CIMB 0B6NaYHbIX
@ OcBeOoMNEHHOCTb O KOHTEKCTE Harpysok
Cuctems VIHTerpmnpoBaHHas

© 2018 Cisco and/or its affiliates. All rights reserved

aHanu3a Tpaduka APXUTEKTYPAa



[la, BCEro MHOro... a uTo cnmcaHo?

https://www.cisco.com/c/en/us/products/eos-eol-listing.htm|

- End-of-Sale and End-of-Life Products
bICTpasa NpoBepkKa, No Kakum NpoayKTam

(|/| nx BepCVlﬂM) 00OBABMNEHO OKOHYaHMne These products are no longer being sold and might not be supported.
Click on the product link, when available, for more information.
npoaax v NoAAEepPXKU
Please see the End-of-Life Policy for more details.

Products End-of-Sale and End-of-Life RSS

Analytics and Automation Software

Cisco ServiceGrid

Application Networking Services

Cisco ACE 4700 Series Application Control Engine Appliances
Cisco ACE 4710 Application Control Engine

Cisco ACE GSS 4400 Series Global Site Selector Appliances
Cisco GSS 4492R Global Site Selector

ind/or its affiliates. All rights reserved


https://www.cisco.com/c/en/us/products/eos-eol-listing.html

A KakK HaprCoOBaTb CXEMY YMHOMY 3aKa3umky”?

https://www.cisco.com/go/Visio

Pecypc, no3Bonsowmm HamTn NKOHKK
npoayktoB Cisco Anga ncnonb3oBaHus

nx B MS Visio

afren]n
CISCO

Products & Services /

Visio Stencils

You will need Microsoft Visio Standard or Professional in order to view and use these stencils correctly. The files
listed for download on this page are .vss (Visio stencil) files within .zip files. Some of the .zip files contain Microsoft
PowerPoint files in addition to Visio files. The PowerPoint files contain .emf (enhanced metafile) vector images
derived from the Visio drawings. These may be copied and pasted into PowerPoint and other applications without
requiring Visio.

If you are a Mac user, the stencils will also work with recent versions of OmniGraffle (by Omni Group), a Visio-like
application for the Apple Mac platform.

« Documentation: FAQ and User's Guide
« Documentation: Stencil Index and Table of Contents

« All Visio Products: This file is no longer available due to the growth in the file size with the ongoing addition of
new Visio stencil files. Please download Visio stencils from the individual links below which are the latest versions.

« Link to Cisco Network Topology Icons

« Cisco Design Zone: Use our documentation for faster, more reliable and predictable deployment.

View Documents by Topic =~ Choose a Topic v

Application Networking Services

Application Control Engine-ACE XML Gateway (ZIP - 105 KB) 11/Jun/2008


https://www.cisco.com/go/visio

Bce ong nHterpaumn: Cisco DevNet

- Developer.cisco.com - egmMHas Touka Bxoda.
MHoxkecTBo API ong pelleHns cambix pa3HbiX 3a0au.

- Learninglabs.cisco.com - npaktunueckne nabopaTtopHblie PadoThl
0151 OCBOEHUA NPEecTaBlNeHHOro martepuana
(YypoKM Onsa MH>XeHepoB)



Mbl 3anycTunm moaynb No 6e30MnacHOCTH

VN ogin Register

cisco

Learnin g Labs Tracks Modules Labs Challenges Help Feedback

DevNet Express for Security

This track contains the modules and labs taught at a DevNet Express event: where you listen, learn, and then put your new { & 10 Modules
knowledge into practice. Learn about automation, operational scripting, and DevOps integration points on top of your security

. . . . . . . . Q@ 37 Learning Labs
infrastructure. Looking to dive into the world of programming your enterprise security and automating your security workflows?

Curious about the APIs available for Cisco Umbrella, Firepower, Advanced Malware Protection, and Threat Grid? Well, then this ® 14 Hours 30 Minutes

DevNet learning track is for you.

Choose a module to start learning




Mbl MpoOoMmKaeM pPa3BUTHE



Bbl nomumnTe npo Cisco ISE? Tenepb yxe 2.6

. PaclumpeHme makcnmManbHOro pasBepTbiBaHWSA
0o 2 * 108 akTMBHbIX OOHOBPEMEHHbIX
NOAKNHOUEHUMN

. Pacwmpenune nogaepxkn IPv6 Ha
management

- [oggepxka nageHTrnmrKaumm padoumx
cTaHumm no UDID, a He MAC-agpecy

c AnyConnect 4.7 (y»xke BbinyLUeH 1 pabdoTaeT)
- cneumanbHO Onsa «KOBOPKMHIa» 1 «HOBOTO
CTMNAa PaboTbi»

. bonee rmokne BoamoxkxHocTu Grace Period u
HacTpansaeMble yBegomnenns (ana Posture)
¢ AnyConnect 4.7

. [lpoBepKa BHECEHUA MBMEHEHWI B

MHADPACTPYKTYPY M OTUETHI MOCME MBMEHEHNSA
nonuTuk TrustSec

. AyTeHTndukaumsa B AD normHos no CLI n

REST AP

- Nopgpepxxka Manufacturer Usage Descriptor

(MUD) ona cosgaHua npodouneit u
aBTOMATMUECKOro CO3haHus yecTponcTB loT



Cisco ISE: nogoepxka 6e3onacHoro gocryna
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SAML iDPs

. i Single Sign-On
CTPOEHHbIE ¢
cannukaHTbl / Cisco ORACLE © SECUREAUTH Certificate based Auth
AnyConnect M Pingidentity” == Microsoft Azure
E Certificate Authorities
& - — I 100K 1
— @\;b N4 CeTeBbIX yCTPOUCTB APls - N Passwords / Tokens
SCEP7CRL

: \
\
\
\
\
1
1
)
]
/

802.1X

KOPIMOPATUBHAS
CETb

...........

4, . X{00]® BHYTpEeHHMX

nonb3oBaTenemn

o
838(--- MeTogbl ayTeHTUMKaLUK Onuuu aBTOPU3aLUK

NACCUBHAS { - MAC Authentication Bypass =
5

MﬂEHTMq)MKAU.M - Easy Connect ®O L]

= |EEE 802.1X .
AKTVBHAA = Web Authentication .
NAEHTUNOUNKALINA = Central WebAuth .

= Local WebAuth

Downloadable / Named ACL
Air Space ACL

VLAN Assignment

Security Group Tags
URL-Redirection

Port Configuration

(ASP Macro / Interface-Template)
ASP: Auto Smart Port

¢
External Identity Stores

=8 Active Directory @Postgresal

== SQL Server ISARE
S LDAP Servers RS SecurlD’

Oo @& ornensHeix AD fomeHoB

ts reserved. Cisco Public 16



[ MOKME MeToObl KnaccnpmkaLmm

.-..-Iﬂ'MHaMMKa nenn@

-CTaTMTKa isEEEEEEn

NMonb3oBaTenbckue
ycTpouncTBa ‘I@ D
Passiv
WpeanbHo ans m assive
® —

ID (Easy
Monb30BaTENbLCKUX 1 c "
MOBUIMbHBIX YCTPONCTB _ ‘ onnect)

BupTyanbHble EEEE ——» ACI (App-
E=
BHyTpeHHune —

pecypchbl

lMNonuTnkn Ha ocHoBe —
TOMOMOrNN 1 PECYPCOB . m
IP-apgpec

BHewHue pecypchl n g ‘ MHTepcbeM
—_—
MapTHEPbLI N NHblE
TpeTby nua [E— ﬁ% ﬂ

R m

ind/or its affiliates. All rights reserved

OnHamuka

802.1X.
WebAuth

Coctos-
Hue

CrtaTtuka

MNopceTb

VPN

MAB,
npocunb

pxGrid &
REST API

VLAN

MopTt

A0




bynem BHUMaTeNbHbI ¢ MapkeTuHrom: SGACL -
9TO He permit all/deny all

~ TrustSec

» Overview ication Policy ~ Authorization Policy ~ » C ~Policy »SXP Reports » Settings
—
(]

~ Egress Policy Egress Policy (Matrix View)

[

Matrix / Edit <=Add € Clear Mapping v () Push G Monitor Al - Off @aImport @aExport [ View v Show | CustomView-1 v
Source Tree j
Destination Tree

Network Device Authorization

Permit_Email_Traffic B

Access control policy to permit Email service

permit tcp dst eq 25
permit tcp dst eq 465
permit tcp dst eq 585
permit tcp dst eq 993
permit tcp dst eq 995
deny all log

O IPva O IPv6  (® Agnostic
permit tcp dst eq 110 g BXCE
permit tcp dst eq 143 a

& PCI_Devices
100/0064

© 2018 Cisco and/o Default Enabled SGACLs : Permit IP Description : Default egress rule



[Touemy 3aKka3umkim nokynaroT ISE?

Cisco ISE cmoTpuT rny6oko Ha BCHO CETb U NPEAOCTaBIAET HENPEB30MAEHHYHO
BMONMOCTb TOrO KTO U YTO COEAMHSIETCS K pecypcam.

BruanmocTb yCTponcTB

LlenocTHbIN KOHTPONb AOCTYNa B NnpoBogHon, 6ecnposoaHon u VPN ceTn..

KoHTpo ocTyna
HTpore AocTyn 802.1X, MAC, WEB-AyTteHTudumkaumsa n Easy-connect anga koHTpons goctyna

MonHocTbO HacTpanBaeMble MOOUNbHbINA U OECKTOM rOCTEBLIE nopTtarnbl C

[locTeBOW gocCTyn : .
npocTbiM BU3yansHblM Wizard’om Ansg npocToro ynpasrieHus rocteBbIM JOCTYNOM

YnpouweHHoe ynpaeneHme BYOD B cTpoeHHbIM CA cepBepOoM 1 NOALEPXKKON
BYOD goctyn . .
cTopoHHUX MDM unHTerpauumn ana camoperncrpaumm coO6CTBEHHbIX YCTPOMUCTB

[MonuTuka Tononormyeckn-He3aBNCMMON CermeHTaumm ans caepXnBaHUA CeTEBbIX

CermeHTtaums :
H yrpo3 ¢ ucrnonb3oBaHnem Cisco TrustSec

OBMeH KOHTEKCTOM C NapTHEPCKOW SKOCUCTEMON ANS YNy4YLIEeHUs nX

KoHTponb yrpo3s
P yrp 3PPEKTUBHOCTM 1 YMEHbLLEHNS] BPEMEHN pearnpoBaHnst Ha MHUMAEHT

iileleaa"sl | Cisco ISE nogaepxmBaet npotokont TACACS+ anga KoHTpons n ayguTa
=Ya| V17131 o3y o =R 0] ol- M | KOH(PUIYPALIMOHHBIX U3MEHEHUIN Ha CETEBbIX YCTPOMCTBAX.




Bbl nomHUTE npo Cisco Stealthwatch? Yxxe 7.0

. CYLLECTBEHHOE pacCLUMpeEHme
JoyHKLMOHana Beb-nHTEPMENCS

- KoHuenumsa App-oB

- Mogndmkauma APl (Tonbko
REST)

- VI MHOTOE Opyroe

iims IATCHT

ATCH



Cucrema
Cisco
Stealthwatch

BceobbemntoLmm
MOHUTOPUHT
6e30MacHOCTH
paboThl CeETU

nd/or its affiliates. All rights reserved
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KoHconb Threat Feed  Analytics
ynpasneHns
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|

1

1

,[laHHb\e 1
OT NPOKCK \ 1

Endpomt— Flovv
KOHLIEHTpaTop Collector

©- 6

Hpyrne cuctemsl UDP
aHanmaa Netflow Director

ObopyaoBaHue, He
noaaepxveatoLLee

Flow
Sensor
NetFlow

'Mnepsm3op ¢
Flow Sensor VE

MapLupyTrzaTopsl
, KOMMYTaTOpPbI,
MC3 ¢
NoaaeP>KKON
NetFlow

Stealthwatch
Cloud




O630p NpemnmyLLecTB cucTtemMbl StealthVWatch

[lonHag BUOMMOCTb

All rights reserved

Mbl 06Hapy>kKBaem 60blle, NMOTOMY UTO BMOMM OOMblLe

Yrpo3bl B CETU — 3TO PeanbHOCTb; BEPUTb HeMb3s H1ukomy (Stealthwatch MoxHO)
cnonb3oBaHMe CyLLIECTBYIOLLEN CETEBON MHADPACTPYKTYPLI 019 OOHAPYXXEeHWs 1
aHanmM3a COBPEMEHHbIX Yrp0o3

CyTb: MHOrOYpPOBHEBbBIE MALLVHHOE 0byYeHMe, MOOENMPOBaHMe, CTaTUCTUUECKMIN aHanm3
EonHcTBeHHOE pelleHne knacca NTA, peanuaytowlee ETA

[NonHas nHTerpaumsa ¢ gpyrmMmm KOMMNOHEHTaMM NoacHUcTeEMbl obecneuenna b ona
YCKOPEHMSA OOHapY»>XeHMst 1 ONepaTUBHON peakLmm

[onHaa BMOMMOCTb — OCHOBA AN OOHAPYXKEHUA MOTEHUMaNbHbIX MHUMOEHTOB

Hamuoro 6onblue, uem knaccuyeckmum NetFlow
KpnTrueckm BaxkHa Ans BHEAPEHWUSA 1 KOHTPONSA CermeHTaLmm



HOBble BO3MOXHOCTU M OCODEeHHOCTM Stealthwatch

© © 6 ©

YnyyweHue YnpoueHune PacwupeHune Hentpanusauma c
ynpaBaeHUA ynpaBaeHMA dHAJ/IUTUKHA y‘-IéTOM KOHTEKCTa
Security policy manager  Appliance manager O6HoBNEHNA A0pa MopgepHnsaums
Host Group manager Update manager MALUMHHOTO OBYUEeHMS MHTErpaLini
(Cognitive Intelligence) CISE

User manager Stealthwatch Apps (EPS->ANC)



. CyulecTBeHHasa nepepaboTka
yNpaBneHnsa nonuTmUKoM
6e30MacHOCTM (UTOOBI TPEBOMM
COOTBETCTBOBaNM BalLEn Nornke)

[MonuTukK Stealthwatch Bcex Tpex

TMNoB (core, custom u relationship)
YNPaBNaoTCa LEHTPanmM3oBaHHO C

MOMOLLIbHO BEO-UHTEPMENCA

[TpocTOTa co30aHuns, MpaBKK K
yaaneHms coobiTnm

[TpOCMOTP «3dpPEKTUBHOM
NONUTUKMY ONS XOCTa OAHMM
LLIENUKOM, MPOCTOTA
«MPOBaNMBaHMS» B TPEBOTY, UTOODI
HACTPOWTb MapaMeTPbl COOLITUS




YrpaBneHme nonmTmkomn
- Core Events

Policy Management

Seare o ahst sl a st group (:)z; =

Custom Events (2) Relationship Events (352) Core Events (654) @ Create New Policy \/
1. TogpobHble cBegeHus o
EVENT EVENT TY...  POLICY NAME POLICY TYPE @ HOSTS WHEN HOST IS SOURCE @ WHEN HOST IS TARGET ©
TpEeBOrax, MAMeHeHne
Ex. Anomaly v Ex. C.. v Ex. Outside Hosts v Ex. Role v Ex. Network Scanners Ex. On + Alarm v Ex. On + Alarm v

NOMUTUK Ha OCHOBAHWMK KaK ,  Talks to Phantoms Security 10.201.3.78 T 10.201.3.78 on + Alarm o on o
noBegeHYeCcknx, Tak 1

«MOPOroBbIX» Moaene " ) Talks to Phantoms Security Outside Hosts Outside Hosts on o on o

.201.0.23

YCTaHOBMEHHbIX A XOCTa

Target Data Hoarding Security 10.201.0.23

2 I_l pOCTOTa NMovcKa MOnMUTUK N Talks to Phantoms Security Inside Hosts m @ide Hosts on o on o
. )
, &= on v | oneAam v
M rpynrbl XOCTOB
N Target Data Hoarding Security 10.201.0.55 m 10.201.0.55 on o On + Alarm o
3. [lpocmoTp, co3paHue,
Target Data Hoarding Security Firewalls, Proxies, & NAT Devices m NAT Gateway, Off v off v
N3MeHeHne NonmTrK no ' Proxy
yMOﬂ YaHWMKO s on peﬂeﬂ eHne » Target Data Hoarding Security Outside Hosts m Outside Hosts on o on o
NnonMTUK Onga ponevt 1 ) ) ) .
- Target Data Hoarding Security Inside Hosts m Inside Hosts on « On + Alarm o
XOCTOB
4 ® N pra Lll/lﬂ CO r_e EVe ﬂtS Description @ © Behavioral and Threshold Tolerance 92 /100
One or more hosts have downloaded an unusual amount of data from the target O Threshold Only N tri I hen | than: d loaded load b in 24 hi
Mo MHOMMM na pa MeTpa M e lever trigger alarm when less than 476.84 M lownloaded payload bytes in 24 hrs
Always trigger alarm when greater than:  931.32 G downloaded payload bytes in 24 hrs

© 2018 Cisco and/or its affiliates. All rights reserved

[TonmeuaHue. lNNpaBa admin



YrpaBneHme nonmTmnkomn --
- Custom Events

Policy Management | Custom Security Event

NAME * DESCRIPTION
Engineering Comms to Compliance via TLS 1.0 Prohibited comm type to Compliance
1. MHOxecTBO napameTpoB Ond
Bb|60pa When any host within Engineering communicates with any host within Compliance Systems; using TLS 1.0 encryption, an alarm is raised. @
2. BoaMOXHOCTb BbI6Opa nonen FIND ©
Encrypted Traffic Analytics (ETA) SUBJEGT HOST GROUPS @ | (® A
ana ynpoweHna KpnntoayanTa
PEER HOST GROUPS @ ‘ ‘ ® AND
3. ABTOMaTUUECKM reHepupyemoe
MPOCTOE, NOHATHOE N HarndagHoe ENCRYPTION TLS/SSL VERSION @ ‘ (2) ‘ ®
M3noXXeHne rnpasuna N
Search for a rule type v
I 3

[CN I

Peer TrustSec IDs

MpumeuaHne: Custom event’sl B Subject TrustSec Names ‘

Be6-MHTEpderce 3aMeHsaoT Peer TrustSec Names @ L
Subject Applications

NONUTUKM M30NSALMKM XOCTOB B

Java-knneHTe

Peer Applications
Subject File Hashes
Peer File Hashes
View All

© 2018 Cisco and/or its affiliates. All rights reserved

[MprMeuaHue. INpaBa admin



Ynpasnexue nonmMTrKomn
- Relationship Events

Policy Management

Search for a host or select a host group

1. Cobbina «relationship»

Custom Events (6) Relationship Events (11) Core Events (654) @ Create New Policy v
no3BONA0T
KOHTPOMMPOBaTb
CO6I‘| }Oﬂe HMe MoONMUTUKM EVENT “* POLICY NAME MAP HOST GROUPS TRAFFIC BY SERVICES TRAFFIC BY APPLICATIONS
rpyl_l I_laM |/| XOCTOB Ex. Relationship High Traffic v Confidential Systems <-> Out... X Vv Filter Map v E side Hosts Ex oS Ex. "Corporate Emal
- Relationship High Total Traffic Confidential Systems <-> Outside Hosts  Functional Map Confidential Servers ¢m=p Outside Hosts All Services All Applications
2. [lpocMoTp U n3meHeHune
MNONMNUTUK Ha OCHOBaHWMKM Description © Behavioral and Threshold Tolerance 50 | /100
no Be,D'e HUECKUMX U This event indicates that the total traffic between the two host groups in the O Threshold Only Never trigger alarm when less than: 953.67 M bytes in 24 hours
relationship exceeds the threshold. The alarm is raised if the alarm condition exists
« |_| O po I—O B le» M eTp M K forlongenhanjalUseraspecifieddration? Always trigger alarm when greater than: 93.13G bytes in 24 hours
3 I_l pOCTOTa |—| O M CKa |—| Oﬂ VITM K Trigger alarm when duration greater than: | g minutes
. )
SaﬂaH H blx ﬂﬂﬂ XOCTa Mn M » Relationship High Traffic Confidential Systems <-> Outside Hosts Functional Map Confidential Servers 4==p Outside Hosts All Services All Applications
rpynnbl XOCTOB
N Relationship ICMP Flood Confidential Systems <-> Outside Hosts ~ Functional Map Confidential Servers 4==p Outside Hosts All Services All Applications
4. OunbTpauna Relationship-
CO6 b|T[/] V] |_| O M H O |'[/| M > Relationship Low Traffic Confidential Systems <-> Outside Hosts  Functional Map Confidential Servers 4==p Outside Hosts All Services All Applications
na pa M eTpa M ) Relationship Max Flows Confidential Systems <-> Outside Hosts Functional Map Confidential Servers 4==p Outside Hosts  All Services All Applications

© 2018 Cisco and/or its affiliates. All rights reserved

[MprMeuaHue. INpaBa admin



. [lobaBneHune nonb3oBaTenew
Stealthwatch v HacTponka mx

0OCTyna K AaHHbIM B COOTBETCTBUN C
MX PONAMM

Knaccudpumkaumsa xoctoB B Host
Groups ansa noBbILLEHUS
SOPEKTUBHOCTU OOHAPYKEHNS
aHOMannM 1 yrpo3 B COOTBETCTBUM
C NOrnKowm paboTbl OpraHmMaaLmm




YnpaBneHue rpynnaMmm XxoCTOB

Host Group Management @

w stealthwatch.com ()
v Inside Hosts ()
Catch All ()
Blackhole ()
- Business Units (-)
Contracts @
Development @
Engineering ()
Executives ()
@ Finance )
Human Resources @
Operations ()
QA ()
Sales and Marketing ()
> By Function ()
4 By Location @
> Cloud Hosts ()
Compliance Systems (-)
3 Outside Hosts ()

‘ Import All ’ l Export All

© 2018 Cisco and/or its affiliates. All rights reserved

Review Suggested Classification (BETA) ]

Finance Host Group ID: 137 -

HOST GROUP NAME * ADVANCED OPTIONS @

‘ Finance D Enable baselining for hosts in this group

PARENT HOST GROUP [] Disable security events using excluded services

[] Disable flood alarms and security events when a host in this group is the target
DESCRIPTION (512 CHAR MAX) [_] Trap hosts that scan unused addresses in this group

D Send flows to Cognitive Threat Analytics

IP ADDRESSES AND RANGES @

ex. 192.168.10.10, 192.168.10, 192.168.10-100, 192.168.10.0/24

Import IP Addresses and Ranges

[MpnmeuaHue. [pasa admin unu power analyst



Stealthwatch
Host Classifier --

(orpaHMueHHasa QoCTyMNHOCTb, 6eTa)

Hmm :
cisco  Stealthwatch Host Classifier (BETA) (2]
Classification Web Server (updated 3 hours ago)
Searches
Suggested (100) Confirmed (0) Excluded (0) Manually Confirm Automatically Confirm
SUGGESTED \/ se——
W Confirm that these hosts belong to the Web Servers host group, or exclude from future suggestions for this search.
leb Server 100
| # / IP ADDRESS ' HOST NAME ' CURRENT HOST GROUPS LAST TIME MATCH ACTIONS
Exchange Server 25
1. ABTOMaTUueckoe DNS Server 10
O 1 10.201.0.23 Atlanta, Datacenter, Terminal Servers 8/8/2018
pacrnpeneneHmne xocToB ©
Datab: S
no 11 rpynnam atabase Server 2 o 2 209.182.185.26 mail2.lancope.com Datacenter 8/8/2018 ®
2. ObyueHune anropuTMa Domain Centroller o 3 10.192.102.12 Catch Al 8/8/2018 ©)
Knaccu d) MKa U-M M1 no Proxy Server 1 O 4 10.192.101.13 Compliance Systems 8/8/2018 @)
peakunn nonb3oBaTesisd
DHCP Server 0 O 5 209.182.177.5 alp03-thor.lancope.com Datacenter 8/8/2018 [©)
3. AHanus BbinonHseTcs
i O 6 10.192.102.32 Catch All 8/8/2018 @)
MOMHOCTbK NOKanbHO, Mail Server 0
,ElaHHb|e He O 7 10.10.30.23 End User Devices, Domain Controllers, New ...  8/8/2018 @
NTP Server 0
OTﬂpaBﬂF”'OTCg B O6naKO | 8 10.192.103.22 Catch All 8/8/2018 @)
FTP Server
O 9 10.192.102.11 Catch All 8/8/2018 @
SSH Server
| 10 209.182.184.1 Ichger01.lancope.com Datacenter 8/8/2018 @)

© 2018 Cisco and/or its affiliates. All rights reserved

[MprMeuaHue. INpaBa admin



YrpaBrneHme

User Management

MONpb30BaTE/TAMMU

POWER ANALYST @

MASTERADMIN @  CONFIG MANAGER ©

DATA ROLE

Users Data Roles
—

USER NAME FULL NAME

Ex. "John Smith
admin Admin User
bbayles Bo Bayles
lahoskin Lance Hoskins
showadmin Beta Admin
swdemo SW Analyst

10 4 items per page

© 2018 Cisco and/or its affiliates. All rights reserved

Ex. ",

All Data (Read & Write)

All Data (Read & Write)

All Data (Read & Write)

All Data (Read & Write)

All Data (Read Only)

1-50f5items

Create v

ACTIONS

Note: admin access required



[Togoep)xaHne CUCTEMbI B
aKTyanbHOM COCTOSAHMM HE OOMKHO
OTBNEeKaTb Bac OT obecneueHma Vb!

Hpe,ElI'IpVIHFITbI MepPbl A9 yNpOLLUEeEHNS

yMpaBneHa n 06HOBNEHWSA
KOMMOHEHTOB MNaTopMbl
Stealthwatch (SMC, Flow Collector,

).




Appliance Manager

asco Stealthwatch Central Management

Appliance Manager

Inventory

2 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS 7~ LICENSE STATUS -~ HOST NAME
Up Up to date BetaFCNFO1
Up Up to date BetaSMCO1
© 2018 Cisco and/or its affiliates. All rights reserved

App Manager

~ TYPE ~ IPAI

Flow Collector 10.1
FCNFVE-VMware-

564d4655aaa46cd6-

772d71786fbd8f3f

SMC 10.1
SMCVE-VMware-

564dbb024469ba8c-

acfc70615ef732b8

Update Manager

Edit Appliance
Configuration

View Appliance Statistics

Manage Licenses STIONS
Support @
Reboot Appliance

Shut Down Appliance @

Remove This Appliance

[TonmeuaHue. lNNpaBa admin



Update Manager

qsco  Stealthwatch Central Management

Update Manager

Update Information @

Appliance Manager Update Manager App Manager @

Use the Update Manager page to apply software upgrades, updates, and patches. The SMC and Flow Collector must be on for at least 1 hour but no more than 1 week to be updated. For best results,
perform the update procedures on each appliance in the following order:

c All UDP Directors (also known as FlowReplicators) @

e Flow Collector 5000 Series Databases
e Flow Collector 5000 Series Engines

° All other Flow Collectors

System Updates @

APPLIANCE TYPE HOST NAME
SMC BetaSMCO1
Flow Collector BetaFCNFO1

© 2018 Cisco and/or its affiliates. All rights reserved

IP ADDRESS
10.192.102.21

10.192.102.22

©0 006

Endpoint Concentrator @
Secondary Stealthwatch Management Console
Primary Stealthwatch Management Console

All Flow Sensors

7~ LAST REBOOT INSTALLED VERSION
29 days ago @ 7.0.0
2018.07.08.0734-0

29 days ago @ 7.0.0
2018.07.08.0732-0

Upload

Upload one file at a time.

For important instructions, download the Stealthwatch Update
Guide from the Download & License Center.

READY TO INSTALL UPDATE STATUS ACTIONS

7.0.0 Waiting to Install S)
2018.07.08.0732-0

[TonmeuaHue. lNNpaBa admin



Kak 6b6ICTpO MOaMduLumpoBaTh
JOYHKLMOHaM, He 06HOBMNASA
cuctemy? KoHeyHo, annbi!

- [lBa anna nepBow BOMHbI:

o Stealthwatch Visibility Assessment
— YNPOLLEHME NUMOTOB, CO3AaHNE
«OTYETOB 015 PYKOBOACTBA» B
CYLLIECTBYHOLLMX Pa3BEPTHIBAHMSX
Stealthwatch

o Stealthwatch Host Classifier

— 9KOHOMMSA BPEMEHM U Cun
(M NpocToTa MacLWTabMpoBaHNA) 3a
CUEeT OMHAMUUYECKOrO OBHapPYXXEeHNS r
KnaccuaurKaLmMmM OCHOBHbIX PECYPCOB B

ceTu (Tekywmi cTaTtyc: beta)




Stealthwatch Apps --

. Stealthwatch Central Management Appliance Manager Update Manager App Manager

cisco
I wx-

App Manager

Install App

Use the App Manager page to install Stealthwatch apps. Apps are available from the Download & License Center.
Select a file to upload and install:

No file selected

A file must begin with "app". Upload one file at a time.

Moumep anna

Apps l

NAME DESCRIPTION INSTALLED VERSION STATUS AVAILABLE VERSION ACTION

Visibility Dashboard 9p99.99.99 UpToDate -

- v MNpumeuanue. Mpasa admin



Stealthwatch
Visibility Assessment

I(I|Iscllé StealthwatCh Dashboards

Network Visibility Dashboard (uasteds min ago)

Internal Network
Scanners

25

Remote Access
Breach

03

Possible Malware

03

Internal Protocol
Servers

04

DNS Risks

11

T e

Internal Monitored Network

Tk

Hosts communicating within your
network

Traffic to High Risk Countries

44/ cB

Traffic to or from high risk countries
. High risk countries without traffic

[l High risk countries with traffic

Monitor Analyze Jobs
6.64 TB [ o cccumacn
222TB 7
7.13TB

~.

Configure

Deploy e @ o Desktop Client v

Tenepb ann Stealthwatch Visibility Assessment BoirnagmT
Tak

HarnagHoe npeacTaBneHme CUTyaumm Kak B paMkax nmnoTa,
Tak 1 B Mpouecce akcnnyaTaumm

Bbl cpasdy BMOMTE NPUIHAKM «MHTEPECHbBIX» OENCTBUN,
BKNHOUAS:

B3ammMmoaencTeme no telnet

obmeH no SMB

«He3annaHmpoBaHHbie» DNS- n DHCP-cepBepbl
XOCTbl, NICMONb3YHOLLME NPOTOKOMbI YAaneHHoro
nocTyna

O O O O




. Stealthwatch nuterpupyetca ¢ ISE
Ong nonyyeHuns OononHUTENbHbIX
OaHHbIX O MOMb30BaTENAX U
KOHTEKCTE B3anMOOENCTBMA

. Tenepb Mbl MOXXEM OCYLLECTBNATb
O0nee TOHKYH HENTPanmM3auunto ¢
nomMoLbto ANC-nonutuk ISE

EcTtecTtBeHHO, MeTkn SGT Takxke
MOIYT COCMYXXUTb BOMbLLYH MOMNb3y




YCOBEPLUEHCTBOBaHMA MHTErpaumm ¢ ISE

@ boicTpas HenTpanmaaums ¢ noMoLLbro ANC-
nonuTuk ISE - Hanpumep, OT ypoBHA yrpoabl Host Summary

Host IP

(| 10.90.90.101Q

Applying ANC policy X [ om e | [
Select the ANC Policy to apply to ISE cluster for this host: 10.90.90.101 Status: Active
ISE Username MAC ANC Policy Hostname: -
| Host Groups: End User Devices,Main Campus Building 2
CiscolSE dusti 1c:4d:70:e2:ea:9d | No policy appli... v
ANG_Shutdown First Seen: 6/29/18 5:57 PM
ANC_Suspicious Last Seen: 7/24/18 6:02 PM
ANC_NO_WEB Policies: Client IP Policy,Inside
ANC_Quarantine MAC Address: 00:50:56:06:37:1d (VMware, Inc.)

ISE ANC Policy: [ ANC_Suspicious JIZCTH

YCOBEPLLUEHCTBOBAHNSA
NPOM3BOANTENBHOCTH

M NOAAEPXKKA HECKOMbKMX
KnacTepos ISE

MeTkn SGT, KOTOpble CuMTbiBatOTCS C ISE, Tenepb MOXHO MCMOMb30BaThb
B CSE cosmecTHO ¢ IP-agpecamn (MoxeT 6biTb nonesHo 1 npu SDA)

When any host within Compliance Systems; as a user with a TrustSec ID of 7 communicates with any host within Outside Hosts, an alarm is raised.

FIND @

SUBJECT HOST GROUPS @ Compliance Systems X ®© A
PEER HOST GROUPS @ Outside Hosts X © Ao

SUBJECT TRUSTSEC IDS



Knaccnyeckmnm neprnMeTp



[TepumeTp: HAabOoP anpPOOUPOBAHHbBIX PELLEHWNM

« Web Security Appliance - anpobupoBaHHasa nnatdpopma OUMCTKM BEO-Tpadomka

« Email Security Appliance -npuaHaHHbIM B OTPACN aHTU-Cnam
[TOMHUTE NPO BO3MOXHOCTbL nepesanmck URL n otcnexmsanma knmkos!!!
[TOMHMM MPO BbIUMCTKY dlimka B Office365 no aaHHbM AMP B ESA 10.0

« Cloud Web Security (exScanSafe)/Open DNS
 Cloud Email Security/....
« COBpeMeHHbIe MexxceTeBble aKpaHbl/CMCTEMbBI NMPEeaoTBPaLLEHUS BTOPKEHWN

 Mnatdopma Cisco AMP - He Tonbko nepumeTp (Bkmtouaa ThreatGrid)



Ha uemM dookycmrpoBaTbCca”?



CoBcem HOBOE



Duo MFA

Duo Security is L
now part of Cisco. CISCO.




Duo - 0630p

5 ’
User's Primary Device Your Servers and Apps
Primary Server
Authentication Communication
Performed by you. Duointegrations
Duo never sees users'
passwords.

© 2018 Cisco and/or its affiliates. All rights reser

ved

Request Sentto
Duo

User's Secondary Device User's Primary Device
Secondary Success!
Authentication User isloggedin.
User verifies login

ontheir device.



MynbTrdakTopHaa ayTeHTudmnkauma (MFA)

(rmmmmm - CamblI¥ LLMPOKUN CMEKTP BapUaHTOB

- — JE o i
? 238012¢ - LJ“L) Pu— ) — i

Push Soft Token SM 3BOHOK U2F N 3To!!l Biometrics HWTokens§

________________________________________________________________________________________________________________________________

o
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YTO Mbl Npefnaraem

Device: 105 poo-x0x-6119)

- [lpocTOE NOBbLILLEHWE YPOBHS

Choose an authentication method

3aLLUMLLIEHHOCTH
| Duo Push recommenoen
- 3alWmTa gocTyna K KOHKPETHBLIM
What Is this? (7
My Settings & Devices
. 3almTa gocTyna, eCnv Bbl UCMONb3yeTe ““"’"g:f S Passcode
Powered by Duo Security
RADIUS/LDAP Remember me for 1 day

X

Use your Security Key to login.

. 3alUnTa OOCTyna K 06nauHbim

MPUNOXEHNAM & Remote Desktop Connection - X

Remote Desktop
» Connection

. 3alnTa JOCTyMna K BHYTPEHHUM
I_I p Mn O)Ke H Mg M Computer: Example computer fabrikam com

- M naxxe HeMHoro posturing-a =. AD ;;;::Mu....m SSH
h :

© 2018 Cisco and/or its affiliates. All rights reserved



bonee 60 SAML-npunoxeHnn "n3 Kopoobkmn"!

© 2018 Cisco and/or its affiliates

Adobe Document

Cloud

Amazon Web

Services
Asana
BambooHR
BlueJeans
Bomgar
Bonusly
Box

Canvas
Cisco WebEx
Clarizen
CloudLock
Confluence
CrashPlan

All rights reserved

Datadog
Desk

DocuSign
Dropbox

Egnyte
Evernote

Expensify
Freshdesk

G Suite

GitHub Enterprise

GoToMeeting
Greenhouse

HackerOne
Heroku
Intacct

JIRA

Jamf Pro
Jitbit
Looker
Marketo
Meraki
Namely
New Relic
Office 365
OpenDNS
PagerDuty
Remedyforce

RingCentral
Robin

Salesforce

Samanage

Sauce Labs
ShareFile

Signal Sciences

Slack
Smartsheet
Splunk
StatusPage.io
SugarCRM

Sumo Logic
Syncplicity
Tableau

Tableau Online

Udemy
UserVoice

e  Workplace by
Facebook
e Zendesk
° Zoom
U ppyrne


https://duo.com/docs/jirasso
https://duo.com/docs/jamf-jss
https://duo.com/docs/jitbit
https://duo.com/docs/looker
https://duo.com/docs/marketo
https://duo.com/docs/meraki
https://duo.com/docs/namely
https://duo.com/docs/new-relic
https://duo.com/docs/o365
https://duo.com/docs/opendns
https://duo.com/docs/pagerduty
https://duo.com/docs/remedyforce
https://duo.com/docs/ringcentral
https://duo.com/docs/robin
https://duo.com/docs/salesforce
https://duo.com/docs/adobe-documentcloud
https://duo.com/docs/aws
https://duo.com/docs/asana
https://duo.com/docs/bamboohr
https://duo.com/docs/bluejeans
https://duo.com/docs/bomgar-sso
https://duo.com/docs/bonusly
https://duo.com/docs/box
https://duo.com/docs/canvas
https://duo.com/docs/webex
https://duo.com/docs/clarizen
https://duo.com/docs/cloudlock
https://duo.com/docs/confluencesso
https://duo.com/docs/crashplan
https://duo.com/docs/datadog
https://duo.com/docs/desk
https://duo.com/docs/docusign
https://duo.com/docs/dropbox
https://duo.com/docs/egnyte
https://duo.com/docs/evernote
https://duo.com/docs/expensify
https://duo.com/docs/freshdesk
https://duo.com/docs/gapps
https://duo.com/docs/github-enterprise
https://duo.com/docs/gotomeeting
https://duo.com/docs/greenhouse
https://duo.com/docs/hackerone
https://duo.com/docs/heroku
https://duo.com/docs/intacct
https://duo.com/docs/samanage
https://duo.com/docs/saucelabs
https://duo.com/docs/sharefile
https://duo.com/docs/signalsciences
https://duo.com/docs/slack
https://duo.com/docs/smartsheet
https://duo.com/docs/splunk-sso
https://duo.com/docs/statuspageio
https://duo.com/docs/sugarcrm
https://duo.com/docs/sugarcrm
https://duo.com/docs/syncplicity
https://duo.com/docs/tableau
https://duo.com/docs/tableau-online
https://duo.com/docs/udemy
https://duo.com/docs/uservoice
https://duo.com/docs/facebookatwork
https://duo.com/docs/zendesk
https://duo.com/docs/zoom

Bce ewe ctpoute VPN ong gocTtyna K web-
npunoxxexHnam? Mbl moxxem nomoub 1 ¢ VPN, HO:

Internet DMZ Internal Network
Duo Network Gateway —
H X Confluence
‘ > ”|||...o » T
TIIIII---OT O\CK“. P/O
— ¥JIRA &— é}Q{; —o [ SharePoint
| A= “ Tum.l o o
/ J 4N
\ =2l « 11— 0] splunk > @ ellucian
(Y
m Internal Web Applications

SAML 2.0
Identity Provider

Perimeter Firewall Internal Firewall



«[ToTporaTb» 6bl7

® https://demo.duo.com/

® TenedoH Bawl, a cTeHAb! HAWKW — peanUCTUYHbIE CUeHapumn

&o

Duo Push Self Remediation

Cisco AnyConnect Windows Logon
Client

DOCUMENTATION

8 g

Access Control Trusted Endpoints Duo Mobile as
Trusted

Remote Access - SSH

Duo for Cisco AnyConnect VPN with

ASA or Firepower

Contents

Cisco ASA with AnyConnect
ASA SSL VPN using SAML

\SA SSL VPN using RADIUS

ASA SSL VPN using LDAPS

Gisco Firepower with AnyConnect

Duo integrates with your Cisco ASA or Firepower VPN to add tokenless two-factor authentication to AnyConnect
logins.

Duo can add two-factor authentication to ASA and Firepower VPN connections in a variety of ways. Learn more
about these configurations and choose the best option for your organization.

Cisco ASA with AnyConnect

]
CIsCO
Cisco

] Office 365

Office 365

Shibboleth

Shibboleth

CITRIX

Citrix

amazon
webservices™

Amazon AWS

1 Barracuda

Barracuda

S Pulse Secure

Juniper

salesforce

Salesforce

= Array

Array

ﬂ

F5 BIG-IP APM

-

Google Drive

G

Akamai

Outlook Web App

SonicWALL

SonicWALL

See more supported
applications


https://demo.duo.com/

Cisco AMP (4E u He Tonbko)



3 npeunmyLlectsa Cisco AMP

3awmwaeTt Ha Bcex Bo spews
aTanax ataku

3awuTa Ha

HEeCKOJ1bKNX

py6e>KaX KoHTeHT CeTb XocTbl
OBHapy»xeHne B MOMEHT BpEMEHU PeTtpocnekTrBHas 6e3onacHOCTb

Heckonbko Cisco Talos

MeTo40B

oOHapyXeHus




B Cisco AMP yuTeH kak nnaH A, Tak v nnaH b

O6Hapy>|<eH|/|e B MOMEHT BpPEMEHN PeTpOCI'IeKTI/IBHaFI ©e3onacHoOCTb




Cisco AMP zalmiaeT ¢ NOMOLLbHO penyTalMOHHOM
domnbTpaunm 1 NOBEAEeHUYECKOro aHanmsa annos

PunbTpaumda no penyrauum [ToBegeH4eckoe 0bHapyxeHune

NpoeHTuyHas HeveTkne MawwuHHoe Mpn3Hakm OuHamnyecknin PacwwupeHHas ConoctaBneHune
curHatypa ngeHtuduumpyrowme obyyeHne  KoMnpomeTaumm aHanus aHanMTMKa noTOKOB YCTPOWCTB
METKMN



Ta LD S et ANMP for Endpoints

O6paLueHus K obnaky: Nk 230K QPS B 2018

Bonee 34% annos, NnpM3HaHHbIX
BpenoHocHbIMU Talos, He cunTanuck TakosbiMm 229000
B Virus Total Ha MmomMeHT aHanu3a

230000
100%

90% 200000

80%

70% 150000

60%
50%
100000

40% 75505

69500

50000
8193
0 [

0% .
2017-12 2018-01 2018-02 AMP Cloud Google Search  YouTube Views Tweets

30%
20%
10%

= Known to Vi rus/"l"otal mTalos Nctounuk: AMP Cloud and http://www.internetlivestats.com

© 2018 Cisco and/or its affiliates. All rights reserv



A TakKe..

W.HEHME— Bpems obHapyxeHus

B namatu Ha oucke




cieco Threat Response

https://visibility.amp.cisco.com/
https://visibility.eu.amp.cisco.com/




Cisco Threat Response —

* Krno4yeBOW 3areMeHT NHTErpnpoBaHHOM apxmnTtekTypbl Cisco
« (ObecneumBaeT nokanmusauuto rnobansHblX gaHHbIX threat intelligence
B KOHTEKCT 6e30nacHOCTU MHAPACTPYKTYpPbl OpraHn3ayum
 CHWXaeT CrnoXHOCTb 3a CYeT
o oboraweHna ceegeHnn o HabrrodaeMbix obbekmax aBToMaTU4YeCcku
N3 HECKONbKUX NCTOYHNKOB (YCKOPEHME MOHMMAaHMNA)
* MpeacTaBfieHnsa pPesynsTatoB B MHTYUTUBHO NMOHATHOW cbopme
B paMKax O4HON CUCTEMbI (YCKOpEeHMEe OCO3HaHUS)
* [lomoraet BblgennTb BpeaoHOCHble Habrtodaemblie 06beKMbI N YCKOPUTb
pearnpoBaHue Ha MHUUOEHTHI
« [lomoraet cneyuanucTam no paccriegoBaHUo MHUMOEHTOB nyylle
NoOHMMAaTb CUTyaUUIo B UX MHApACcTPYKType, cobupast n komounHmnpys threat
intelligence, goctynHyto ot CisCo N CTOPOHHMX OpraHmM3auum



OcHoBHblIE TEPMUHBI M Maen Threat Response

¢ Modules (Mogynu)

Observables (Habnogaemble 06bekTbl)

« Investigate Ul (Tpadunueckunin uHTepenc cneymanmcta no paccnegoBaHuio)
« Judgements (CyrxgeHus)

«  Verdicts (BepaunkTbl)

«  Sightings (O6Hapy»xeHKe)

* Indicators (MHankaTOPbI)

s Targets (Llenwn)

*  Snapshots (MomeHTanbHbI1 CHUMOK)

«  Casebooks (CrnpaBouHukm)



Ncnonb3oBaHue Cisco Threat
Response



A - 3akasdumk Cisco, ncnonblyromm Cisco Threat Response

Mosi KoMaHOa MOXeT

*  OMNEepPaTMBHO OLIEHMBATbH HabNOOAEMBIE OOBEKTI

e ONOKMPOBATb M Pas3bnokMpoBaTb gOMeHbl N3 Cisco Threat Response

e ONOKMPOBATb M PasbnoKMpoBaTb UCMNoNHeHKe hamnos na Cisco Threat Response

*  aHanM3nmpoBaTb cnefbl, aCCoOUNMPOBaHHbIE C N3BECTHBbIM KaMMNaHNaMn, 1 HeMegneHHoO
OLIEHMBATb BO3OENCTBME KaMMaHMM HA OPraHn3aLmto

*  COXPaHWUTb MOMEHTAalbHbIE CHMMKWM paccnenoBaHui Onsg ganbHenwero aHanmsa
*  [JOKYMEHTMPOBATb pe3ybTaThl PabOoThl HAO MHLUMOEHTOM C MOMOLLbHO KYPHanoB

* nerko nHrerpuposaThb Cisco Threat Response B CyLLECTBYHOLWME NPOLECCH M COOCTBEHHbIE
MHCTPYMEHTDI



OnepaTrBHag OLEHKa HabnoOgaeMbiX OO BbEKTOB

it Visibility  Investigate  Snapshots  Explore Intel v Modules 2) nedross @cisco.com v

* HewnsBecTHas
it This Investigation Take Snapshot €
1 Targets v 2 Observables v 0 Indicators 0 Domains 0 File Hashes 1 IP Addresses v 1 URLs v 3 Modules v 'DI Vl C |—| O 3 M Lll Vl g
elati

e (noutn) MomeHTanbHoEe
= npencTaBnexme
BO3OENCTBUA Ha

=N opraHu3aumio

- - « CBegeHns o 3anycke
KOOa v B3aUMOOENCTBUAX

ccccc




Mosa KoMaHOa MOXXET B/10KMPOBaATb
Da30MOKMPOBATb OOMEHD

4

et Visibility  investigate  Snapshots  Explore Intel v Modules

New Investigation Edit This Investigation Take Snapshot

2 Targets v

1 Observables v 0 Indicators 0 Domains

Relations Graph

L2

.
o \
: m »

g siradamo
g8 119.. A opar
il URL le:program fi... v
http://111,.207... v

=
> mm e
—_— Ne File Path packetsender.e... V'

Ietprogram fi.y V¥

» »
172264832  64.102.255.40 v

1 File Hashes v 0 IP Addresses

? | nedross@cisco.com v

0 URLs 1 Modules v

. @

http://packets... v/

target enapo
SHAZSE™. Windows 10, SP0.0 v File Name
TS 50ccadf v is-32f1tmp v
3569777 4
Fil Path +
targerenapbnt  fcifprogram fi.. B
Windows 10, SP 0.0
Sightings Timeline
My Environment  Globa = Malicious
(P AR ) \ ~ Suspicious
14 Sightings in My Environment A \ — Unknown
2 i \
First: Jul 15, 2018 AW\ j \ ~ Clean
<48} T T T +— o Targets
Last: Jul 15, 2018 Jul 15, 2018 Jul 15, 2018 Jul 15, 2018 Jul 15,2018 Jul 15,2018

Observables

::

PeannsoBaTtb

onoknpoBaHune 13 Cisco
Threat Response

bnoknpoBaTh uepeas
Cisco Umbrella

VIHTerpaumorHbit APl ong
OMOKMPOBaHNSA U
Pa3b10KMPOBaAHNS



Mosa KoMaHOa MOXXET B/10KMPOBaATb
M Pa30MNOKMPOBAaTL UCMOMHEHWE (PAVMNOB

il Visibility  Investigate  Snapshots  Explore Intel v Modules 2

nedross@cisco.com v

e E— ° B MTOKU p OBaHMe

2 Targets v 1 Observables v 0 Indicators 0 Domain: 1 File Hashes v 0 IP Addresses 0 URL: 1 Modules v

— — peanu3yeTca uepes

i - Cisco Threat Response.
Jul 15, 2018 E i

URL: http://packetsender.com:443 http://packets...

3
hosted by 1p: 64.102.255.40 ””5‘“2"‘
o 0. D ™o « bBnokunpoBaHue
URL: http://packetsender.com:d43 i Fie Path
i URL Je:program fi
hosted by Ip: 64.102.255.40 PSIB1.119,, v, MPHT1207... s .
= ooecrieymBaeTCAa LISCO
is-3i2fixtmp Vv v

File Name SHA256
packetsendere... V. bOcc9df v

Last seen Jul 15, 2018 I
URL: http://packetsender.com:d43 vV v - =g -

hosted by p: 64.102.255.40 [

File Path

AMP for Endpoints.
& @ * 1 uepe3 AMP Unity B

SHA256
3569777

8 = . NGFW, WSA, ESA u

File Path -
Windows 10, SP 0.0 /c./orooram fi.. v

Sightings Timeline T - ID| "

My Environment of - Malicious
el l | ~ Suspicious
14 Sightings in My Environment \ I\ 2 Unkiown

2 | \
First: Jul 15, 2018 AW - Clean

e ' T R R T * WHTerpaumoHHoin APl ons
. ONOKMPOBaAHUS U
o o Pa3010KMPOBaAHNSA




AHaNM3 cnefos, dCCoUMMPOBAHHbBIX C NM3BECTHbIMI
KaMMaHUAMK, U OLlEeHKa BO3OENCTBUA

Oficial website of the Department of Homeland Security

HOME ABOUT US CAREERS

Control System Users
Information for industrial control systems
oowners, operators, and vendors.

Government Users

Resources for information sharing and
collaboration among govermnment
agencies.

Home and Business

Information for system administrators
and technical users about latest threats.

| Want To

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM Q

PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES cvp

HIDDEN COBRA - North Korean Malicious Cyber Activity

The information contained on this page is the result of analytic efforts between the Department of Homeland Security
(DHS) and the Federal Bureau of Investigation (FBI) to provide technical details on the tools and infrastructure used by
cyber actors of the North Korean government. The intent of sharing this information is to enable network defenders to
identify and reduce exposure to North Korean government cyber activity. The U.S. Government refers to the malicious
cyber activity by the North Korean government as HIDDEN COBRA.

For more information, see:

June 14, 2018: Malware Analysis Report (10135536-12) — North Korean Trojan: TYPEFRAME

May 29, 2018: Alert: (TA18-149A) HIDDEN COBRA — Joanap Backdoor Trojan and Brambul Server Message Block
Worm

May 29, 2018: Malware Analysis Report (MAR-10135536-3) — HIDDEN COBRA RAT/Worm
March 28, 2018: Malware Analysis Report (MAR-10135536.11) — North Korean Trojan: SHARPKNOT
« STIX file for MAR-10135536.11

February 13, 2018: Malware Analysis Report (MAR-10135536-F) — North Korean Trojan: HARDRAIN
« STIX file for MAR-10135536-F

February 13, 2018: Malware Analysis Report (MAR-10135536-G) — North Korean Trojan: BADCALL
« STIX file for MAR-10135536-G

December 21, 2017: Malware Analysis Report (MAR-10135536) — North Korean Trojan: BANKSHOT
« STIX file for MAR-10135536

November 14, 2017: Alert (TA17-318A) HIDDEN COBRA — North Korean Remote Administration Tool: FALLCHILL
November 14, 2017: Alert (TA17-318B) HIDDEN COBRA — North Korean Trojan: Volgmer
August 23, 2017: Malware Analysis Report (MAR-10132963) — Analysis of Delta Charlie Attack Malware

« STIX file for MAR-10132963

June 13, 2017: Alert (TA17-164A) HIDDEN COBRA — North Korea's DDoS Botnet Infrastructure
May 12, 2017: Alert (TA17-132A) Indicators Associated With WannaCry Ransomware
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Mosa komaHga MOXXeT HTerpupoBaTb Cisco Threat
Response B CyLLIEeCTBYHOLLME NMPOoLEeCcCHl

Cisco Threat Response pa3paboTaH Ons MHTerpaumm ¢ opyrumm npogykrtamum no Mb uepes URL,
KOTOPbIM MO3BOMNSAET BaM BbICTPaMBaTb 3PIEKTUBHBIE MPOLECCHI.

[Monmepbl HMXKE MCXOoaaT 13 Toro, uto Cisco Threat Response pacnonaraeTtcs no agpecy:
https://visibility.amp.cisco.com

Bbl MOXETE BbIMOMHUTL pPaccnenoBaHne, nepenasas MOMCKOBYHD CTPOKY Yepes napaMeTp J, KOTOPbIM
naeT nocne pparmeHTa #/investigate B URL.
PaspelleHo UCnonb30BaTb HECKOMbKO MOMCKOBbLIX 31EMEHTOB, MPOCTO PA3AENss X NPOOENOM.

Yéeomutech, uto URL npaBunbHO UCNOMNb3yeT BCE NMapaMeTpbl.

https://visibility.amp.cisco.com/#/investigate?g=domain.com
https://visibility.amp.cisco.com/#/investigate?’g=google.com%0A8.8.8.8%0A6732417baad9b873d72747c0ef46f8d 1

Bbl MOXETE MCKaTb MHAMKATOPbl, cyykaeHns (Judgements) n daktol obHapyeHns (Sightings) Ha
CTpaHuue Explore. AHanorMuHo cTpaHuLe Investigate, nepenanTe NOMCKOBLIM 3anpoc NOcne napameTpa
g Ons noucKa MHTEePECYHLLMX Yrpo3:

https://visibility.amp.cisco.com/#/explore/indicators?g=rat

https://visibility.amp.cisco.com/#/explore/judgements?g=rat%20ip
https://visibility.amp.cisco.com/#/explore/sightings?q=662472b8378274eda5cc848536¢ba2db1d2/f8ad
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. CoemnHaeT BHELLUHWE OaHHble

threat intelligence ¢
BHYTPEHHMMW JAaHHBIMK 1OrOB

- KOMOMHMPYET OaHHble 13
MHOXECTBa MCTOUHMKOB — CisCOo
N CTOPOHHMX OpraHn3aLmi

- EOMHOE OKHO Ong MHOMMX 3agau
no pearnpoBaHMO Ha NHUMOEHTDI

- [10, BO BpeEMS M NOCNE aTaku

- CHWxKaeT BPEMA pPaccCrieoBaHNA,
npnopnTe3atn 1 pearmpoBaHNA
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Threat Response

Cisco Visibility has been rebranded as Cisco
Threat Response to better reflect product
vision and capabilities.

Logging in with AMP for Endpoints requires an
Admin account.

Log In with AMP for Endpoints

Log In with Threat Grid

Log In Help Browser Reqgs
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Cisco Umbrella
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Apxutektypa Cisco Umbrella
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Umbrella Resolver: obpaboTtka 3anpocos
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briokupoBka Ha neTy - aHanuTuka ogpnanH

briokmpoBka Ha ety OddnanH-aHannTuka
© LUVIpOTa NOKPbITUA BCEX NOPTOB U rny6|/|Ha MHCNEKUNN PUCKOBAHHbLIX JOMEHOB
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3ayem 3akasduky nposogmTb Nunotel Umbrella?

<\/ INerknin cnoco6 nonpo6oBatb Umbrella >

<\/ He TpebyeT noctaBkn obopynoBaHUA UNu NnogaepXkm codota >

<\/ BHenpeHne meHee yem 3a 30 MUHYT, HEMEANEHHbIE pe3yanaTbD

<\/ [eMoHCcTpaunst nonb3bl: HemeagneHHoe bnokuposaHue BINO >

G PeanbHble pe3ynbraThl, KOTOPbIE JIErko NPOBEPUTL — N XOTS Obl >
HaBedeHWe nopsiaka 3a cyeT nunota!l
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