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BaLlen cetn?

AmuTtpun Kasakos

MeHeayep no passuTtuto 6usHeca Cisco Security
D.Kazakov@softline.com
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Yto cerogHAa n 3aBTpa?

Kputnueckasa
YpaneHHble Nnonb3oBaTenm E MHPPACTPYKTYpa
(Amazon, Rackspace,

Windows Azure u 1.4.)

—

CeTteBad MHOPACTPYKTYpa o .
o POMbILNEHHbIE

loT @ﬁlﬁ D == o cetu

[leckTonsl busHec-
NPUNOXKEHUA

}'.)))

BusHec-npunoxkeHna
MobwunbHble nonb3oBaTenun (Salesforce, Marketo
I ’

—— DocuSign nT.4.)
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KonnuecrBo loT ycTtpouncrs
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PocT yrpos

Ha 89% BbIpOCI0 KOAMYECTBO aTak 50 000 000 $
CKPbITbIN MaHUHT 40 18 000 000 $
LLiInppoBanbLmKK 60 000 000 $
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ITO NoYTK 3 BNOKMPOBKM Ha KaXA0ro yenoBeka

T
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CamMbIiV WMPOKMN NopTdenb B MHAYCTPUN

Cloud

Endpoint detection

‘ Obnaka

* Security Internet Gateway

MexceTeBble 3KpaHbl
5
Cuctema obHapyxeHus & response 3awmTa NyB6AMUHbIX
BTOP>KEHNM - CQ
P 3au.|,v|Tua MOBW/IbHbIX 0613KOB
MNpokcm cepsep —  ycrpouncts eJe \Workload Security
a ®

[MporpammHas [e] VPN @ 3awwmTa gocTyna K

CermMeHTauunA MynbTndakTopHas 06/1auHbIM CcepBMCaM

MoBeseHUecKas aHanuTuka  P0% ayTeHTUbVKaLMA 3aWnTa nouThl
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Advance Malware
Protection




AMP y>xe peanunsyet 6e3onacHoCcTb byayuiero

2

Cisco Talos

basa penyTtauui

CO
AMP Cloud

[MecouHunua

—

Threat Grid

———————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————
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Anropntmbl 06Hapy>XeHUs BpeJOHOCHOW aKTUBHOCTMU

OunbTpayma no penyTtaymm

[loBeaeH4Yeckoe obHapy>KeHune

o g -y

1} 0 T bk

2

CpaBHeHMe Heyetkne Mpu3sHaku ConocrassieHve
CUrHaTyp MAEHTNOMLMpPYLOLL e KoMnpomeTauunmn MOTOKOB YCTPOWCTB
MeTKM “
@ @Q el
MallnHHOEe AnHammnuecknm PacwunpeHHas
obyuyeHue aHanus aHaNnTLKa
Cloud | Big Data | Mobility
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[TOCTOAHHBLIW aHaNAM3 N peTpocneKTnBHaa 6e3onacHOCTb

PR e

Onpegpenexne

TOYUKMN Yto dann
BXOZa aenaet

YBunaeto, rae

Obln 3TOT I3
® dawnn @

CnegunThb 3a [MBKo oTCNexmBaTh
pacrnpocTpa M OTNPaBAATb B
HeHMeM KapaHTWH
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Firepower




Cisco Firepower

CO AP
WWW
3awmTta ot WR

Bbicokas [MpepoTBpalleHne NPOABUHYTOrO dunbTpayms
LOCTYMHOCTb sTOp>XeHnin NGIPS BpegoHocHoro MO URL-agpecos

(1 1 1/ AHannTMKa u

VPN un MOHWTOPWHT U aBTOMaTM3aLuA
AVHaMmnyeckas KOHTPO/b

MapLipyTnsaunA NPUNOXKEHWNI

1 e

N _

AyTeHTndmnKaums
nosb30BaTenen un
yCTPOUCTB

NpoduanposaHme
ceTeBOro Tpaduka
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BbicOokaa AOCTYNHOCTb

PesepBupoBaHume Active / Standby

Knacrepusauus
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[MpepoTBpaweHne srop>keHnn NGIPS

« Anroputm IPS cnepyrowero
NoKONeHWNA

* YBennmyeHa CKOpPOCTb

 CHMXXEHO KOAMNYECTBO NOXHbIX

Cisco Firepower 4120

cpabaTtbiBaHUNU

Using the recommended policy, the Firepower 4120 Security Appliance blocked 95.70% of attacks.

NSS Labs P
Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SOTI.



VPN v anHamunueckaa mapwipytmsayus

* AnyConnect

 HoBOe nokoJsieHre NpoLeccopos

Intel ansa wndpoBaHms
* [Nopaep>xka Bcex

NPOTOKOJ/IOB MapLUpyTM3aLLnm
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MOHUTOPUHT U KOHTPOJIb MPUAOXKEHNM

* [logaep>kka BCEX TUMOBLIX MPUIOXKEHNN
* [lpnmeHeHre NoAnNTUK
* [NpunoxxeHna knaccmouumpoBaHbl NO

YPOBHIO pUCKa U PeNeBaHTHOCTU AN

bun3Heca
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®unbrpauma URL-agpecos

Add Rule
Name  Read Oniy Facesork M tratied  Actizn | X Block ¥ | laset | into Categery ¥ Gaoderd Rdes ¥
84 kateropwum e _sewwts_wnrop_vms [T e s v ey Commens
Apgtcation Fners & Avalabie Apghcations (1262) ¢ Sdexed Appbcations and Fikes (4) |
o L ser-Created Fltes " 1-820-Newers o "] Facebook Crat g
Bcerga aktyanbHble 6a3bl 13 Talos G e = " e v )
L/ Aosbcanon Promcors - 13306.en o Facetaok Send Emval N |
L Chent Appleasons 3 ™) 12600 o T Facebook Status Updace a
.‘u&‘ {Arry Setocmed) 3 21 Questons o
280 munnnapgos URL-agpecos i :
::"m e 1 M.net [}
= 1 3COM-TSMU ]
‘.“" N i 7 &399 com
ABTOMAaTM3MPOBAHHasA cucTemMa e =S -
Acd Cancel

OLIEHKM penyTaumu
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PeweHuna gna 6busHeca ntoboro pasmepa

0--0
) G @D
4D &b ¢
Virtual
FPR 9300 SeriesSM-40
— . FPR 2110/20/40/50 FPR 4110/20/40/50
[ Le—
FPR 1120/40
= 5.
FPR 1010
SOHO/ Branch Mid-Size Large Data Service
SMB Office Enterprise Enterprise Center Provider
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BapuaHTbl ynpasneHna NGFW

Firepower Device Firepower Management Cisco Defense

Manager (FDM) Center (FMC) Orchestrator (CDO)

ABTOHOMHOE LleHTpannsoBaHHOE O6bnauHoe

.I.ll.J....

..”.IJH.J“
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Email Security
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Yrposa ¢puimnHra

[lpoueHT OT BCero Tpaduka

0,6

0,5

« O6wwnn yuwepb 6onee 1,5 mapa. $ 04

* bonee 1 000 000 6aHKOBCKMX KapT v
0,2

* Yuep6 6onee 663 000 000 $ 01 -
0

2017 2018

m2017 W2018
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Kak pabotatoT xakepbl

Ccbinka Ha YouTube: https://youtu.be/4gR562GW7TI
-
Cloud Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SO‘I.



KonunyectBo cnama pacrer

O ; ‘ Véanurt; v Hecnam [lepemectuib ¥ | EWwe « E] » .' I @ rBw
Bam nogapok or Ducworks Inc. “npascrayire! Baw Hons 5 ceH '
C M a M COCTa Bj]ﬂ eT 86% OT 2 O e G "Rockford" Bam nogapok ot Rockford Crpancrayire! Baw Nonapor « 1 ceH
O e e "Stoller" Bam nogapok ot Stoller “ipasciavire! Baw Nonapok o 25 aBr
B Ce ro E - M a | | Tpa CI) V| Ka O e @ "Gisco" Jungjiwoong.Com: Mepesof ycnewHo 3aBeplier o 23 aBr
O e "Anthony's Pe Mepesog ot Anthony's Pets San ooty nepeson. Cyw 16 aer
O e Q Aapbs Monosi Mepesop no 3anske N268620 ycnewwHo BoinonHeH o oo 16 asr l
O e m "Handgards In Mepesopn ot Handgards Inc. Sopanciayire! Baw noctynu 15 asr ,
e "Vetter Associ Otyer no onepauuu N2 4873006 o o cuet nocrynan 14 asr
O e e "Exceptional I Mepesop ot Exceptional Mortgage “ripascioyire! Ha pa 13 asr
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Kak nponcxogut 3apa>keHue

AneHa 13 HR nonyyaet AneHa oTKpbIBaeT cnonHaembiv dann
3/1EKTPOHHOE MUCbMO C BIOXKEHME 3arpy><kaeT Bpe4OHOCHble
pestome nporpaMmmel

AR
& A

AN
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[TonHoUeHHaa 3awmnTa nouTtbl ¢ ESA

Drop

OunbTpauma No Npoduaro oTnpasuTens

AHTU-CNam

Drop/Quarantine

AHTUBMPYC Drop/Quarantine

Advance Malware Protection Drop/Quarantine

Quarantine/Rewrite

X

[leTekTMpoBaHMe NOACTABHbIX aAPECOB

AHanvs URL B peanbHOM BpeMeHU

M Deliver MQuarantine M Rewrite }X‘ Drop
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Customer: bee

[lpnmeT oTueTa

Mailbox Scan Progress: 100%

Email Scan Report

Mailboxes Scanned: 14/14

Elapsed Time : 00:32:28
Mailboxes Skipped: 0

& 14

8 2818

Mailboxes Scanned Emails Scanned
Infected Mailboxes Spam Found Malicious URLs Malware Detected
Graymail Summary (1164) Threat Summary (314)

¥ Bulk (1065
1 Marksting (99)

M Malicious URLs (43)
W Mabwaro (58)

W Scam (2D

W Phish (150)

Top Infected Mailboxes

security@bce-demo.com 6 Messages
munwar@bce-demo.com 4 Messages
emirolyu@bce-demo.com 1 Messages

Top Malware Found

W32 .9C3390B9AF-100.SBX.TG
W32.1C6A8229EC-100.SBX.TG
W32 B2F0189C4F-100.SBX.TG
W32 3C75596B1D-100.SBX.TG
W32 9C70456CF4-100.SBX.TG

1 Messages
1 Messages
1 Messages
1 Messages
1 Messages

Cloud | Security | Big Data | Mobility

Digital Transformation and Cybersecurity Solution Service Provider
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KonanuyectBo atak

KonnuectBo e>XXeAHEBHbIX YCMeLWHbIX

GULWKVHIOBbIX atak

e KonnuectBo exxeaHEBHbIX 1400

yCrMeLwHbIX QUIWIMHIOBLIX aTak 1274 1200

* Yucno xakepckux rpynn Ha 95% o
800
600
400

200

2017 2018
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Yuwep6b ot arak

Yuwepb B Poccumn (B MAH. p.)
255

« 251000 000 pybnen 3a 2018 rog

250
245 e YBennumnaocb Ha 6%
240
235

230

225

2017 2018
m2017 W2018
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[Mpumep ¢punHra

| «ul *s ABwTO goCTaBKa - oA X l«}— w

e O Q T-anitouu jer.phpthd =1624801

OchopmneHme 3akasa
Monyyarens

Wma u hamunua
Tenedou
an. noyTa

Anpec aocTaBkM

CToMMoCTb

Ps vila 3000 B
focraesa 1-2 gHA a70 R
Wroro: 3470 P
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[Mpumep ¢punHra

BKouTaKTe Ans MOSMALHBIX YCTPOHCTE

e wete s ens mewpe |

——

Bnepasie BKonraxre?

] DNOMTIGN OGRS  PRRNGME  DEIDISCOE I TAgh Proccmd Pipahcass Son w

Hacrosdwasda ctpaHuua Bxoaa

Cloud | Security | Big Data | Mobility

Digital Transformation and Cybersecurity Solution Service Provider

BKoHTaKTe ANA MOGMNBMBIX YCTPORCTE

Yo O >l ax BTE W OCT RO

# aYPoe wosocTeR Bacs 25y ew. 1 a0 Gos Bas e masogmnecy

Bnepebie BKonTaxre?

g Yok

duwnHroBas Bepcua

softline



Kak pabotaet Web Security Appliance

—

AVP KorHeTnBHas

AHanus
Be6 KoHTpornb u | Sandboxing aHanuTuka

v
no penyTtaunn punbTpaumns MOHWUTOPUHT m
NPUNOXKEHNN A LDJ

= Petpocnektuea
danna

Q

E

OcHoBHoOM odunc YnaneHHbIn odpumc

MoOwunbHbIN ° Allow eWarn @Block @ Partial Block

nonb3oBaTeslb

SOfTt
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URL ¢punbtpaumsa

®OUHaHCHI

Pa3sBseueHus

MeanunHa
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PenyTayMOHHbIN aHanu3
Cunna KOHTeKCTa peasibHOIro BpemMeHu

@ L @ @ @ @ @ @ ® @ @ ® @ L ® L]
-0 9 8 -7 -6 -5 -4 -3 -2 0 5 6 7 8 9 10

IP 3HaueHue penyTauun

Web cepsep < 1
MecTa

17.0.2.12

010 10010111001 10 100111 010 000100101 110011 0110011101000011000011100011
1100110 1100 111010000 110 0001110 00111 010011101 11000 0111 0001110 1001
D010 010 10010111001 10 100111 010 00010 0101 110011 011 001 110100001100001

00001110001110 1001 1101 1110011 0110011 101000 0110 00 0111000 111010011
110011 101000 0110 00 0111000 111010011 101 1100001 11000 111010011101
011101 1100001110001110 1001 1101 1110011 0110011 101000 0110 00 0111000 11
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Sandbox peanbHoro BpemeHwu
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Kak paboTtaeT ISE

Cloud

App B Server A | Server

kro =
Q O6nako
Yro Trusted @ “ :’ SharePoint
o o 3mazon 1] Office 36 ai
Koraa “z:ramazon ice 365

O

fne Trusted m E j ive

Q000 OO

N 9O 9 O OO

Kak O O *

) Cetb =
o0oTBeTCTBUMe Partners

HOpMaTVIBaM
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ABTOMaTmnyeckasa nsonauma yrpos c Firepower & ISE

e

PaboTHUMK ckaumBaeT FMC cobupaet u FMC nocbinaet Firepower aBToMaTnyecku MpunoxeHne nam
bann COMOCTaBASET AaHHble npeaynpexaeHue B ISE orpaHnumMBaeT AOCTyn YCTPOWCTBO NMOMELLEHO B
KapaHTVH
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ISE paboTaeT ¢ gpyrumun BeHg0pamu

aruba 0 Juniper BROCADE® HewlettPackard

wewdRs TR Enter prise
MOTOROLA
SOLUTIONS

Profiling V)
Posture

Guest

MDM

=
V)
o
o
&
o
V)

00 00O
00 000
00 00O

v/
v/
BYOD v/
&
©

TrustSec

https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/compatibility/b ise sdt 26.html
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/compatibility/b_ise_sdt_26.html
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B uem npobnema?

o\
O -:-
(/
BpeaoHOCHbIV KOg, PeavpekTbl CalTbl-KJIOHbI YTeuku
N WP POBaJbLLVKMN MHGOopMaLmm
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Cisco Ransomware Defense

~
o0®

DNS akcnaounTsl

Angler

Nuclear

Neutrino

I

N
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Yto aenaet Cisco Umbrella?

ONGFW

/\

ONetflow

| OProxy

/\

I OsSandbox

/\.

J/

AV][AV
)

[ORouter/UTM }

Lav | [av |

. HQ

—— BRANCH —

———
ROAMING

-

Malware
C2 Callbacks
Phishing

P Bce HaunHaetca ¢ DNS

DNS wncnonb3yertcs

6ONbLINHCTBOM YCTPOMUCTB

3awuTa oT GULKHra v
BpesoHocHoro 10

KoHTpo/ib Hag BceMU
NnoJib30BaTeNAMU U
yCTpONCTBaMMU

-
ion Service Provider SO






dddekTMBHaA 6€30MacHOCTb 3aBUCUT OT NOJIHOU BUAUMOCTHU

- ©O ©

BUAETb 3AMUCATD kaxaoe 3HaTb, UTO NMOBeAEeHME bbITb ONoBeLWEHHbIM beictpo PEATUUIPOBATD
KaXXZAbIM XOCT B3aMMOZENCTBME HOPMAJIbHOE 06 USMEHEHUNAX Ha yrpos3bl

= % f[onosHOM 0duC @

Cetb PY Monb3oBartenu
g

dunman
Oobnako

YnaneHHole nosib3oBaTenu
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3awmTta yctpounuctB NHTepHeTa Bewewn (loT)

Ob6Hapy>xeHune
BPEeAOHOCHOro NoBeAeHA

HeT areHTOB KOHEUHbIX
Touek

CermeHTauUus
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IC

Encrypted Traff

Analytics




LLIndpoBaHHbIN TPadWK B CeTN?

OpFaHl/I3aLI|l/Il\/JI ABNTAKOTCA MNpPn atakaxX MCNoJib3yeTCA

o 0 o
XepTBaMu 3/JlOHaMEPEHHOW 80 A) 4'] % 3aWMPOBaHHbIN TPaduK, YTOObI
aedatenbHoCTN * n3bexaTb 0bHapyxeHuns *

3alMbPOBaAHHbIN
Tpaduk

HesawmndpoBaHHbI
1 TpaduK

*Source: Ponemon Institute — Hidden threats in encrypted traffic

Kak obecneumntb 6€30nNacHOCTb NPU COXPaHEHUN KOHOUAEHUNANBHOCTIA?
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AHannTMKa [lpeacTtaBneHme AaHHbIX

O6HapyxeHue yrpos Google Search
B 3aLlLUMPPOBAHHOM
TpadKKa

CoxpaHeHune
NepCcoHa bHOM
MHDOPMaLMM

Firefox self-repair

TO L’l H OCTb Data Exfiltration
0ObHa PYyXEeHWA Bestafera Malware

9999% C2 Message

Self-Signed Certificate
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Cisco 3almuaeT Ha NPOTAXKEHNN BCETO LUKJ/A aTaKu

Ao BO BPEMA NOCANE
Hantn O6HapyXu1Tb Onana3oH
MpumeHUTb 3abnoknpoBsaTb OrpaHuyeHue

Ycnnntb 3aWmTnTb PearnposaHue

NGIPS Threat Grid

WSA un ESA Stealthwatch

AnyConnect Advanced Malware Protection

Umbrella
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Cisco: 17,5 yacos

AHB

TunnyHen TTD rate:* 100 gHen

NMOHEAEJIbHUK

|

|

L. o

Source: Cisco® 2018 Annual Security Report
*Median time to detection (TTD)
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Ob6opyaoBaHue [logaep>xKa

JInueH3nmn Obyuenne CepTudpukauma
crneyunanncrtoB no Vb
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NMapTtHepcTBO € Cisco

Cneymnanunsaunn O6nauHble n ynpaBasemMble YCAyru
+ Advanced Enterprise Networks Architecture Cloud and Managed Services Master
Specialization Cisco Powered Infrastructure as a Service

Cisco Powered Disaster Recovery as a Service

 Advanced Collaboration Architecture Cisco Powered Managed Security

Specialization

 Advanced Data Center Architecture
Specialization Apyrve aBTopusauum

» Advanced Security Architecture Specialization , ,
Learning Partner - Associate

 Advanced Unified Computing Technology Academy Network Partner

Specialization Multinational Certified Partner

» Advanced Unified Fabric Technology Specialization

|||l|l|||
CISCO

Master

atfat]n, atlrer]n,
CISCO CISCO

Managed
Services
Partner

Gold Learning
Partner ’ Partner
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GO GLOBAL

Amutpuin Kasakos

MeHeaxxep no pasBuTtuto busHeca Cisco Security
D.Kazakov@softline.com

GO CLOUD

GO INNOVATIVE



