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3HAKOMCTBO ¢ Veeam
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Veeam B undopax
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Uem Veeam 3aHunmMmaeTca?

Veeam Co3[a€T pellueHus ang
obecrneyeHus
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Veeam ceptuduumposaH SAP, SAP HANA




[1naTdopMa AOCTYNMHOCTU AaHHbIX

i, MoHuTOpUMHr 1 aHanuTHKa

@@ YnpaeneHue

Pe3epBHOE KONMUpoOBaHue

U penninkKkauus
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PeweHna Veeam

1. Veeam Availability Suite (Veeam Backup&Replication +
Veeam One)

2. VVeeam Availability gna Nutanix AHV

3. Veeam Agent ansa Microsoft Windows

4. Veeam Agent ansa Linux

5. Veeam Agents ansa IBM AIX u Oracle Solaris

6. Veeam Backup ans Microsoft Office 365

/. Veeam Management Pack ans System Center

8. Veeam Availability Orchestrator
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] ", =
AEE Database mvinos - ]
oo R _E L
I 5 = ] | -.
Authorized personnel can use Veeam Backup Enterprise Manager to restore ) )
Guest O files Guest 05 files Instant VM

the necessary databases from Oracle Server VM backups. The restore

(Windows) (Multi-0S) Recovery

procedure goes in this way:
57 VEEAM & e = =i - 1 The user logs in to Veeam Backup Enterprise Manager, using
Restore scenarios from o T | = = = an account with the sufficient permissions. =
Vesam Backup & Replication 9.5 2. Then, the user navigates to the Items tab and clicks Oracle iﬂ
E P 4 F Databases.
- 3. The user enters the name of the Oracle server hosting the desired Exchange SQL server Application item

database, or clicks the link to pick server from the list of available item restore DB restore from Active Directory

Oracle server VM backups.

£
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= ’ 4. The user selects Oracle home and the desired database. r— — —_—
Note: User credentials for carrying out the restore procedure via !_' ] =_-
EES— e .1 e B0 Enterprise Manager will be picked as follows: Firstly, Veeam tries to - E> -H -"
use the account of tht‘e backup job that cc?ntqinlera‘cle server VM: SharePoint Oracle Recovery from
or the account which is currently logged in; if this fails, the user will item restore DB restore SnapVault /SnapMirror
be prompted to supply the credentials with sufficient rights.
5. Now two different restore scenarios can be performed according

to what is needed: 1-click restore to the original location or restore
with custom settings
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@ WM files restore Instant VM VM hard disk File level recovery
NE' NE‘ (VMXF, NVRAM, etc.) Recovery restore (Windows)
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vm | VM m
Personal Veeam Backup Servers Backup = H u
workstation Repository File level recovery Direct Restore Quick U-AIR Restore VM

(Multi-0S) to Microsoft Azure Rollback restore data from replica
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bbiCTpoe BoccTaHOBNeHne BM

Bo3obHoBneHne

paboTbl
'MinepBu3op 3a napy MUHyT!

b o

CxaTas/
AenynaMumMpoBaHHas
pe3epBHas Konus
WIN CHUMOK

OHNanH-MUrpaums

Mpon3BOACTBEHHOE XpaHunuLle pe3epBHbIX KON
XpaHunuie MU CHUMOK
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BoccTaHoBNneHMe 06beKTOB NPUNOXKEHNN

VeeAM
m X < 2 ='- AnnapaTHbI CHUMOK
2
m X < & =-- XpaHunuiie pe3epBHbIX KONum

Knactep BM
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bakan LUpeanHrepa

CocTosiHMe nboro
63kana ocTaeTcs
HEN3BECTHbIM [0 TOrO,
KaK ero nonpobyoT

' - BOCCTaHOBUTb
DEAD & ALIVE

SCHRODINGER'S CAT




[[@apaHTMpoBaHHas 3alwunTa - SureBackup

BupTyanbHas nabopatopus TecToBble cueHapum
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TecToBas cpeaa no 3anpocy

BupTyanbHas nabopatopus

[pynna npunoXeHui I Monb3oBaTenb
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backup file
. . . . . . . . . compressedaleeduped
vPower

L

KnacTtep BM

vm
0

Xpannnuue PK nnu
annapaTHbI CHUMOK

© 2017 VEEAM Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



[1lpobnema

AKTYyalIbHOCTb
AHTUBUPYCHbIX CUIHATYP.

- «Cndawme» BUpYChbI U
noBeaeH4Yeckme BUpycChl.

Cnocobbl rapaHTMpoBaTh
BOCCTaHOBJ/IEHME
He3apa)KeHHbIX AaHHbIX U3
pe3epBHON KOMUU?
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be3onacHoe BOCCTaHOB1IeHue

BO3MOXXHOCTb CKaHMPOBAHUSA MallMHbI nepen
BOCCTAHOBJIEHUEM.

OTMeHa BOCCTaHOBMEHNS Npu 06Hapy>KeHNK
NHdEKLNMN.

BoccTtaHoBIeHME MalUWHbI N ee ANCKa B
"6e3onacHoM" pexunme.
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Pe3epBHOE KONMMpoBaHUe N penyinka C
NOMOLLbIO anmnapaTHbIX CHUMKOB

VeeAM

iy e P -
= .
o .
AnnapaTHblii
CHUMOK Mpokcu-cepsep XpaHunuie

pe3epBHbIX KOMWIA
WK pennvka



BoccTtaHoBNeHMe U3 annapaTHbIX CHUMKOB

He 3awueHo pe3epBHbIMU KOMUAMN
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BOCCTaHOBneHme M3 annapaTHbIX CHUMKOB

VI TOOLS HQ-VBR1 - VEEAM BACKUP AND REPLICATION

HOME VIRTUAL MACHIMNE

B 5 1=

Instant VM Guest Application
Recovery Files~ ltems ~

Restore
STORAGE IMFRASTRUCTURE Q Type in an object name to search for
4 &> HPE 3PAR StoreSery A MNAMEL ESX SIZE
4 = 172.21.24082 |'—__'r_| demo-AD hx-esx3.democenter.int 376 GEB
i vmfs.demo |:'_'|—_| demo-Exr- - -t enter.int 31.4 GB
£ vmfs.demo. 171107130301 5 demo-Or b Instant VM recovery... center.int 21.1G8
§ vmfs.demo.171107120301 v (71 demo-sq Restore guest files " |center.int 96.2 GB
4 +:Inar‘n'lu:r-*-rr11|"r_E Restore application items  » ‘ iy Microsoft Active Directory objects...
EE BACKLP & REPLICATION |:'_'|—_| demo-vm-1fb77815-04c6-40...  hx-esx3.demg Efi-j Microsoft Exchange mailbox itemns...
: |'___||—-| demo-vm-b95b7261-bdce-4...  hx-esx3.demq fff?‘ Microsoft SharePoint content...
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Pennnkauma n BOCCTaHOBIE€HUe
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LleHTpann3oBaHHOeE ynpaB/ieHue

MONHBIN KOHTPO/b M NPO3PaYHOCTb pabounx Harpy3ok Ha 6ase vSphere, Hyper-V, Linux n Windows
yepe3 kKoHcosnb Veeam Backup & Replication.

MpocToe ynpaBneHue 3a4aHUsIMU PE3EPBHOIO KOMMPOBAHUS U BOCCTAHOB/IEHUS IaHHbIX BUPTYaIbHON U
(hu3nyeckon cpeabl, HE3ABUCMMO OT UX MECTOHAXOX/AEHUS, C MOMOLLbIO €AMHOM KOHCOJIN.

Company infrastructure —————

0 @ g

D s Workstation Laptop Workstation
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ﬂEl Directory VMware | Hyper-V
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VBR Server Virtual host Virtual host

Server
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[1paBunno 3-2-1-0

OpaHo npaBuno ans noboro aBapunHOro cueHapus

XpaHuTb TpK Ha aByx OpHy Konmio —
KONMUM AaHHbIX Pa3HbIX TUMAX Ha yaoarneHHou
Knactep BM HocuTenen nrowiaake
_—
I
2| VeeAM j Marnuthag |= . .
——__ ! /" nenma [INCKOBbIM peno3nTopumn
o Tl nnn dedupe appliance
JNokanbHble . el
TEHEBbIE KOMUN
\\ \\\ \N‘\‘
AN ‘A
I3 3 2 Veeam Cloud
VMware | Hyper -V CO n nect
m o - |
YnaaneHHoble Pennukauus

Konum Veeam
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Cloud Connect

BHyTpeHHsis nHdpacTpykTypa ViHdbpacTpykTypa cepsuc-
mmm ______ I'IpOBaI/I,D,epa

Productlon Prlmary

Storage Back t Cloud Cloud
m g ackup Storage WAN Acceleration Gateway Repository

(optional)
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eeam Agents for Windows/Linux

Weeam Agent for Linux

Weeam Agent for Linux

~
-
-7 Hard drive s
- ~
- -
/l - -
P OR OR .
- ~
- ~
- ~
- ~
- - .\‘-
o - s oSt
el -
- -
‘-_\ ,/
N -
o o Metwork o -7
~ -

Sal R shared folder R L7

Workstation Ss 7
~ - Server
\\‘ -

Veeam Backup & Replication
Repository™/Cloud Connect
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Office 365

l

Veeam backup
e

Veeam Backup
for Microsoft Office 365

N\

Backup Repository
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A
—

Veeam Backup for Microsoft Office 365
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—> Backup

™
—» Restore Veeam Explorer

for Microsoft Exchange
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[TONINTUKN XpaHEHUS
Pe3epBHble KOMNMUM KaKUX AaHHbIX co3aaeT Microsoft?

1 Hepens 1 Mmecsu3 mecsauya 1ropa 2 roga 5 ner

ABTOMaTU4YECKN 3aapXMBUpPOBaHHbIE B Office 365

AaHHble (CTaplue 1 mecaua)
YaaneHHble canTbl 1 06bekTbl SharePoint

[ [ o [ [ [ >
[aHHble nanku «Bxogsawme» n apyrmx B Office 365
nanok
YaaneHHble 06bekThl (Kop3nHa) B Office 365 YpaneHue

s Cragms 1, KOp3vHa YpaneHue
Online 4
dannbl OneDrive ans 6usHeca. Craawus 1, kop3uHa YaaneHue
COoTpyAHVK NOKNAAET KOMMAHWUIO B Office 365 YpaneHue

MonuTrkn pe3epBHOro KONMpoBaHUs U XxpaHeHus aaHHblx Office 365 MoryT TonbKo orpaHM4YeHHO
3alMTUTL OT NOTEPU AaHHLIX U HE ABIISIOTCS MOMHBIM peLleHneM Ans pe3epBHOro KONMMpPOBaHUA.

MonuUTUKN XpaHEeHNUsi BCe BPEMS U3MEHSIIOTCS U OObIYHO OHM OYEeHb CNOXHbI B yNpaBNeHuu u
oTcnexuBaHuu. OObIYHO aaMUHUCTPATOPbI YBEPEHbI, YTO MX AAHHbIE 3aLLMLLEHbI, M TONBKO NMOTOM
06HapY>XM1BatoT, YTO HEKOTOPbIE COOBLLEHNS NCYE3MNU.

WUctounuku: VHdopmauus 06 Exchange Online, npuBeaeHHas Bbille, OCHOBaHa Ha nonuTuke Microsoft MRM Policy, ucrnonb3yemoii no ymonyanuio. MHdopmaums o SharePoint Online ocHoBaHa Ha cTaTbe cnyx6bl noanemkku Microsoft. HbopmaLms o
OneDrive ans 6u3Heca OCHOBaHa Ha CTaTbe CNVKObI noanemkky Microsoft. B HEKOTOPbIX Cyyasx 3HaueHusl, UCMOsb3yeMble MO YMOMYaHUI, MOTYT BbiTb M3MeHeHbl VT -aAMUHUCTPATOPOM, YTO YacTo TPeBYET AOMOMHUTENLHBIX NIATEeXeN U Hanmums
onpeAeneHHbIX ﬂVILlEH3vll7l, a TaKxXe MOXET NPMBHOCUTb PUCKU, KOTOPbIE MNO3BONAT Microsoft aBToMaTuyeckn YAanATb AaHHbIE 4O UCTEYEHUA CPOKOB, YKa3aHHbIX B MOSIMTUKAX XPaHEHUs, eCNu KOP3MHa 3anojiHeHa.


https://technet.microsoft.com/en-us/library/dn775046(v=exchg.150).aspx
https://support.office.com/en-gb/article/Restore-deleted-items-from-the-site-collection-recycle-bin-5fa924ee-16d7-487b-9a0a-021b9062d14b#ID0EAAIAAA=Online
https://support.office.com/en-us/article/find-lost-or-missing-files-in-onedrive-0d929e0d-8682-4295-982b-4bd75a3daa01

[TONINTUKN XpaHEHUS
Pe3epBHble KOMNMUM KaKUX AaHHbIX co3aaeT Microsoft?

1 Hepena 1 Mmecsu3 Mecau+ 1ron 2 roga 5 ner

[ [ o [ [ [ >
[aHHble nanku «Bxogsawme» n apyrmx B Office 365
nanok
YaaneHHble 06bekThl (Kop3nHa) B Office 365 YpaneHue

ABTOMaTU4YECKN 3aapXMBUpPOBaHHbIE B Office 365

AgHHbIE (cTape 1 mecsua)
YaaneHHble canTbl 1 06bekTbl SharePoint

Online
®annbl OneDrive gng 6usHeca. Cragms 1, Kop3nHa Yacnenne

Cragms 1, KOp3vHa Yac neHue

CoTpyaHUK NOKMAAeT KOMMAHWUIO B Office 365 YpaneHue

a CpenHsis onnTenbHOCTb BPEMEHMU OT
MOMEHTa Yyrpo3bl 6€30nacHOCTU AaHHbIX 40 OOHapyXeHuUA
cocTtaBnsieT cBbiwe 140 oHewn,

a 3Ha4yeHus No YMOMN4YaHuIo 3almLaloT Tonbko B TedeHne 30-90 gHen.

Wcrounmk Microsoft Office 365, 6 steps to holistic security, chapter 1



[TONINTUKN XpaHEHUS
Pe3epBHble KOMNMUM KaKUX AaHHbIX co3aaeT Microsoft?

1 Hepens 1 Mmecsu3 mecsauya 1ropa 2 roga 5 ner
o o o o o o

A\ 4

[aHHble nanku «Bxogsawme» n apyrmx
nanok

YaaneHHble 06bekTbl (Kop3nHa) 3awmueHbl Veeam

ABTOMaTU4YECKN 3aapXMBUpPOBaHHbIE

AgHHbIE (cTape 1 mecsua)
YaaneHHble canTbl 1 06bekTbl SharePoint

Online
®annbl OneDrive gng 6usHeca. 3awuileHsl Veeam

3awuileHsl Veeam

REIINERRAYEEE

3awuileHsl Veeam

COTpyAHVK NOKMAAET KOMMaHuio SIS iy

Veeam Backup dnst Microsoft Office 365 He NpocTo 3anonHAeT npobensi.

OH Takxke obecneumBaeT AocTyn U KoHTponb Ana BCEX
AaHHbIX Exchange Online, SharePoint Online n OneDrive ana 6usHeca
M XpPaHUT BCe AaHHble MO4YTbl B O4HOM MeCTOMNONOXEeHUN AnA ObICTPOro, HA4EXHOro U
NPOCTOro BOCCTAaHOBNEHUS.



Veeam Instance Licensing

MpocToi nepexoa Kk MynbTUO6NaYHoOM cpeae

JInueH3npoBaHMe No KONMYECTBY MHCTAHCOB 3HAYUTENBLHO YINPOoLaeT 3almMTy U BOCCTaHOBIEHNE
AaHHbIX B 06/1a4HON cpeae, a TakXke Mo3BONSET U3bexaTb AONOHUTENbHbIX 3aTPaT, KOTOpbIE MOMyT
notpebosaTbCs rnpu paboTe ¢ ApyrMMu noctaswmkamm. MbkKoe, nepeHoCMMoe peLleHune
COOTBETCTBYET TPebOBaHMAM My/IbTMOBNAYHOW Cpeabl U NO3BOJISIET BOCMOb30BATLCS BCEMU
npenmyLiectsammn Veeam.

One License for any workload

(0 ])] Private
Premises VMs Cloud
VMware,
Hyper-V & AHV (-\

Physical Servers &
Workstations: pa
Windows & Linux [

“ Oracle RMAN
7 & SAP HANA

Cloud-Native:
AWS EC2 & Public
H more
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