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He oTBnekaemcs ot Tembl

Cbop noros

— Kosn-BoO 1 TN UCTOYHNKOB
(orpaHn4eHo, 6e3 orpaHnyeHnn / nnaTtHo, GecnnaTHo)

— O6bem cobmpaembix Noros
(orpaHuyeHo, 6e3 orpaHnyeHnn / nnaTHo, becnnaTtHo)

— Cpoku xpaHeHusi cobnpaembix Noros
(KkpoMe obbeMa XpaHunuLia ecTb eLe apxmBauus)

Komy HyxeH ObICTpbIn 0630p, Kak caenatb 6bICTpo u 6ecnnaTtHo,
OTCbINato K ctaTbsAiM Ha Xakepe n Ha HABR ¢ U3BECTHbIMW BCEM CIlOBaMU
logstash, fluentd, syslog-ng, elastic, kibana, grafana
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He oTBnekaemcs ot Tembl

Pa3bupaemcsi co CroBOM « » NOrn

- Ckonbko MmoxeT cobpatb U obpaboTtatb Baw LM/SIEM ?
- Kakue pecypcbl anga aToro HyxHbl ? CKonbko aaep/onepatneky ?
- A ecnu BknouuTb nonHoe norvposanue (BCE norn) ?

- A ecnu Mbl XOTUM NepPenTn OT O4HOW HOAbI K pacrnpenesieHHOW
apxutektype — oT All-In-One k KoHcorb + [Npoueccopsl + KonnekTopbl ?

- A ecnun xoTuMm o6beanHUTDL Keneso 1 coddT Un BUpYTarkn B €gUHON
apxuTekType ?
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He oTBnekaemcs ot Tembl

Boigsnenne nHungeHTos — SIEM, npasuna koppensuum

- B pexxnme 6rnnskom K peanbHOMYy BpeMeHU ? A nNpu Kakom obbeme
cobupaembix roros ?

- MoxeTe nu Bbl caMu Hanucatb npasuria 6e3 crnoXXHocCTen ?

Ha ogHon nnaTtdopme

- CKOMbKO BUPTYasribHbIX MallWH / CEpBEPOB HYXKHO, YTOObLI BCE 3TO paboTarno
2

- AOMUHUCTpUpOBaHWE pacrpenesieHHON apXUTeKTYpbl N3 O4HOU KOHCOSN

bes 6onblunx 3arpar 3HauUUT
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BbiaBUTbL N OCTAHOBUTL Yrpo3bl

IBM QRadar

User and entity profiling
Statistical analysis
Pattern identification
Entity and user context
Network-based anomaly detection
External threat correlation
Real-time analytics
Risk-based analytics
Threat hunting
DNS analytics
Business context

“3 mnpa cobbiTun VB B AeHb ¢
#1 SIEM B knacce PA A

Mncnonb3oBaHNEM aHaANUTUKN
Advanced Threat Defense npeobpasytoTtcs B 25

NMPUOPUTETHBIX 3HAYUMBbIX AN
Gu3Heca UHUMAEHTOB A4S
paboTbl aHANUTUKOB.”




IBM QRadar

Bonblue pyHKLUMOHaANA C MEHbLUMMM 3aTpaTamM

LleHTpanmM3oBaHHbIN AHanUTUKa n3 [MpuoputTnlayma OT1yeTbl
cbop noros KOpObKM yrpos 13 KOPOOKM

Paboumne ctaHuumn n cepeepa
CeTeBas akTMBHOCTb
AKTUBHOCTb JaHHbIX

Monb3oBatenu u Y4YeTHbIE 3annucu

[ ] CKHn

AHnanus yrpos
MHdopmauusa o KoHdurypaumm

YA3BUMOCTU 1 yrpo3bl

AKTUBHOCTb MPUNOXEHUN

OaHHbIM

O6nayHble nnaTopMbl
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PaspaboTtaH, 4Tobbl 06rierynTb paboTy

“IlaHHblEe 6a3bl X-Force un
BO3MOXXHOCTU aHaNMUTUKU
QRadar n3 kopobku —
rmaBHoOe oTnuyue...”

— CTO, Large IT Consulting Firm in Europe

Heszasucumoe uccriedosaHue nosib3osamernet QRadar ¢ momowbro Ponemon Institute

73%

KITMEHTOB YBUAOENW MNOJNb3Y
B TEYEHWE NEPBOW HEOENN

51%

CPEOHEE YNYYLWEHWE B
TOYHOCTW BbIABJIEHNA YITPO3

50%

MEHbLLE
NOXXHbIX CPABATbIBAHNM
YEM Y APYTUX SIEM PELUEHWN

TOYEYHbIX PELLIEHMI 3AMEHEHbI
OOHOWM MHCTANMALIMENA QRADAR



rlopTCbeJ'lb I'IpOJJ,yKTOB QRadar Log Manager (Data Store)

» Cbop 1 06paboTka BOMbLLIOro KoMyYecTBa cobbiTui 6e3onacHoOCTU

I B M Q Rad ar * BoamoxHOCTb 06HOBMEHNA A0 SIEM

MHorocdyHKuMoHanbHas QRadar SIEM
I'IﬂaTdJOpMa y" paBﬂeHVIﬂ O C60p NOroB 1 CETEBOM CTaTUCTUKN, COOTBETCTBUE PETYNIATOPHbLIM Tpe6OBaHI/IF|M

* MpodunupoBaHne akTMBOB, aHaNU3 CETEBOM aKTUBHOCTU U yrpo3 UB

WHUMAEHTaMK b * IHunaeHTbl B 1 nx paccnegoBaHme

PenyTtaunoHHas 6a3a IBM X-Force

QFlow u QRadar Network Insights

CeTeBas aHanutuka, obHapyxeHue aHomanumn
* AHanus 7 ypoBHA mogenu OSI

* AHanua ceTeBbIX NAKETOB B pearibHOM BpeMeHn
SECURITY OPERATIONS
AND RESPONSE

QRadar Vulnerability Manager u Risk Management
+ BcTpoeHHble MexaHn3Mbl CKAHMPOBaHUS CEeTH
* YnpaBneHue pyckamu 1 npuoputesaunsi yasBUMoCcTen
* MogenvpoBaHue 1 cuMmynsuus atak 3fnoyMbILLIEHHUKOB
* MOHWTOPUHT 1 ayanT KOHUrypauumn ceteBblX YCTPOUCTB
* [poaBUHYTLIN aHanu3 yrpo3 1 NocrneacTeun
Security Operations and Incident Response Services

_ QRadar Incident Forensics & Packet Capture

s | mEs | o . + BoccTaHaBnvBaeT nocrnenoBaTenbHOCTb AEWCTBUI KMOEPNPECTYNHUKOB

* BoccTtaHaBnmMBaeT UCXOOHblE CETEBbIE JaHHbIE, CBA3aHHble ¢ nHUmuaeHTamu U
IBM Security / © 2019 IBM Corporation
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Data Store



[Tpobnema

Heobxogmmo cobupatb bonbLie AaHHbIX

—Paccneposanus, Ayout, Compliance

[aHHble He cpa3y LeHHbI ang obHapy»xeHua yrpos u / unu cueHapues Vb

—He HyXHbl Koppensauus, offenses, UEBA n T.4..
LleHa koppensauun Bcex noros B SIEM cnuwikom goporas

HeT xXenaHua ucnosnb3oBaTb AOMNOSTHUTENBHbIE peleHns ansa coopa,
XpPaHEHUS N yNpaBrieHUs XXypHanamm coobitnn (LM)

IBM Security / © 2019 IBM Corporation



QRadar Data Store

Bxoaut B He Bxogut B

“Data Store” ”Data Store”

« C6op, napCcuHr, Hopmanusaumus u

XpaHeHune JaHHbIX Koppensiyusi (e peanbHoM

Cé6op
« HeT numuTa no o6bemMy AaHHbIX 8PeMeHU U ucmopu'ieckas)
« [JocTtyneH dpyHKUMOHan Search, Reports, DSM Builder Cemeesnie nomoku
Dashboard n Apps**
Hopmanu3sauyus Assets*
» [pocTtoe, hmkcnpoBaHHoe, Hegoporoe
nuueH3npoBaHue Ha appliance/node XpaHeHue Offenses
* JlnueHaunsa He npmBsidaHa K KOHKPETHOMY Querying (AQL) UBA*
node/appliance _ _
. Time Series X-Force
« OTcyTCcTBME OTAENBHOW CUCTEMDBI
XpaHeHus1, AaHHble cobupatoTcs 1 SDK u Apps Cloud Discovery*
XPaHATCA COBMECTHO Dashboards u Reporting Data Discovery*
» CosgaHune NpunoXxXeHnn ansa HoOBOro
dyHKUMOHana !

** Kpome UBA, Cloud Discovery



[Mpumepbl cLeHapueB NCMNONb30BaHUS

« [lnaHnpyetcs BHegpeHune pelleHun knacca Data Lake / Big Data

» Jlorn aygmnta pabounx ctaHuum n debug HyXXHbl ons coOTBETCTBUSA TpeboBaHNAM
perynaTtopoB 1 paccriefoBaHnm

« CO6op noros ayguta Unix/Windows gns cooTBeTCTBUSA TpeboBaHNAM
perynaTtopoB 1 paccriefoBaHnm

» BHegpeHbl HOBbIE CEPBUCHI MPUNOXKEHUN U HEODBXOONMO OTUYUTLIBATLCS O UX
paboTte, 1 noka cueHapun b He oo koHua pa3paboTaHbl / BHEAPEHLI, AaHHbIE
HY>XHO XpaHWUTb Ans paccrnenoBaHnn / OTYETHOCTU / COOTBETCTBUS TPeboBaHUSM
perynsiTopoB

e  CHM3UTb KONMMMYECTBO MHCTPYMEHTOB OJ14 COOTBETCTBUA. Tpe6yeTC;| eanHad
nnaTq)opma AaHHbIX, KOTOpaA MOXET nogaepxmBartb XpaHWUJIULLE, ayanT,
OTYETHOCTb N aHAJIUTUKY

* IT Ops/ Internet of Things (IOT)



QRadar — NpaBsuna koppenauum

IBM S



QRadar — KoHconb agMUHUCT

IBM QRadar

hboard Offenses Log Activity Network Activity Assets

Show Dashboard: | Vulnerability Management

Security News

Last updated Mon Mar 18 01:28:50 EDT 2019
* Europol Closes 4,500 Websites Peddling Fake Brands
* How Machine Learning Will Help Attackers
* Mirai-Based Worm Targets Devices via New Attack Vector
* Malware Can Spy on Users via Headphones: Researchers

Reports

New Dashboara [ Renama Dashbosrd () Detata Dashboare

(68 ]

* The Internet of Things is making hespitals more vulnerable to hackers

Security Advisories

Last updated Mon Mar 18 01:28:50 EDT 2019
*[M517-001] Edge - Privilege Escalation Issue
* [M517-002] Office - Code Execution Issue
* [M317-003] Flash Player - Code Execution Issue
> [MS17-004] LSASS - Denial of Service Issue
* PLACEHOLDER

Network All

Vulnerability

Information Leak - Computer Names are Visible

CVE-2009-3103 - M509-050 - Microsoft - Windows - Denial
of Service Issue

DELL XP blank password allows unauthorized access
IBM with Microsoft Windows XP Professional has default
administrator account

ICMP netmask request response

ICMP time stamp request

LDAP anonymous access to directory

MS Windows 2000, Admin Access w.o Password before
Installation Reboot

CVE-2002-1117 - Veritas - Backup Exec - Information
Disclosure Vulnerability

User can gain admin name from a null session

View in By Vulnerability

Top Systems Attacked (IDS/IDP/IPS) (Event Count)

There was no Time Series data for the search performed.

(6% ]

(555 x|

Vulnerability
Count

All

¥ Legend

Open Services All

High risk

172.16.60.79
172.16.100.205
9.9.9.9
10.100.85.83

Add Itam_. ¥

Vulnerability Count / Risk

@ Hizh Medium Low Unknown ([ Warning

View in By Vulnerability

No results were returned for this item.

View in By Open Service

Asset Name
Jump
172.16.100.205
9.9.9.9
CRE Rule32 Snort Server

View in By Asset

Risk Score

patopoB — OTYETHOCTb

Scans in Progress

Last updated Mon Mar 18 01:28:50 EDT 2019

Scans Completed
Last updated Mon Mar 18 01:25:50 EDT 2019
Sean Linux - 2016-10-16 06:16:51
»PCI scan - 2016-10-13 12:06:27
indows Scan Again - 2015-10-26 15:23:47
dows Scan - 2015-10-22 14:32:00

Impact All

Vulnerability Count / Impact

¥ Legend

Access ControlLoss | Downtime  System Loss (Reputation Loss
@@ Monitoring Failure ([} Disclosure Information Theft Date Loss

View in By Vulnerability

Latest Published Vulnerabilities 28
Last updated Mon Mar 18 01:28:50 EDT 2019

> CODESYS Detection (0 Asset(s

* Cisco Identity Services Ensine security bypass (0 Assst(s))

* Cisco FindIT Network Discovery Utility privilege escalation (0 Asset(s

> CVE-2017-11225 - Adobe - Flash Plaver - Use-After-Free Issue (0 Asseti

> CVE-2017-11215 - Adobe - Flash Plaver - Use-After-Free Issue (0 Asset(s))

* CVE-2017-11213 - Adobe - Flash Player - Out-of-Bounds Read Issue (0 Asset(s))

* CVE-2017-3114 - Adobe - Flash Player - Out-of-Bounds Read Issue (0 Asset(s))

* CVE-2017-3112 - Adobe - Flash Player - Out-of-Bounds Read Issue (0 Asset(s])

» Cisco Mesting Server H.264 denial of service (0 Asset(s])

* Cisco Web Security Appliance AMP security bypass (0 Asset(s))

Easy; no authentication; network exploitable EE8

No results were returned for this item.

View in By Network
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1BM QRadar

Offenses LogActivity ~ NefworkActivity — Assets Reports isk: Vulnersbilities

Show Dashboard: | Vulnerability Management Mew Dashboard Rename Dashboard () Delete Dashboard

Security News: EE8 All
Last updated Mon Mar 18 06:05:56 EDT 2019
* Europol Closes 4,500 Websites Peddling Fake Brands
* How Machine Learning Will Help Attackers
¥ Mirai-Based Worm Tardets Devices via New Attack Vector
¥ Malware Can Spv on Users via Headphones: Researchers
> The Internet of Things is making hospitals more vulnerable to hackers

Security Advisories @68

Last updated Mon Mar 18 06:05:56 EDT 2019
* [M517-001] Edge - Privilege Escalation Issue
* [M517-002] Office - Code Exscution Issue
* [M517-003] Flash Plaver - Code Execution Issue
» [MS17-004] LSASS - Denial of Service Issue ¥ Legend
> PLACEHOLDER

Network All EE8

Vulnerability PCI Failures
Count

Vulnerability

Information Leak - Computer Names are Visible

c{vgzqwia:loa - M509-050 - Microsoft - Windows - Denial |, 172.16.60.79
ot service Issue 172.16.100.2056
9.9.9.9

10.100.85.83

DELL XP blank password allows unauthorized access
1BM with Microsoft Windows XP Professional has default
administrator account

ICMP netmask request response

ICMP time stamp request

LDAP anonymous access to directory

M5 Windows 2000, Admin Access w.o Password before
Installation Reboot

CVE-2002-1117 - Veritas - Backup Exec - Information
Disclosure vulnerability

User can gain admin name from a null session High risk

Open Services All

ew in By Vulnerability
172.16.60.79
172.16.100.205
9.9.9.9
10.100.85.83

Top Systems Attacked (IDS/IDP/IPS) (Event Count)

There was no Time Series data for the search performed.

Add Item... ¥
Metwork Activity
Offenses
Log Activity Event Searches >
Reports Events By Severity
Risk Manager Top Log Sources
Vulnerability Management
QRadar Assistant

System Summary

System Notifications

@ High Medium Low Unknown Warning

View in By Vulnerability

Asset Name
Jump
172.16.100.205
9.9.9.9
CRE Rule32 Snort Server

View in By Asset

No results were returned for this item.

View in By Open Service

Asset Name
JuMP
172.16.100.205
9.9.9.9
CRE Rule32 Snort Server

View in By Asset

Refrash Paused:

Exploits by Type
Firewall Deny by DST IP

Inbound Events by Country/Region

Login Failures by Log Source

Offenses by Destination 1P

Offenses by Rule Name

Offenses by Source IP

Offenses by User

Outbound Events by Country/Region

Event Rate (EPS)

Flow Rate (FPS)

Offenses Over Time

Remote Access Failures (VPN and Others)

Remote Access Success (VPN and Other)

Remote Recon and Scanning Activity by Destination IP
Remote Recon and Scanning Activity by Destination Port
Remote Recon and Scanning Activity by Source IP
Top Authentication Failures by User

Top Authentications by User

Top Services Denied through Firewalls

Top Services/Ports Through Firewalls

Top Systems Attacked (IDS/IDP/IPS)

Top Systems Sourcing Attacks (IDS/IDP/IPS)

Top VPN Users

Compliance: Source IPs Involved in Compliance Rules
Compliance: Username Involved in Compliance Rules
Firewall Deny by SRC IP

Firewall Permit By Log Source

Firewall Permit by Source IP

Top IDS/IPS Alert by Country/Region
AdvSearch_GB_per_partition
ACME_LogSrcTimeSeries

ACME_FIM

ACME_Leveraged_Firewall

UserAgentStrings

in Progress

Last updated Mon Mar 18 06:05:56 EDT 2019

Completed

Last updated Mon Mar 18 06:05:56 EDT 2019
*Scan Linux - 2016-10-16 06:16:51
*PCI scan - 2016-10-13 12:06:27
* RC:Windows Scan Again - 2015-10-26 15:23:47
» Windows Scan - 2011 2 14:32:00

Vulnerability Count / Impact

nd

less Control Loss. Downtime System Loss ([} Reputation Loss
itoring Failure (@ Disclosure (1) Information Theft (@l Data Loss

View in By Vulnerability

Published Vulnerabilities (B x|

Last updated Mon Mar 18 06:05:56 EDT 2019

SYS Detection (0 Assetis

Identity Services Engine security bypass (0 Asset(s,

FindIT Network Discovery Utility privilege escalation (0 Asset(s!
2017-11225 - Adobe - Flash Player - Use-After-Free Issue (0 Asset(s)
2017-11215 - Adobe - Flash Player - Uss-After-Free Issue (0 Asset(s]
2017-11213 - Adobe - Flash Player - Out-of-Bounds Read Issue (0

2017-3114 - Adobe - Flash Plaver - Qut-of-Bounds Read Issue (0 Asset/s]
2017-3112 - Adobe - Flash Plaver - Qut-of-Bounds Read Issue (0 Asset(s]
Meeting Server H.264 denial of service {0 Asset(s

Web Security Aopliance AMP security bypass (0 Asse

o authentication; network exploitable

No results were returned for this item.

View in By Metwork
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1BM QRadar

Offenses LogActivity  Network Activity

Show Dashboard: | Vulnerability Management E d it D as h bo a rd Ite m

Security News

Last updated Mon Mar 18 06:05:56 EDT 2019 MName *
¥ Europol Closes 4,500 Websites Peddling Fake Brands
* How Machine Learning Will Help Attackers
¥ Mirai-Based Worm Tardets Devices via New Attack Vector Active offenses over time
"+ Malware Can Spy on Users vis Headphones: Researchers
* The Internet of Things is making hospitals more vulnerable to hackers

Security Advisories EE
Last updated Mon Mar 18 06:05:56 EDT 2019 Q Ll e ry
* [MS17-004] Edge - Privilege Escalation Issue
* [M517-002] Office - Code Execution Issue
* [M517-003] Flash Player - Code Execution Issue
* [M517-004] LSASS - Denial of Service Issue
* PLACEHOLDER Data source * Refresh Time

Network All (& 1] _
AQL Every Minute
Vulnerabilit
Count
Information Leak - Computer Names are Visible
CVE-2009-3103 - MS09-050 - Microsaft - Windows - Denial AQL Statement

of Service Issue oIM Aetius OF - o I — vy
DELL XP blank password llows unauthorized socess select ("SUM_Active Offense Count” f 2), "Time" * 1060
IBM with Microsoft Windows XP Professional has default from GLOBALVIEW( Offenses Over Time', 'NORMAL')

administrator account T "
order by ime" desec

ICMP netmask request response ;

ICMP time stamp request last 2 da'_v'sl

LDAP anonymous access to directory

MS Windows 2000, Admin Access w.o Password before

Installation Reboot

CVE-2002-1117 - Veritas - Backup Exec - Information

Disclosure Vulnerability

User can gain admin name from a null session

View in By Vulnerability
Top Systems Attacked (IDS/IDP/IPS) (Event Count)
Results Limit

10000

There was no Time Series data for the search performed.
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IBM QRadar

Offenses Log Activity Network Activity Assets Reports lisks Vulnerabilities Pulse

Reports Group:Reporting Groups Manage Groups  Actions ¥ [ Hide Inactive Reports View the IBM App Exchange for mare. NextRefresh: 00:00:50 Il 2 @

+ Reports H Report Name Schedule Next Run Time Creation Date Author Generated Reports Formats

. Manual Default-Security Access Devices-WindowsAuthServer: Top Host Successful Auth... | WindowsAuthServer Daily Tnactive Sep 11, 2008, 8:56... | admin None

Default-Security Access De indowsAuthServer: Changes WindowsAuthServer Daily Inactive Sep 9, 2008, 2:28... | admin Nene
Default-Application / OS-WindowsAuthServer: Errors WindowsAuthServer Daily Inactive Sep 9, 2008, 2:28 ... | admin Nene
Default-Security Access Devices-WindowsAuthServer: Errors WindowsAuthServer Daily Inactive Sep9,2008,2:28 ... | admin None
Default-Application / OS-WindowsAuthServer: Warnings WindowsAuthServer Daily Inactive Sep 9, 2008, 2:25 ... | admin None
Branding Default-Security Access Devices-WindowsAuthServer: Top Host Successful Auth... | WindowsAuthServer Daily Inactive Sep 14, 2008, 8:56... | admin None
Default-Security Access Devices-WindowsAuthServer: Top Host Failed Authentic... | WindowsAuthServer Daily Inactive Sep 14, 2008, 8:56... | admin None
Default-Application / OS-WindowsAuthServer: Failed Logins by IP WindowsAuthserver Daily Inactive Sep 11, 2008, 8:66...  admin None
Default-Application / OS-WindowsAuthserver: Successful Logins by IP WindowsAuthserver Daity Inactive Sep 11, 2008, 8:66...  admin None
Default-Security Access Devices-WindowsAuthServer: Top Host Failed Authentic... | WindowsAuthServer Daily Inactive Sep 11, 2008, 8:66... admin None
Defauli-Security Access Devices-WindowsAuthServer: Sessions Opened WindowsAuthServer Daily Inactive Sep 9, 2008, 2:26... | admin None
Default-Security Access Devices-WindowsAuthServer: Top Host Successful Auth... | WindowsAuthServer Daily Inactive Sep 11, 2008, B:56...  admin None
Default-Application / OS-WindowsAuthServer: Failed Logins by User WindowsAuthServer Daily Inactive Sep 11, 2008, 8:56... | admin Nene
Default-Security Access Devices-WindowsAuthServer: Failed Authentications WindowsAuthServer Daily Inactive Sep 11, 2008, 8:56...  admin Nene
Default-Security Access Devices-WindowsAuthServer: Top Hosts Failed Authenti... | WindowsAuthServer Daily Inactive Sep 11, 2008, 8:56... | admin None
Default-Security Access Devices-WindowsAuthServer: Warnings WindowsAuthServer Daily Inactive Sep9,2008,2:28 ... | admin None
Default-Security Access Devices-WindowsAuthServer: Sessions Closed WindowsAuthServer Daily Inactive Sep 9,2008,2:28 ... | admin None
Default-Application / 0S-WindowsAuthServer: Successful Logins by User WindowsAuthServer Daily Inactive Sep 14, 2008, 8:56... | admin None
Default-Security Access Devices-WindowsAuthServer: Successful Authentications | WindowsAuthserver Daily Inactive Sep 11, 2008, 8:56... | admin None
Default-Application / OS-WebProxy: Successful Logins by IP WebPraxy Daily Inactive Sep 11, 2008, 8:66...  admin None
Default-Application / OS-WebProxy: Failed Logins by IP WebPraxy Daity Inactive Sep 11, 2008, 8:66...  admin None
Default-Application / OS-WebProxy: Warnings WebProxy Daily Inactive Sep 9, 2008, 2:28 ... | admin None
Default-Application / OS-WebProxy: Failed Logins by User WebProxy Daily Inactive Sep 11, 2008, . | admin None
Default-Application / OS-WebProxy: Errors WebProxy Daily Inactive Sep 9, 2008, 2:28... | admin Nene
Default-Application / OS-WebProxy: Successful Logins by User WebProxy Daily Inactive Sep 11, 2008, 8:56... | admin Nene
Weekly PCI Compliance Failures Vulnerability Management Manual Manual Apr 28, 2013, 5:03 ... | admin Nene
Vulnerability Exceptions Vulnerability Management Manual Menual Apr 30,2013, 6:28 ... | admin None
PCI Compliance Failures Vulnerability Management Manual Menual admin None
Monithly Vulnerability Overview Vulnerability Management Manual Manual Apr 30, 2013, 6:36 ... | admin None
Default logon vulnerabilities Vulnerability Management Manual Manual Apr 30,2013, 6:54 ...| admin None
Last 7 Days Vulnerability Overview Vulnerability Management Manual Manual Apr 28,2013, 5:20 ...| admin None
Network Vulnerability Overview Vulnerability Management Manual Manual Apr 28,2013, 5:21 .| admin None
Accessible files vulnerability Vulnerability Management Manual Manual Apr 30, 2013, 6:56 ... | admin None
Annual Vulnerability Overview Vulnerability Management Manual Manual Apr 30, 2013, 6:37 ... | admin None
Vulnerability Overview Vulnerability Management Manual Manual Apr 28, 2013, 5:27 .| admin None
Obsolete Environments Vulnerability Management Manual Manual Apr 28, 2013, 5:32 ...| admin Nene
Default-VPN-VPNGateway: Top Time Connected by User VPNGateway Daily Inactive Sep 11, 2008, 8:56... | admin Nene
Default-VPN-VPNGateway: Top Permitted Connections by User VPNGateway Daily Inactive Sep 11, 2008, 8:56... | admin None
Default-VPN-VPNGateway: Top Denied Connections by IP VPNGateway Daily Inactive Sep 11, 2008, 8:56... | admin None
Default-VPN-VPNGateway: Warnings VPNGateway Daily Inactive Sep9,2008,2:28 ... | admin Nene

Displaying 1 to 40 of 1645 items (Elapsed time: 0:00:00.627)
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New Group Edit

=1 Reporting Groups

=0 Compliance
J coBIT
J FISMA
J GLBA
OJ GPG13
13 GsX-Memo22
L HIPAA
J 150 27001
{3 NERC
C
3 sox
J Configuration and Change Management
O Executive
J Log Sources
12 Antivirus
#1 Applications / 08
#1) Databases
#12) Firewalls / Routers [ Switches
#1323 1DS / IPS
= Security Access Log Sources
=13 veNs
) Metwork Management
) QRadar Network Insights (QNI)
O Security
J Usage Monitoring
O virtual Infrastructure
J VIPCI
{3 VI User Authentication Reports
J VoIP
3 Vulnerability Management
{2 cIS Benchmark Reports
_J Scan Reports
O Other

R v R R S R R g

Name
PCI 7.1 - Access to Cardholder and Trusted Systems (Monthly)
PCI 5.2 - Malware
PCI 7.1 - Access to Cardholder and Trusted Systems (Weekly)
PCI 2.1 - Vendor Defaults (Monthly)
PCI 2.3 - Traffic to Trusted Segments (Weekly)
Network Traffic Volume
PCI 5.2 - Top Malware Activity
PCI 8.1 - User Account Additions and Changes
PCI 1.3 - Traffic Summaries (Weekly)
PCI 1.3 - Traffic Summaries (Monthly)
PCI 4.1 - Traffic to Trusted Segments from Untrusted Segments (Weekly)

PCI 4.1 - Traffic to Trusted Segments from Untrusted Segments (Monthly)

PCI 10.2 - User Accounts Additions by Admin (Weekly)
PCI1.2.1a - Internal Network (not DMZ) to Internet

PCI 6.6 - Attacks against Public Facing Applications or Services
PCI 6.2 - Malware or Virus Clean Failed

PCI 1.2.1b - Inbound and Outbound Traffic (Weekly)

PCI 6.1 - Vulnerabilities

Network Traffic Volume

PCI 2.3 - Traffic to Trusted Segments

PCI 6.6 - Attacks against Public Facing Applications or Services (Monthly)
PCI 10.2 - User Accounts Additions by Admin (Monthly)

Top Users by Remote Access Activity

PCI 8.1 - User Account Additions and Changes (Weekly)

PCI 10 - Audit of Data (Weekly)

PCI 2.2 - Server Function

PCI1.2.1b - Inbound and Outbound Traffic

PCI 2.1 - Vendor Defaults

PCI 7.1 - Access to Cardholder and Trusted Systems

PCI 11.3/11.2 Vulnerability Report

PCI 2.3 - Traffic to Trusted Segments (Monthly)

PCI 4.1 - Traffic to Trusted Segments from Untrusted Segments
PCI1.2.1a - Internal Network (not DMZ) to Internet (Monthly)
PCI 8.1 - User Account Additions and Changes (Monthly)

PCI 10 - Audit of Data (Monthly)

PCI 5.2 - Malware (Monthly)

PCI 1.3 - Traffic Summaries (Details)

PCI 6.6 - Attacks against Public Facing Applications or Services (Weekly)
PCI 1.2.1b - Inbound and Outbound Traffic (Monthly)

PCI 5.2 - Malware (Weekly)

PCI 10.2 - User Accounts Additions by Admin

PCI1.2.1a - Internal Metwork (not DMZ) to Internet (Weekly)
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Rule Wizard

n Rule Wizard: Rule Test Stack Editor
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n Rule Wizard: Rule Test Stack Editor a Rule Wizard: Rule Response

Which t W t i i ing flows & i 7 .
Which tests do you wish to perform on incoming flows and events Rule Action

Choose the action(s) to take when an event or flow occurs that triggers this rule
Test Group | All Exporta

DSeverity

when the local network is one of the following networks 0
. R . Credibility
when the destination network is one of the following networks
when the IP protocol is one of the following protocols Orelevance
when the Flow Source or Destination Payload contains this string
when the source port is one of the following ports

when the destination port is one of the following ports

when the local port i= one of the following ports

when the remote port is one of the following ports

when the source IP is one of the following IP addresses

when the destination IP is one of the following IP addresses

[Clensure the detected event or flow is part of an offense
[annotate event or flow
O Drop the detected event or flow

Rule Response
Choose the response(s) to make when an event or flow triggers this rule

.."
.."
.."
.."
.."
W
W
W
W
W

O Dispatch Mew Event
Rule (Click on an underlined value to edit it) Cemait

Invalid tests are highlighted and must be fixed before rule can be saved. Clsend to Local Systog

Apply |:'erter rule name here) ‘ on events or flows which are detected by the | Local Osendto Forwarding Destinations
[=1~] d when the Flow Source or Destination Payload contains Onotify
when a subset of at least th ber of these rules, in order, from e source [P to t esti [add to a Reference Set

[add to Reference Data

is the key and any of th is the value in any of
eoe — d — [Jremave from a Reference Set

Please select any groups you would like this rule to be a member of: [Jremove from Reference Data
= | Anomaly DTn'gger Scan

2 [ Asset Reconciliation Exclusion Dlexecute Custom Action

2 [ Authentication

2 O eotnet

2 [ catesary Definition

Response Limiter
Use this section to configure the frequency with which you want this rule to respond

Notes (Enter your notes about this rule)

O Respond no more than 1 time(s) per 30

Enable Rule

Enable this rule if you want it to begin watching events or flows right away.
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Rule Wizard

n Rule Wizard: Rule Test Stack Editor

from the same[any source [F he same[any destination IF, this many

this number of t rules, in]in any from the same|any source IP to the same]any
his many seconds
rules, in r in this many seconds
v when a subset of at least this many of these rules, in]in any order, with the same username followed by a subset of at least
this many of these rules in]in any order to|from the same destination IP from the previous sequence, within this many
minutes

Local

uld like thi

Exclusion

Definitinns

ut this rule)

<< Back MNext>>» Finigh Cancel
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n Rule Wizard: Rule Test Stack Editor

Which tests do you wish to perform on incoming events?

Test Group | Functions - Sequence

a Rule Wizard: Rule Test Stack Editor

Which tests do you wish to perform on incoming events?

Test Group | All

wWhen all o
seconds

& when asubset of at least this number of these rules, inlin any order, from the same|any sourc
destination IP, over this many seconds

& when this sequence of rules, involving the same source and destination hosts in this many seco

% when asubset of at least this many of these rules, injin any order, with the same username fol
this many of these rules in]in any order to|from the same destination IP from the previous se
minutes

&7 when these rules match at least this many times in this many minutes after any of these rules

& when these rules match at least this many times with the same event properties in this many

match
et 1 at

€5€ rules, injin any order, from the same|any source O the same|any destina

saLz a Zab al " az 3 i a

Export as Building Block

=
when the source IP is a part of any of the following remote network locations

when the source IP is a part of any of the following remote services network locations

when the source IP is & part of any of the following geographic network locations

when any of these event properties are contained in any of these reference set(s)

when any of these event properties is the key and any of these event properties is the value in any of these reference
maps

when any of these event properties is the key and any of these event properties is the value in any of these reference map
of sets

& when any of these event properties is the key of the first map and any of these event properties is the key of the second

map and any of these event properties is the value in any of these reference map of maps

bcn Dok, Toblo Wan, clos P Lol calocdad " - A ccloctad caf. 2okl L Py

Rule (Click on an underlined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved.

Rule (Click on an underlined value te edit it)
Invalid tests are highlighted and must be fixed before rule can be saved.

Apply [enter rule name ners) | on events which are detected by

Apply |:'erter rule neme here) | on events which are detected by the | Local | % | system

me is the key and any of L e is the value in any of MGRS: Domain Admin Groups

of Ident
ic

Please select any groups you would like this rule to be a member of:

Please select any groups you would like this rule to be a member of:

od Anomaly

23 [ Asset Reconciliation Exclusion
2 [ authentication

2 Oeotnet

0 [ catesary nefinitinns

3 O anomaly

2 [ Asset Reconciliation Exclusion
2 [ authentication

2 (Botnet

0 [ catesnry Definitinns

Motes (Enter your notes about this rule)

Notes (Enter your notes about this rule)




rlopTCbeJ'lb I'IpOJJ,yKTOB QRadar Log Manager (Data Store)

» Cbop 1 06paboTka BOMbLLIOro KoMyYecTBa cobbiTui 6e3onacHoOCTU

I B M Q Rad ar * BoamoxHOCTb 06HOBMEHNA A0 SIEM

MHorocdyHKuMoHanbHas QRadar SIEM
I'IﬂaTdJOpMa y" paBﬂeHVIﬂ O C60p NOroB 1 CETEBOM CTaTUCTUKN, COOTBETCTBUE PETYNIATOPHbLIM Tpe6OBaHI/IF|M

* MpodunupoBaHne akTMBOB, aHaNU3 CETEBOM aKTUBHOCTU U yrpo3 UB

WHUMAEHTaMK b * IHunaeHTbl B 1 nx paccnegoBaHme

PenyTtaunoHHas 6a3a IBM X-Force

QFlow u QRadar Network Insights

CeTeBas aHanutuka, obHapyxeHue aHomanumn
* AHanus 7 ypoBHA mogenu OSI

* AHanua ceTeBbIX NAKETOB B pearibHOM BpeMeHn
SECURITY OPERATIONS
AND RESPONSE

QRadar Vulnerability Manager u Risk Management
+ BcTpoeHHble MexaHn3Mbl CKAHMPOBaHUS CEeTH
* YnpaBneHue pyckamu 1 npuoputesaunsi yasBUMoCcTen
* MogenvpoBaHue 1 cuMmynsuus atak 3fnoyMbILLIEHHUKOB
* MOHWTOPUHT 1 ayanT KOHUrypauumn ceteBblX YCTPOUCTB
* [poaBUHYTLIN aHanu3 yrpo3 1 NocrneacTeun
Security Operations and Incident Response Services

_ QRadar Incident Forensics & Packet Capture

s | mEs | o . + BoccTaHaBnvBaeT nocrnenoBaTenbHOCTb AEWCTBUI KMOEPNPECTYNHUKOB

* BoccTtaHaBnmMBaeT UCXOOHblE CETEBbIE JaHHbIE, CBA3aHHble ¢ nHUmuaeHTamu U
IBM Security / © 2019 IBM Corporation




[1Be mooenu BHeapeHus: All-in-One u Distributed

Sample IBM Security QRadar SIEM
all-in-one deployment
QRadar web console

All-in-One
31XX -

el

@ . Firewall
Routers Switches b
Routers, switches and other IDS
network devices exporting
flow data

QFlow collection on
passive tap

Bcé-B-04HOM — 3TO euHbIV cepBep, KOTOPbLIN UCMONb3yeTcs ANns
cbopa kak cCoBbITUI Tak U MOTOKOB C PA3NUYHbIX MCTOYHUKOB
(yctporictB UB, ceTeBbIX 1 Np.), OCYLLECTBNSAA KOPPENSALUMIO AaHHbIX 1
NPOBEPKY MpaBusl, NPeaoCTaBnsis yBeAOMIIEHUS U OTYETbI MO yrpo3am
1 HapyLLEHUSM, a Takke BCe PYHKLMN afMUHUCTPUPOBAHNS CUCTEMBI
yepes Web-koHcornb B 6paysepe

Sample IBM Security QRadar SIEM
distributed deployment
QRadar web console

Mpoueccop
S KoHconb
ceTeBbIX 3129
NOTOKOB
Mpoueccop
cobbIiTun
Konnekrtop
ceTeBbIX
NPUIIOXKEeHUN KonnekTop
1501 coobITUN
I = -
- -
| - ;
Servers Routers Switches IDS Firewall  Laptop

Layer 4 NetFlow for
external flow services

Layer 7 data analysis

Collection of log events from network
through SPAN or tap

and security infrastructure

PacnpepeneHHas Mmogenb COCTOUT M3 MHOXECTBA YCTPOMUCTB pa3HOro doyHKLMoHana:

* Mpoueccop cobbiTui Ansa cbopa, 06paboTkM U XpaHeHUst COBbITUI XXypHarnos

* Mpoueccop noTokoB A58 cbopa, 06pabOTKM U XpaHEHUS HECKOSBbKMX TUMOB AaHHbIX CETEBbLIX MOTOKOB
reHepupyeMbix ceTeBbIMM ycTpoicTBaMu. OnumoHansHo Konnekrop npunoxeHun ans cbopa AaHHbIX
NPUNOXEHWI 7-TO YPOBHSI.

» KoHconb ans koppensiumm faHHbIX C ynpaBnsieMblX NPoLeccopoB, NPefocTaBneHns yBeJOMIIEHWA U OTYETOB Mo
yrpo3am 1 HapyLUeHuWsiM, a Takke Bcex PyHKLUMIN aaMUHUCTPUPOBaHNS cucTembl Yepes Web-koHconb B 6pay3epe



JkocucTema 3aLlnTbl Yepes3 COTPYAHNYECTBO

CoTHun B6ecnnaTHbIX NPUNOXEHUA N JONOSTHEHUN B
IBM Security App Exchange

Check Point

o
PaclumpeHne MoHUTOpU - ) ‘
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p p a fretlte p war de s Heted T ehang

5360
C/SCO Wandera for M3a
o Response e o paadar

cisco Firtpomer AP for 184 Resient
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) F:'lﬁﬂﬂ[f iz 7 z,ften ooty Pl Il Future

il ' e - Recorded Future for 1BM

oensinTools for 184 Fortinet FortiGate App 1B Cloud Discovery Zitten ZDR App for Onapsis Security

DocsinToo

ORacr for ORadar App lor QRedA! QRadar Platform for SAP QRadar
o

%QS/NJ y Ch gANm bioconnect. n

User Behavior Analytics DigitalPersona
for QRadar

CARBON
BLACK

,I:I Recorded

Future

Rocorded Future far IBM
QRadar

OLean ex-Health Check BioConnect ID

Reversinglads for Gigamon Meladats. App
ORadar Framework (HCF) for...
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N nna Bawero SOC

IBM QRadar User Behavior Analytics IBM QRadar Advisor with Watson

Mary Arnold

Risk Events Generated By User (Last Hour)

Overall Score

28917

-]y

MoBbiweHne achdpekTnBHOCTM KOMaHabl B ¢ nomoLubo
NCKYCCTBEHHOIO UHTENNeKTa

* ABTOMaTMyeckoe obbeanHeHne gaHHbIX MHONKaTOPOB Yrpo3

BbISBNATL yrpo3bl MHCAUAepoB C NOMOLLbI MaLUMHHOIO
00yyeHus

* [NocTosiHHOE 0BYyYeHVe NMOBEAEHWIO [ BbIIBNEHUS NHCaNaepoB

» [leTanbHas oLeHKa PUCKOB MO KaXXgoMy noJyib3oBaTtesito * BbICTpaFI BuU3yanun3auma Kaptbl UHUMOEHTA ONA pearnpoBaHnda

» Cssa3b ¢ 6a3on yrpo3 Watson-a cogepallen 3anucen

» 16TbIC+ ckaumBaHui ¢ X-Force App Exchange — 6ecnnaTtHo ans
JaHHbIX B

nonb3oBarenen IBM QRadar




Kak caenaTtb gemo?

»  YouTube Channels

* Jose Bravo
* IBM Security

» IBM Security Support

=, IBM Security Learning Academy

IBM Security / © 2019 IBM Corporation

IBM QRadar Experience Center

Jejuen sausledxg

€

Overview of QRadar
Threat simulator
Upload logs to QRadar
Play logs in QRadar
Analyze your logs
Useful Links

FAQ

Get Started


https://www.youtube.com/user/jbravovideos/
https://www.youtube.com/user/IBMSecuritySolutions
https://www.youtube.com/user/IBMSecuritySupport
https://www.securitylearningacademy.com/

[Mpodounnb naoeansHOro
KNneHTa

3aBuUCMMOCTb BM3Heca oT
NHPOPMALIMOHHbLIX TEXHONOMNU

250+ coTpyaHUKOB B opraHm3aumm

Hanunune otnena NT
He meHee 10 yenosek

Passutasa nHppactpykrypa Vb
* Proxy

* Firewall

« User Logon (LDAP, RADIUS)
« Endpoint

« DNS

« DHCP

« AV

* IDS

* Windows

36



QRadar B undppax

3akas4nkn — 8,000+
MpunoxeHunsa — 270+

Basbl yrpos (ctoyHukm Threat Intelligence) — 10+
= STIX/TAXII, x-Force, Threatstream, iSight, Brightpoint, Risklll, Custom

YHukanbHble OT4yeTbl — 1664

= [Compliance. Configuration and Change Management, Executive, Log Source. Network Management,
Security, Usage Monitoring, Virtual Infrastructure, Vulnerability Management

[Mpasuna koppensaunm / Building Blocks — 632
Mooaepxmneaemble YcTpouctea, Cuctemsl, MNpunoxeHns n ObnadHble cepsucbl — 550+

CtopoHHue CkaHepbl Ya3Bumocten — 20

= [lualys, Rapid7, Tenable, Tripwire, AppScan....
NcTovHukm MNotokoB — 5

= NetFlow, J-Flow, sFlow, vFlow, BFlow

MacwTabnpyemMocTb 1 NPON3BOAUTENBHOCTL — > 4 MNH EPS BHegpeHus
Bpema onsg nonHoro BHeapeHUs — B cpegHeM < 5 mecsueB
Jlnpep Gartner n Forrester — 1
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Gartner 2017-2018

Magic Quadrant

Figure 1. Magic Quadrant for Security Information and Event Management
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Figure 1. Magic Quadrant for Security Information and Event Management
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Forrester 2017-2018

Strong Strong
Challengers Contenders Performers Leaders Challengers Contenders Performers Leaders
Strong Stronger
current
4 offering
A
Huntsman Security ()
Current
offering
Market presence
- @O O Full vendor participation eaker
Weak |°@® .. . Incomplete vendor participation :ﬁa":n";

Weak Strategy » Strong Weaker strategy b= Stronger strategy
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FOLLOW US ON:

@ ibm.com/security
@ securityintelligence.com

@ ibm.com/security/community
@ xforce.ibmeloud.com

' Eibmsecurity
I \outube/user/ibmsecuritysolutions
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direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be considered completely secure and no single
product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve
additional operational procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the
malicious or illegal conduct of any party.
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