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KATA/KEOP: 4TOo M KaK



KOMINJIEKCHOE PELWWEHUE ONA 3AWLNTBI OT LUEJIEHAMNPABIIEHHbBIX ATAK

CeTteBoM YpOBEHb
MpoaykThl YPOBEHb paboynx mect
Kaspersky Anti Targeted Kaspersky Endpoint Detection
Attack platform and Response

@ (@ F -l

Cbop AaHHBbIX ObHapyxeHue Banugaums PaccnegoBaHue HenTpanunsauns BocctaHoBneHue

3 KASPERYKY3



Cobupaem, aHanunanpyem — nokasoiBaem pesynbtat (KATA)

COBPAHHBIE JAHHBIE f \
Cetesbie ~~ TNOBANBHbLIE .
METajaHHbie jg _ AAHHbIE
] o . : OB YTPO3AX

(] X ]

X

) ChopmupoBaHHbIit
KOMMNAEKCHbIN
- MHLUMAEHT

AHAJIM3ATOP
LIENEBBIX ATAK

1]

[

=0
TenemeTpusa
C paboymx mect BEPOAWKTbI PETPOCNEKTWUBHBIE JAHHBIE
CBOP AAHHDbIX OBPABOTKA U AHAJTN3 PACCJIEAOBAHUE

4 OAHHbIX



Y10 Takoe EDR? B yem otnnuume ot EPP?

— e i .

E==18 @ Endpoint Protection Platform (EPP)
TpaAMLUMOHHan 3aluTa

R BYHbIX TOER ABTOMaTUYeckoe OBHapyXeHWe U
Kaspersky

_ : aBTOMaTnyeckada brioknpoBKa yrpos
:  Security gnsa . i
MPEOOTBPALLEHVE . Bu3Heca Ha YpOBHE OLHOW KOHEYHOMN TOYKU

H
PEAr'MPOBAHUE HAMAOHOCTb

Endpoint Detection and Response (EDR)

%{}0

ABTOMaTM4YECKOE OBOHapYyXeHMe,

Mepenosan 3aLLmTa . Kaspersky OanbHenllee paccrnegoBaHme U
KOHEYHbIX TOYEK :  Endpoint pearvpoBaHue Ha ypoBHe BCeEU
Detection

: and Response NHPPACTPYKTYPbl KOHEYHbIX TOYEK

PACCHEHOBAHME OBHAPY)XEHVE T T, s, ST S o S o sy - Spy.re o S P SRS L cer S H

KASPERYKY2



MpenoTBpalleHmne, oOHapyXeHue N pearmpoBaHue Ha CroXHble UHUNAEHTbI

O VIHCTpYMEHT NpUHATMA peLleHnin no
pearnpoBaHMIo Ha MHLUAEHTbI

o LleHTpannsoBaHHaA 0KaIM3aLmA
MHUNAEHTOB

o HenTtpannsaums yrpos

O

PearnpoBaHue

MepepnoBble

NnpeBeHTUBHbIE TEXHONOrnu
Ha 6a3e MallMHHOro
oby4yeHus

YcuneHue
o lNonHaa BUAMMOCTb U KOHTPOb 6930"30"'0?“"
KOHEe4YHOM
o Mpuopntnsauma MHUMAEHTOB
o TOUYKU U
o MocTaHoBKa 3a4auy no EAM HbIW LTS
aBToMaTuyeckomy rnomcky loC
T IoC nouck
© Aoctyn 8 Tl noptan M NPOaKTUBHbIN are HT
o Threat hunting NOWUCK Yrpo3
OueHka
ysi3BUMOCTEN
o Mepenosble MexaHU3MbI W ynpaBneHue
obHapyKeHus ABTOMaTHU4eckoe ucnpaBneHusAMuU
o ABTOMaTUYECKMit gocTyn K Tl OBHapykeHMe CroKHbIX
MHUWOEHTOB

o lMecoyHunua
o PeTpocneKTuBHbIN aHaNn3
o Koppensauua cobbituin

O O

o ABTOMaTMyecKaa 610KMPOBKa yrpo3
o0 ABTOMaTMYECKOE BOCCTAaHOB/IEHUE
o 3awmTa oT WndpOoBaNbLLMKOB

O 3almTa OT KParkn y4YeTHbIX AaHHbIX
O 3awuTa cepsepos

O 3awmTa oT MOBMAbHbIX Yyrpo3

o KoHTponb npunoxKeHum

o Beb-KoHTpoOsb

o KoHTponb ycTponcrs

O AZanTMBHbIN KOHTPO/Ib aHOMANNM

o YnpasneHue wWndpoBaHUEM U
NONANTUKAMU

o WndpoBaHMe NOPTAaTUBHbIX YCTPONCTB

O

PacwmpeHHoe ynpaBieHne NcnpaBieHUaAMm
OueHKa ya3BMmocTe

YnpaBneHue NnUeH3nAMM
LleHTpann3oBaHHOe pa3BepTbiBaHNE
npunoxkenmn n OC

NHCTPYMEHTbI yAaNeHHOro ynpaB/ieHuns
NHBeHTapuM3ayma

o O



MpeumywecTBa onsa gencTeByrOWNX KnueHToB JlabopaTtopun Kacnepckoro

3akasuukn, ucrnonbayrowmne Kaspersky Anti Targeted Attack:

E ° I_Ionyl.'a}OT KOMnneKCHyl.O 3a|.|.',|/|Ty Ha ypOBHe CeTM I/l KOHG‘-IHbIX E .............. U.
 ToYeK B paMKax OfHOr0 MHCTPYMEHTA | Aewncteytowme KameHTbl KATA

.« EpuHas Beb KoHcormnb AN BCcex HeobxoaMMbIX AeNCTBUN No @
' NPOTUBOAENCTBUIO CINOXHbIM Yrpo3am ' :
: , : Kaspersky
-+ LleHTpanusoBaHHOE pearmpoBaHue § Anti Targeted
: i Attack
R p— || e i)
B KoHeyHble @ Ce
ﬁ \§\ TOYKN Q 1=

-------------------------------------------------------------------------------------------
*
*

Kaspersky

: Kaspersky Endpoin 3 Kaspersky .
: i r N : Anti Targeted
@ » IL/ ;5?;? T, (@) @ AtAGK ¢

EAvHbIV areHT
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PesynbTaTtbl oT BHeagpeHnsa KATA v KEOP

KATA

1. ObHapykeHune O
HaHeceHunAa ywepba;

2. «[leweBaa» Koppenauna u3
KOpPObKMU;

3. BpegoHocHoe u
noao3puTenbHoe.

KEOP

. OTObpaXkeHne nosiHoOn

KapTUHbl MHUNAOEHTAa,

. COKpalleHne BpemeHu

paccnefoBaHUe UHLUMAEHTA;

. 9ppeKkTnBHoE

MCNOIb30BaHME PecypcCos.

KASPERYKY$



MakcumanbHas aBToMaTM3auvm U yao06CcTBO aKcnnyaTaumm

v' MakcumanbHOM aBToMaTusaumm onepawmmn, CBA3aHHbIX C
npoLeccamu obHapyXeHus, paccrnenoBaHus u
pearmpoBaHunst Ha UHUUOEHTbI

YBenunyeHue obLero ymcna
Ka4yeCTBEHHO 06paboTaHHbIX

v [Noaaepkn BCTPOEHHOW aBTOMAaTUYECKOW KOppensLumm ‘ ﬁ
WHUMOEHTOB

pPa3pO3HEHHbIX CODbITUM

v lMpepoctaBnenunsa Vb cneunanucTty eguHoro yao6Horo

MHCTPYMEHTA C MHTYUTUBHO MOHATHBLIM MHTEpdEeNCcoM Ans

OENCTBMIA NO paccriefoBaHUo N pearnpoBaHUIo
[ToBblLLEHWE YPOBHS
BOBIEYEHHOCTU CYyLLECTBYHOLLMNX
cneunanuctos Vb

&2

v' OTOOpakeHusi NOMHOWM KapTUHbI MHUMOEHTAa B BUae
nepesa cobbITU ANs onepaTUBHOIO NMPUHATUA Mep

v [leTanbHOM OUEHKN KMbepyrpos 3a cyeT hopMnpoBaHNS
MaKkcuMarsibHO MOSTHOro NpeacrasneHns 0b6o Bcex atanax
CMNSIaHNPOBAHHOM 310YMbILLIIEHHMKAMW aTaku

KASPERYKY$



Poccuunuckoe pewieHue U MMPOBOM nuaep

CooTBeTcTBME:
/\ . ®CTIK, OCB
@ » PeecTtp poccunckoro O
* [lonHas n3onaumsa ot obnaka
* HaueneHHocTb Ha TOCconiky un
KATA

3awmty KA

Ze TS~ OTpacneBoe NUAepPCTBO:
/ s
- S~ « NSS Labs (nyywwmin no 6esonacHocTu

? S
X
l BEHZOP AN 3aLmMTbl pabodmx MecT)
KES Ho
|
|
|
s

» ICSA Lab (100% obHapyxeHune n 0
NOXHbIX cpabaTbiBaHNN)
« IDC

: S -  Forrester
R g . 6 70
~ -7 nnoep bonee OoTpacneBbIX TECTOB

KASPERYKY$




JTanbl NUNOTU poBaHUA

Hawntu xxeneso (1-2 cepsepa) duHanNbHbLIN OTYET

4

.@llll-"

[Mpe3eHTauusa
oTyeTa

3anonHnuTb BbliaeneHune
OMNPOCHUK akcnepta JIK

KASPERYKY2



Kaspersky Automated Security
Awareness Platform (ASAP)

Asmomamu3suposaHHas niamgopma oby4eHusi HagéblKam
KubepbesonacHocmu: 3ghghekmueHOCMb Orisi 3aKa34UKO8,
8bl2oda u rpocmoma 0Orid napmHepos

KASPERYKY$
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OwWwmnbKM COTPYAHNKOB CITULLKOM OOPOro ooxoaarcs omsHecy

14

MoTpebHOoCTb B ahdeKTUBHLIX TpeHMHrax no Ub yxe odeBuaHa pbIHKY

14,3 MnH p. 4,3 MIH P. 33%

ANS KPYNHbIX NpeanpuaTum ans cermeHta CMb POCCUNCKMX OpraHm3aumnn

CpegaHuii ywepb oT ycneLuHow ataku, CpegHuii yuep6b oT ycrneLuHom aTaku, XoTs 6bl pa3 3a rof CTONKHYMUCh C

B T. 4. BbI3BAHHOW HEYMbILLNIEHHBIMU B T. Y. BbI3BAHHOW HEYMbILLMEHHbIMU WHUMAEHTaMK, CBSA3aHHbIMU C
oLInbKamMmn CoTpyaHMKOB * owmnbkamm coTpyAHMKOB * HeHaanexalum MCcrnonb3oBaHNeM

WT-pecypcoB coTpygHukamm *

*  UccnedosaHue «VHgopmayuoHHasi 6e3onacHocmb busHecay, «Jlabopamopusi Kacriepckozo», eecHa 2018.
**Calculations based on Ponemon Institute, “Cost of Phishing and Value of Employee Training”, August 2015.

0 $400

Ha COTpyadHWKa 3a rof

CpepHvie noTepun KOMnaHum ot
dpuwmHra (6e3 yueta npoumx
BEKTOPOB aTak) **

KASPERYKY$



Kaspersky ASAP — rubkoe u npocrtoe B UCNOJSIb30BaHUU peLleHue

www.k-asap.com

Security Awareness
Training :

MpoCTON OHNANH-UHCTPYMEHT, KOTOPbIN MOMOXXET BaLIUM
COTPY4HUKAM OBJIaZIETh HaBbIKaMM KU6ep6e3onacHoOCT

Mnatdpopma Kaspersky ASAP co3paHa Beaywimmm
cneumanMcTaMmm B o61acTv Kubep6e3onacHOCTU AJisl 3alUUThbl

BaLlero 6usHeca
)

3anycTuTte o6ydalolllyio MPOrpaMMy B HECKObKO KIIMK@B

N
— | > Buneo-o630p I BpoLuiopa
[R—C—
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1. YcTaHOBKa Ueneun n BbIOOP nporpammbi
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PekomeHOoOBaHHbIN nriaH o6y4vyeHns Onsi BCEX yPOBHEN
— oT 6a30B0Oro 4O NPOABMHYTOrO

YcTaHoBKa Lenen Ha ocHoBe YPOBHA PUCKa U
cpenAHUx nokasareneu B Mupe n oTpaciu

MpocTas oLeHka U KOppPeKTUpOBKa Xxoaa obyyeHus

JkoHOMUA BpemeHn — obyyeHne TOonbKo
Heobxogumomy

Namepumbie M BUAMMEIE B peanbHbIX YCIOBUSX
pe3ynbraThbl

KASPERYKY



LieneBble ypOBHM B 3aBUCUMOCTU OT AOJIKHOCTU COTPYAHUKA U

Heo0Xo4AMMOCTMU 3aLNTbI OT aTak onpeaeneHHoro Tuna

LleneBou ypoBeHb...

| — HayanbHbIN

Il — BasoBbin

Il — CpegHuii

IV — Advanced

...KOTOPbI/ NO3BOJISAET YyCNEeLIHO ... peKkoMeHAoBaHHbIN Ans ... M 3aHUMaIOLWNIA;
cnpaBnATbCS C... (npumepbl)...

MaccoBbiMu (aeLleBbIMM U MPOCTLIMU
(@ P ) Mnaglwmx cneunanuctoB, CTaXepos 240 MVHYT B TeYeHne 2-4 mecsaLEeB

aTakamm
MaccoBbIMM aTakaMun Ha CneumanuctoB No MapKeTUHry,
nonb3oBaTtenen ¢ onpeaeneHHbIM WHXEHEePOB, aAMUHUCTPATUBHbIX 560 MUHYT B TeyeHue 4-7 MecsLeB
npodgunem paboTHMKOB

XOpOLIJO noAaroToBrieHHbIMU aTakaMu Ha

HR, covHaHCoBbIX cneumannucToB 800 MyHYT B TeveHue 8-12 mecsueB
BbIOpPaHHyt0 rpynny COTpyaHUKOB
IT-cneynanucToB, pykoBoauTenemn 1000 muHyT B TeyeHue 10-14
LleneHanpaBneHHbIMU aTakaMu
opraHusauum MecsiLEB

KASPERYKY



2. YnpaBneHue oby4yeHuem

(o)

+  ABTOMaTU3UpPOBaHHOE ynpaBlieHne obyyYeHnem
«  ObwwupHasa bubnuoTteka obyyarowmnx MaTepmnanos

© MuHU-ypoKMn B yA0BGHOM TeMMe, KOTopble CocCOBGCTBYIOT CNEQYIOLWMNA
MOMyYEHMIO HOBBIX HABbIKOB YPOBEHb

* PasHoobpasHble dhopmaTtbl 06y4yaloLmx MaTepmanos

* LeneBou ypoBeHb 00y4eHUs], 3aBUCALLUIN OT YPOBHS puUcka, I
KOTOpbLIN NpeacTaBnseT COTPYAHYK, onpeaenseT Konm4ecTso
HeobXoaUMbIX YPOKOB

CuMynupoBaHHas CNEQYIOLAA

¢vwmHrosas TEMA
MepBbIi ypok 3akpennetue TecT aTaka
(VEY T ETE]
o—o0—o v
4 goHA cnycTa 3 OHA cnycTA 3 OHA cnycTA Tembl nepBoOro
ypoKa
nponaeHbl

KASPERYKY



3. OTyeTbl M aHANUTUKA

Yemy yoenuTtb BHUMaHue?

O

O

He cmoryT 3aBepwnTb
BOBpEMS

CunbHO OTCTAlOT OT N1aHa
OTcTatoT oT NnaHa
WayT no nnaHy

OnepexatoTt nnaH

50

85

20

31

10

i

MpuUMeHUMbIe Ha NpakTUKe
oTYeThbl

CratncrTmka — No opraHMsaumu,
oTgeny, Mecty, pabounm
006A3aHHOCTAM, a Takke Ha
WHOMBMAYaNbHOM YPOBHE

MOHUTOPUHT YPOBHS 3HAHUM
COTPYLHUKOB Y ANHAMUKN NX
obyyeHus

AHanu3 «Ha nety» nomoraet
NOHATb, YTO U r4e MOXHO
ynyywmnTb

Yno6Hoe cpaBHEHME CO
CpeAHMMM noKasaTesiaMm no
Mupy/oTpacnu

KASPERYKY



4. YnoBneTBOpPeHHOCTb O0ByYyeHuem

™
3apasennn Ha KOMMbIOTEpaX Onera it AL,

() Hactosiwan renMmucpmnkaums — yunTbes Kownuiorep Onera

=
knbepbes3onacHOCT MHTEePECHO!

I D

©

+ MoTtueaumn bnarogaps cCopeBHOBaTENbHOMY AyXY

O,

* TeMbl, KOTOpPbIE YacTO BCTPEYAIOTCA Ha NPAKTUKE B

() KOpriopaTuBHoii cpeae

*  Hukakon manuiiHen Harpyskm — MUKPOYPOKU, YAOOHbIN
Temn oby4eHnst N TONbKO HYXHble HaBbIKM

KASPERYKY
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AdhekTMBHOCTL nporpamm Kaspersky Security Awareness

no

90%

HE MEeHee

50%

o

93%

oonee yem

30x

pekopaHble

86%

CokpalieHue
oOLero Konu4yecTtsa
WHLUWOEHTOB

CHmxeHne
doMHaHCOBOrroO
ywepba ot
WHUWOEHTOB

BeposaTHOCTb
NPUMEHEHNS
NONyYeHHbIX
HaBbIKOB B paboTte

OkynaemocTb
MHBECTULMN B
nporpamMmmel
NOBbILLIEHUSA
OCBEOOMIIEHHOCTH

Y4YaCTHMKOB roToBbI
peKkoMeHaoBaTb
nnatgopmy

KASPERYKY$



KnroyeBble BO3MOXXHOCTU Kaspersky ASAP

TPALVLOHHBIN OHNAWH-

KASPERSKY ASAP TPEHVHI
OHnarH-nnargopma Ja Oa
CrMynmpoBaHHble (OULLNHIOBbIE aTakn Oa Oa
OueHka 3HaHun [a [a
Heckonbko ypoBHen 0by4eHus Het
ABTOMaTMYECKUA NiaH 0by4eHus Het
MNonHasa nokanusauusa OrpaHuyeHo
Moaxogut gna CMB (5+ nonb3oBaTenen) Het
MNogxoount gna MSP Het
OnnaTta 3a aKkTBHbIX NoNb3oBaTenen Het
ExxemecsyHasa nognucka Het

KASPERYKY$



HE CCbl!

KYTA
KACIEPCKOIO

KASPCRSKY

v

(ASPE

RIKYZ



CNACUBO
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