NNHHOBALUMOHHbIN NoaxoA K
ceTu nNpeanpuaTnA

MpoKowunH AHgpei

MeHeg>xep no passuTtunto 6usHeca Cisco

A.Prokoshin@softline.com

Cloud | Security | Big Data | Mobility

Yearsin T



KopnopaTuBHbIe CETU C/IOXKHbIE....

YnpaBaeHue
MmHo)XectBomMm VLAN

Pabota ¢ pa3anyHbiMuK
ceTaMu

Cloud Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SOfi 25

MacwrtabnpoBaHue
yBe/IMUMBAET CJOXHOCTb
3KCnayaTauum

MHoOXeCcTBO pa3HbIX
nonntuk — LAN, WLAN,
WAN, 4o/



M MMerT MHO>KeCTBO

AONA PyYHOro Tpyaa npu
BHEeCeHUN M3MeHeHUM

Cloud | Security | Big Data | Mobility

3KCMNAyaTaulMOHHbIX Npobaem

v e
X e
X e

70%

OnepaunoHHbIX pacXxoAoB
NPUXOANTCA Ha MOUNCK
HeUCnpaBHOCTEN U
ANArHOCTUKY

HapyLUeHNN NOAUTUK U
npaBua M3-3a
yenoBeyecknx ownbok

et
Digital Transformation and Cybersecurity Solution Service Provider SO'[i 25
Yearsin [T



Yto Takoe SDN —ceTtn?

Cloud Big Data | Mobility

Digital Transformation and Cybersecurity Solution Service Provider

SOfTt

Yearsin [T



ApXuUTeKTypa
SD-Access

7 74
4

Vi llldfdod
ey [




Software-Defined Access

3auemM Hy>KHa HOBas apxuTekTypa?

)

[

[ToBbILLEHME AOCTYINMHOCTH BHe,LI,peHMFI HOBbIX CEPBUCOB |_|O,£I,,£I,ep>l(aHMFI MNOJNTUK B
dKTYaJ/IbHOM COCTOAHNU

Obwwme TpyaHocTu ITcayxoel

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider 50fl



Software-Defined Access

Kakne BO3MOXXHOCTU OHa NpeaocTaBaseT?

[lpocTble
[lonHaa cerMeHTauma CeTeBom aBTOMATU3MPOBaHHbIE MHTeﬂﬂeKTyafleaFI CeTeBas
MHOPACTPYKTY b paboume NpoLLecchl dabpuika

O6wwasn noanTMKa Noab3oBatenei Ana duamana, kamnyca, mobanbHOM cetn n obaaka

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider so;t



Software-Defined Access

Kakne npenmyuwiectBa nonyumt Baw «6bmusHec» nocae BHegpeHUsA?

ABTOMaTU3aLMA Buptyanusauus [lporpaMMmpyemMocTb

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider

be3onacHOCTb
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DNA Center
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Software-Defined Access

DNA Center
CokpalLeHue 3aTpar YnpolleHue ynpaeneHus Pa3BepTbiBaHMeE CeTH 3a Assurance NpoakTUBHbIN
CeTbIO U3 e4MHOro cynTaHble aHanus ceTu
nHTEepdenca MWHYTbl BMECTO HEeAeNb.

DNA Center: YnpaBneHue, aBTomaTmn3aum4,
aHaANTMKa 1 6e30MacHOCTb M3 O4HOM KOHCON.

725

Yearsin [T
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Software-Defined Access
DNA Center: KOMNOHEHTbI

MNonuntuka ‘
BblaeneHue @
pecypcoB

Automation Software Module 0110100

0001101
0110100
Assurance Software Module e

e [lpoekTpoBaHue

O6ecneyeHue
rapaHTUPOBAHHOTO

YpPOBHA 06CNyXMBaHUA

o
. 2 CEX X
DNA-Ready Hardware il i ’i
and e , 3
Non-DNA-Ready Hardware Tt ]
KommyTtatop MappyTusatop KoHTponnep Touka goctyna
6ecnpoBoaHoOM ceTn
Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider T 25



[MpoaykTbl nogaep>xmsatowme apxutektypy Cisco DNA
Switching Routing Wireless

Catalyst 9400

Catalyst 9200

Catalyst 9300

AIR-CT3504

vq

Wave 2 APs (1800, 2800,3800,4800)

Catalyst 3850 and 3650 | CSR 1000V Wave 1 APs* (1700, 2700,3700)

*with Caveats

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider S?ftline Y":”



KommyTtatopsl Cisco Catalyst 9000

Cisco Catalyst Cisco Catalyst Cisco Catalyst
9400 Series 9500 Series 9600 Series

Cisco Catalyst
9300 Series

Cisco® Catalyst®
9200 Series

—'.aasg gt e et 5

T e T MR IR
it
ST

Cisco Catalyst Cisco Catalyst Cisco Catalyst
2960-X/XR Series 4500E Series 6840-X/ 6880-X

J \ J

Y Y
Access switching Core switching

aeanbHble pelenmna ans Npeanpuatmin, uananbHOU CeTu, a Takxke AN MablX U CPeaHMX KOMMaHUN

725

Yearsin [T
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Cisco Catalyst 9200

HoBoe nokoseHne KOMMYTaTOPOB AOCTyNa Hauya/lbHOrO YPOBHS

Fixed uplinks Modular uplinks

Recommended for small-

o

48 ports fuII POE+/data, 1OG upI|nk

scale SDA deployments

Security -%Eﬁ ——w .ﬁ.
e 48 ports full POE+/data
_W_ 48 ports full POE+/data, 1G uplink QS s =
Resiliency T EmmEme s 24 ports fuII POE+/data
24 ports full POE+/data, 10G uplink

om| S B

[ ] . . '-"——_El.-. ‘ . . ;

0 - 25522220050 ammm 4x10G  4x 1G
Application 24 ports full POE+/data, 1G uplink FRU uplinks FRU fan
Experience

Higher-efficiency AC FRU power supplies

j’ Silver rated

125W

Cloud | Security | Big Data | Mobility

j:f

600W

V] QO
Platinum rated i Platinum rated

1000W

Digital Transformation and Cybersecurity Solution Service Provider

Cisco Catalyst® 9200 ocHOBHble
XapaKTepuUCTUKN:

UADP 2.0 Mini

Cisco IOS® XE Software
Limited-scale Cisco® SD-Access
AES-128/MACsec-128
Trustworthy systems
Perpetual/Fast PoE
Programmability

Cold patching

Streaming telemetry



Cisco Catalyst cepun 9300

HoBoe nokoneHne KOMMyTaTOpPOB € PUKCUPOBAHHBIM AOCTYMOM

2.5G at the

. Highest
price of 1G 2.5G, 5G.
40G at the Multigigabit
price of 10G density in

s theindustry

stackable
switch with
8x 10G
and 2x 25G
uplinks

Modular
fans

8x 10G 2x 40G

Cloud | | Big Data | Mobility

Modular uplinks

4x Multigigabit

(— SRARSS ARaRas ® SE

4x 1G

315W AC

48 ports 5G
with UPOE

12 ports Multigigabit+ 36
ports 2.5G with UPOE

24 ports Multigigabit
with UPOE

24 ports 1G
Data/POE+/UPOE

48 ports 1G
Data/POE+/UPOE

715W AC/DC*

Digital Transformation and Cybersecurity Solution Service Provider

1100W AC

Cisco Catalyst 9000 leadership
UADP 2.0

Cisco IOS® XE Software
SD-Access

x86 CPU and containers
Encrypted Traffic Analytics (ETA)
AES-256/MACsec-256
Trustworthy solutions

Cisco StackWise® Virtual
IEEE1588 and AVB

NBAR2

Perpetual/Fast PoE
Model-driven programmability
Patching/GIR

Streaming telemetry

New
Platinum
rated

Soft 25

Yearsin [T



Cisco Catalyst cepum 9400

HoBoe nokosieHne MoaynbHOro A4oCTyna

Cisco® Catalyst® 9000
switching leadership

UADP 2.0

Open Cisco IOS® XE
SD-Access

x86 CPU and containers
Encrypted Traffic Analytics
MACsec-256 encryption
Trustworthy solutions

Cisco StackWise® Virtual

IEEE1588 and AVB

4-Slot 7-Slot 10-Slot NBAR2
Model-driven programmability
Supervisor Access line cards Core line cards Power supply Patching and GIR
* Sup-1: 80G per slot access optimized . 24x Multigigabit * 24x 10G SFP+ ¢ 3200W AC
* Sup-1XL: 120G/240G per slot core optimized 24x Cisco UPOE® * 48x 1G SFP + 3200W DC Streaming telemetry
¢ Sup-1XL-Y: 120G/240G per slot core optimized « 48x Cisco UPOE * 24x1G SFP s 2100W AC

* 48x PoE+, 48x data

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SOfi 25

Yearsin [T



KommyTtatopsl Cisco Catalyst cepun 9500

HoBoe nokoneHue ycTpoucTs ans GpUKCMpPOBAHHOrIO sigpa / arperauum

* 40G at the price of 10G
 Industry’s first 40G enterprise switch
* Optimized 10G switch for midsize backbone

« 1TB SSD storage
» Industry’s first 100G enterprise switch
» 8x buffering vs. the competition

Cisco Catalyst Cisco Catalyst

9500-16X 9500-24Y4C
Cisco Catalyst Cisco Catalyst
9500-40X 9500-48Y4C
Cisco Catalyst Cisco Catalyst
9500-24Q 9500-32QC
Cisco Catalyst Cisco Catalyst
9500-12Q 9500-32C

L
LS
. Modular Storage for
Modular fans Modular uplinks power supplies application hosting

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider

Extending Cisco®
Catalyst® 4000 and
6000 Series leadership
in

fixed core

13x throughput (3.2 Tbps)
6x performance (1 Bpps)
No oversubscription

8x 40G density

Pluggable SSD storage
USB 3.0

4x memory and flash

2x CPU cores
Customizable templates

Cisco StackWise® Virtual

Yearsin [T



AHannTunka —
DNA Assurance nu NDP




JIOCTAaTOYHO M 9 3HAKD O CBOEW

cetmn?
Kak caenatb UTobbl CETb MOTNa

MpeackasbiBaTb MPOBAEMbl 40 TOrO, Kak B
noaaepxky VT nomnayT kanoobl
MCMOb3YA NOCAeHNE TEXHONOTUN?

3aHVMaET /N MOUCK HEMUCTPABHOCTEM
CVLLIKOM MHOTO BPEMEHM?

[locTatouHo v nosyyaeTe MHOOpPMaLmm B
DeaNbHOM BPEMEHM A4 ObICTPOW
M30NALUMKN MPODAEMHbBIX MECT?

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider ﬁftliné Y25|T



Jlokanmzaumsa: OnpeaeneHue rae
BO3HMKNa NPobaeMa, MCNOb3YH
NPaBWIbHbIE AaHHbIE

DNA Analytics n Assurance

[ apaHTMA, UTo
TeCTl/IpOBaHl/Ie dKTMBHbIMW CEHCOPaAMMU,

4 HCI)paCprKTypa ACNACT 10, Ananntika Wi-Fi ¢ iOS ycTponcTs,
UToO Bbl N XOTe N [loTOKOBasA TeneMeTpuA

43%

BpemMeHn T cayxosbl
TPATAT Ha MOWNCK U
peLleHue npobaem

[ TpaBWAbHOE Bpema: [loBTOpeHue
NpobiemMb|

[1paBMABHOE AEVCTBME:
PelieHre npobaembl
MHPOpMaLmMA 41A NMPaBUIIbHOTO

NENCTBMA, HABUIaLIMS ANS peLleHms
npobaemsbl

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SOfi 7':



DNA Analytics n Assurance

[ 1paBMAbHOE MECTO:
onpeaeneHune rae
BO3HWKANa Npobsiema,
MCMOb3YS NPaBU/bHbIE
OaHHblE

50%

[1pobnem B cetnt Wi-Fi 3aHnmaroT
6osnee 30 MUHYT Ha pelleHnre

[o:

[TOMCK Nronku B CTOry CeHa B Te4HeHne 4acoB

[locne:
Onpeaenenne npobaem Wi-Fi 3a MUHYThI
bnarogaps NpPaBuabHbIM AaHHbIM

Cloud | | Big Data | Mobility

Peluerma Cisco Wi-Fi

~N

[1pOaKkTVBHAA CUMYAALMA OMbITa KAMEHTA U
MAEHTUDMKALMA NPOBaEeM B pe3y/braTe

NPOAKTUBHOIO TECTUPOBAHMA
T/l kak ceHcop

3HaHMe TOro Kak KAMEHTCKOE YCTPOMCTBO
BUANT PaanoceTb (RSSImT.a.). Apple Takxe

AENNTCS IKCKNHO3MBHOM MHbOPMaLMaX O

AHaUTHKA MPUYMHaX Npobaem

Wi-FiiOS

Tenemetpua 4n4 NOHUMaHMA aHOMaUM
(~3HaHue 240+ nNpobnem KAMEeHTCKMX

CTPOWCTB)
[ loTokOBas sl
TeneMeTpmna
Digital Transformation and Cybersecurity Solution Service Provider SOfi 25



DNA Analytics n Assurance PeleHma Cisco Wi-Fi

[1paBUIbHOE BpeMS:
[ToBTOpPEHWE NPObAEMDI

47%
O
Opranm3saumit nmerot 10% mam

bonee Nonb30BaTeNEN, KOTOPbIE (13\ YnyylleHHoe onpejeneHne aHoManni

ACMbITbIBAFOT NPobnemy ¢ Wi-Fi g aBTOMATMUYECKMM NEPEXBATOM NakeTos Npu
CPEAHEM Pas B HEAENO npobaemMe y KaneHTa Wan yCTPOCTBa

14 nHEM UCTOPWM C MONHBIM KOHTEKCTOM

[lyTewwecTsme BO
BPEMEHW MO CEeTU

Nlo: Auto PCAPs
[Tpobnembl ¢ Wi-Fi noasnarotca n yxoadar. Ecam
NpobaemMy HeNb3d MOBTOPUTL — €€ HeJb3A

peLINTb y

1)1 AHannTKa paboTbl MPUIOXKEHNI B
Nocne: DEaNbHOM BPEMEHM C KOHTEKCTOM MO
AHaNNTVKa MCTOPMYECKAn M B PEASIbHOM KIMEHTY

BPEMEHM C MOJHbIM KOHTEKCTOM Real Time Forensics

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SOfi 7_':



DNA Analytics n Assurance PelwerHna Cisco Wi-Fi
[ 1paBuIbHOE AEUCTBUE:

PelleHune
[oayyeHne NpaBubHbIX 3HAHWM C
8" O/ CTIOIb30BAHMEM MPABUBHBIX JAHHbIX,
O NONYYEHHbIX B MPABUILHOE BPEMS
3HaHWa aAng
OpraHm3aumi yTBepX Aator, COBEPLLUEHN
uto 1 yac Hepabouero NENCTBUN

COCTOAHMA CETV CTOUT UM
bonee $300K

[TocToAHHOE 0byyeHme % PekoMeHAaLmm No pelleHunto LWar 3a Wwarom

Mocne: Hasuratop no

cnonb3oBaHme 30-neTHero onbita pPaboThbl ¢ PEeLIEHNO
AAHHBIMU U KOHTEKCTOM ANA MOYyYeHMA
MPaBMIbHbIX 3HAHWI 1 peLleHns Npobaem

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider so;t



DNA Analytics n Assurance

[naBHbIN 3KpaH — BbICTPbIN B3rNA4 Ha COCTOAAHME CeTH

Health ssues Trends &1 Last 24 hours All Domains
Your Network Health
Netyfork .
ObLLee coCToAHME BaLLel Hens
CeTW, KIVEHTOB M pr— <
MPUNOXEHNIA
Compliance

[Ae B BaWeM «mupe»
MPONCXOAAT CaMble
cepbesHble Npobaemb!?

TOP 10 ISSUES

Service Provider WAN link at Site SFO is down
4k Clients impacted [ 50Bu

fings impacted

Baww ton 10 npobnem v

DHCP server 168.0.0.2 is not responding to discover requests

TPEHAOB.

1k Clients impacted  10Bu

dings impacted

Switch C3850-24XS-F1111 interface ethO is rapidly
toggling between up and down (flaps)

s 250 Clients impacted L_‘J 1 Building impacted

2.4GHz radio is experiencing high utilization

a 31 Clients impacted B 1 Buildings impacted

Cloud | Security | Big Data | Mobility

All Devices

) Search for User name, Device ID, IP address

TOP 10 TRENDS

Digital Transformation and Cybersecurity Solution Service Provider

WAN utilization on the 1 Gbps Seattle Comcast ethO link for Router
4451-ASR9K has been increasing monthly to 75%

a -

a 2K Clients potentially impacted §d 10 Buildings potentially impacted

50 Clients in SJC experiencing increasing onboarding times -
802.11 Association

a =

aa 50 Clients potentially impacted B8 1 floor potentially impacted

AP SJC29AP001 in San Jose Building have client count
approaching limit

3 switches in the San Jose site are experiencing a 30% increase
from the average number of interface packet drops

3k Clients potentially impacted @ 12 Buildings potentially impacted

SOfTt

725

Yearsin [T



DNA Analytics n Assurance

«lMyTewecTtBMe BO BpeMEHU» K MOMEHTY Korga rnpobsieMa BO3HMK/A B CETU

o [ Goorge-iPhone-6s 2) [ corge - Mac8ook

f
........................................................................

. .
----------------------------------

* lVcTopua nokaxet kputnyeckme < «BepHYTb» COCOTOAHU CeTn

CoObITUSA Ha3azj BO BPEMEHM K MOMEHTY
« [lo3BoAUT onpesennTb, KOraa npobaembl
npobsema BO3HMKNA e OueHNTb COCTOsAHME BCEX

1EMEHTOB-KOHTEKCTOB B TOT
MOMEHT BPEMEHN

725

Yearsin
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DNA Analytics n Assurance

BbiBOAbI C peKOMeHAYEMOW NpoLeAypON NcnpaBieHns

Clients Failing DHCP Attempts Because DHCP IP Addressing Timed Out at " Global/USA/SM/SM-Level1*

----------------------------------------------------------
Shiatus

I
A H O ] R D w T g L WD | VLAN WAL
Description HCP Attempt

Impact

: . o \.

* ToyHoe onucaHue macltadba u
athcpekTa Nnpobnemsbl

Suggested Actions (6)

) ————————— \

» [oToBas u NpoBepeHHas npouegypa ncnpasneHua ans
oBbHapyxeHHoW npobnemsl

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider S?ftline YZST[



DNA Assurance* 5KOHOMUT BpeMA

bbI10 CT1ano

4 00:10

OnepaumoHHaa 3GGeKTBHOCTS

*Assurance - yBepeHHOCTb, rapaHTuA

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider

Yearsin [T



Analytics




LLInppoBaHHbLIV TpadWK B CETU?

OpraHM3aLUunm ABASKOTCA 0 NpW atakax MCNoJb3yeTca
XepTBamMu 3/J0HAaMEPEHHOM 80 A) 41 % 3aWMPOBaHHbIN TpaduK, UTOObI
aeateNbHoCTN * n3bexaTb 0bHapyxeHus *

3alMbPOBaHHbIN
Tpaduk

HesawmndpoBaHHbI
1 TpaduK

*Source: Ponemon Institute — Hidden threats in encrypted traffic

Kak obecneunTtb 6€30nNacHOCTb NPN COXPaHEHUN KOHOUAEHLMANBHOCTN?

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SOfi



AHannTmka

Encrypted Traffic Analytics-cnctema aHanmza
3alLMPPOBAHHOIO TpaduKa

[lpeacTtaBneHne AaHHbIX

O6|—|apy>|<e|—|[/|e yrpo3 - dst Google Search

B 3aLlLUMPPOBAHHOM
Tpadmka

COXpaHeHI/Ie s L ’|“ dst Firefox self-repair

_‘
(@)

NepCcoHa bHOM
MHOOPMALIMM

TO L’l H OCTb I Data Exfiltration
ObHapyXeHms ol L
99.99% | @

oAl Bestafera Malware

Self-Signed Certificate




Software-Defined Access
Pe3yn bTAaTbl BHep,peva

67% 48% 61%

80%

CHMXeHne YBenmueHume
oxpaLienne COKpaLlene yrpo3 onepauynoHHbIX 3PPEKTUBHOCTU
BPEMEHV BBOJA B 6E300aCHOCTU paL
KChayaTaumto PaCxoa0B pearmpoBaHnNA

*Source: Internal TCO Analysis with Large Enterprise Customer (actual results may vary)
** Capex Reduction based on converging 10T Networks

Cloud Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider

SOfTt



Wipro J riinee

™ '.0-::.....
[ P '.-o...
Llenb WIpro:se
.. -..';".'..
* WHBECTMLWMM B LMOPOBM3ALNIO 414 s Teet
yBe/NMYEHUA OMbITa. o
» bbicTpas pa3paboTka CEPBMNCOB ANA OTKPbITUS
HOBbIX MOTOKOB 3apaboTka e
* YnpoLlleHre ¢ NoMOoLWbIo asToMatnsauunm AT L
3ajau4 o -
br3Hec pe3ynbtaThl g
* Bpewm4 Bbixoza Ha pbIHOK: bbicTpoe L
nepemMeLLeHne pecypCcoB Ha HOBbIW MPOEKT, OT (
HeZenu 40 HEeCKOJbKUX MUHYT o 4

MobBWABHOCTL COTPYAHWKOB: [TonnTmKa
cleflyeT 3a No/b30BaTe/ieM

-

be3onacHOCTb KAMEHTOB U
KOHOWAEHLMANBbHOCTb AaHHbIX: Jlerko
NoALepXVBaeMan CerMeHTaLma cetu

[TpocToTa NCNob30BaHMSA 0BAAYUHBIX ¢

NPUAOXEHNIA: bonee BbiCokme nokasaresy PeweHnsa: Cisco DNA Center™, Identity Services
BpemeHu becnepeboinHon pabotbl Office 365 ,
Engine » Catalyst® 9000 platform




Huntington National Bank

Llenb
» bbicTpoe 1 HagexHoe HaHKOBCKOE
obcnyxmBaHme

« ObecneyeHne HeMpepbIBHOrO A0CTyna K
AAHHBIM 1 MPUIOXEHNAM C KOMMYTAaTOPOM
Cisco 1 6ecnpoBOAHON CETU.

* 3aWunTa OT KNbepnpecTynHOCTN 1 Yyrpo3
6e30nacHoOCTW.

* 136exaTtb pacxosoB Ha PUHAHCKMPOBaAHME
pocTa v byayuime ycayrn ¢ nomoupro Cisco
IWAN

br3Hec pe3ynbtaThl

* CHwmxeHwue 3atpat 60%+ 3a CYET KOHTPOAA
MOJIOChl Ha PE3EPBHbIX KaHasax.

* [loBbilIEeHWE TMOKOCTHN, MPON3BOANTENBHOCTU U
0bCAYXMBAHNS

* [loBbllWeHMe JOXOAHOCTUN MHBECTULMIA

* YCKOpeHMe pocTa, MNpwv HU3KOW CTOMMOCTU MO
CPaBHEHUIO C a/lbTEPHATMBHbIMY PELLEHVAMU

PeweHusa: Cisco DNA, Intelligent WAN, Security, Cisco
Services, Wireless/Mobility







TepputopunanbHo-pacnpesesieHHble CeTU He

CnpaBnArOTCA...
. w
Hea0BOIbHbIE * 3a4ePXKM NMOAKAFOYEHM
' MONb30BaTENN * [1n0ox0e KaueCTBO PaboTbl MPUIOXKEH MM

3aTpaTthl Ha NOAAEPXKY U 85% M3MEHEHWN B CETU HaCTpaMBaeTCH
O6Cﬂy>Kl/l BaHWE BPYYHYHO - A4OTO, AOPOro, HE ONTUMAIbHO

COOCTBEHHbIE YCTPOMCTBA COTPYAHMKOB
OTCyTCTBME €AMHOW MONUTUKMA
6e30MmacHOCTH

«/lblpbl» B 6e30MacHOCTH

////OCDsGE

‘l@?

- ® =
o1 © & C

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SO
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Cisco SD-WAN - apxutekTypa peLueHus

OpkecTpaLmsa 1 HacTpoiika AHanunTnka
EAVHBIM MHTEphencC _ *  MaWwwnHHOoe 0byyeHme
. vManage | VvAnalytics

MOHWTOPWHT 1 MOUCK HEMCMPABHOCTEN *  [lpon3BOANTENBHOCTD
RBAC n AP * [lporHosmpoBaHue

YnpaBieHue BHeLHAA

MHTerpaLLMﬂ
[TporpammmpyemocTs - 0
PacnpocTpaHeHrue NoanTHK @ @ Q \ 4
[TpocTOTa 1 BbICOKaA MaclTabrpyemMocCTb @7
vSmart
lNepesaya faHHbIX MultiCloud — Security  Application

OnRamp  (+Cloud) QoE

\ J
|

AﬂﬂapaTH ble U
BMPOTYaIM3NPOBaHHbIE

Zero Touch Prowsmmng

WAN Edge
HactHoe nan ﬂy6

J1

Obnako ColLo Kamnyc Ounman

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider ﬁftliné Y25|T



KoHntponnepol SD-WAN

B kopnopaTuBHOM ceTu B nybanuyHoMm obnake
vBond vManage vSmartl vSmartN vBond vManage vSmartl vSmartN
{ ESXi nnn KVM J [ AWS or Azure ]

dusnueckmin cepeep

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider ﬁftliné YZFTT



CLC LA

LleHTpannsoBaHHbIe yripaBaAeHUe U MOHUTOPUHT

EAMHaA NaHeNb yrpaBaeHna BCeEMM N
MapLUpyTMU3aTopamMm B CETU _
[paduruecknii nHTepdec

! M‘ :
/1D (Zero-touch deployment) — noakntoueHmne ——_—
HOBOIO 0O0PYAOBAHMA HE3 PYUHbIX HACTPOEK — I [ | LU i
[L1ab10HbI aBTOMATHUUECKOM HACTPOMKM T ——————————
obopyaoBaHMA

YnpaBieHne NoAMTUKaMM Ha YPOBHE CEeTY, a He Ha
YOOBHE OTAE/NbHOTO YCTPOMCTBA

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider S?ftline 7':



KomnneKkcHbIM aHanu3 CTaTUCTUKMU (vAnaIytlcs)
’ KOHTPOJIb KaxX0ro CepBMCa Ha YPOBHE BCEM CETH

(end-to-end)

[1IporHo3MpoBaHmne npobaem m “what-it" aHanams

LleHTpan30oBaHHbIN COOP MHPOPMALIMM CO BCEX
CUCTEM MOHMUTOPUHIA

u-" - R Slyld|E|e|5|%

3127 FEAN] &8
22 2

40 ..___

52.

5

4

Z

AHanM3 BCcel CObpaHHOM MHPOPMaLMK U BblAaya
MHTENNIEKTYAIbHBIX PEKOMEHAALIMM

Power Tools
@ XML LOG ‘ I

REST NETCONF  Syslog SNMP Flow
Export

Cloud | | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SO'[t

vAnalytics

CLI Linux Shell

725

Yearsin [T



Mogknountb Gmaman Tenepb NPOCTO

He3saBncmmo ot TMna TpaHcnopTa Lon
€HTpanbHbIn
ochuc
Internet
BO3MOXHOCTb BbIOOpa MPeAnouTUTENBHOMO KaHana A4 KaXA0ro -
KOHKPETHOIO MPUIOXEHNA Ce’;?a‘;l'::';e
3almTa nepesaBaemMblxX AaHHbIX HAAEXHbBIMK aTOPUTMaMK
LLINDPOBaHNA

KOHTpOﬂb KayeCTBa KaX40oro KaHaJla CBA3M

QL <L <

banaHcMpoBka Tpaduka Mexay KaHanamu
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banaHcmpoBka Tpaduka

Per-Session pacnpegenenune  Per-Session B3BelleHHOe  [1puBA3Ka NPUAOXEHWIA MapLupyTr3auma no
Active/Active Active/Active Active/Standby MPVIOXEHUAM

C ydetoMm SLA
. MPLS ) INET . MPLS ) INET . MPLS ) INET
; MPLS

\

//
”
N

" 4
HacTpavBaeTca
Mo yMon4aHuo aCTpanBaeTC [TprHyAMTENbHAS [TprHyaMTENbHAS
Ha yCTpONCTBE NOANTUKA MONUTUKA
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[apaHTMpPOBaHHOE KAuecTBO Nepeaaun AaHHbIX

vManage [oanTtmka MapLUpyTU3aumm
OCHOBE MPUIOXEHNI

vEdge ycTtponicTea
MOCTOAHHO MPOBEPAHOT
JLOCTYMHOCTb W U3MepArOT [lyme On15 npuioxeHus A
Ka4ecCTBO nyTu do/KeH umeme:
MPOXOXAEHNA Tpadmka 3adepxky < 150ms

(3a4epxka, AxXnTTep, [lomepu < 2%
notepm) Bapuayuto 3adepxku < 10ms

YaaneHHbln y3en

OntManbHbii MTU
Ontnmmsaums TCP

[yTb 1: 10ms, 0% loss, 5ms jitter
MyTb 2: 200ms, 3% loss, 10ms jitter SD-WAN IPSec TyHHe b

MyTb 3: 140ms, 1% loss, 10ms jitter
Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider §6ftline® 25

Yearsin [T



CKkBO3HaA cermeHTauusa

30HblI 6e30MacHOCTU

SD-WAN VPN 1 o CobnroaeHme noanTmk
IPSec VPN 2 ( g -
Tunnel VPN 3 e [octeBOM WIFI
WAN WAN . -
Edge Edge Multi-tenancy

BHewHme cetn

YHUKaNbHAA TONO/OMMA Ha Kaxkabih VPN

Full-Mesh Hub-and-Spoke Partial Mesh Point-to-Point

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider S_Gftliné Y25|T



Haae>XHOCTb M OTKa30yCTOMUUBOCTb
vManage

vSmart
Active

vBond Active Cluster

eee

Replication

Active Active Active

S

\ J

|
Standby Cluster

Ecnv BCe KOHTPOANEPbI CTaAn HeAOCTYMHbI BBMAY aBapum, CETb MPOAOIKAET GYHKLMOHMPOBATL

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider ﬁftliné Y25|T



[MpeactaBnaem HoBoe 10 Cisco SD-WAN

YnpouleHue

0H1a4HOM
6e30MacHOCTU

Cisco
Umbrella

Branch | Colo

OanH nonb3oBatensckun MHtepdenc ana SD-WAN v VIb -> ynpouleHne 3kcrnayaTaumm

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider ﬁftliné YZFTT



KombuHunpyem nyuwiee ot 6e3onacHoctn n SD-WAN

nario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance
Application Firewall | Intrusion Prevention

Guest Access
Application Firewall | URL Filtering

Direct Cloud Access

Application Firewall | Intrusion Prevention | Umbrella

Direct Internet Access

Application Firewall | Intrusion Prev

ention | URL Filtering | Umbrella DNS Security

Custom

Build your ala carte policy by combining a variety of security policy blocks

Cisco SD-WAN

Yacbl BMECTO Hee b U MECALIEB

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider S_Gftliné 25
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Bbi6bOp OKOHEUHbIX YCTPOUCTB

BuptyanbHble + ObnauHble + Pusmueckue

BupTyanm3aums [Ty6myHble 1 YacTHble 0baka
ENCS 5100 ENCS 5400 ml Microsoft C V"E\év)?-re
. _ . Ul Azure | B
LR -k u‘“n"ﬁgfnazon
» Up to 250Mbps * 250Mbps — 2GB WKVM N7 webservices
Toneko SD-WAN SD-WAN c cepsucamu
vEdge 100 vEdge 1000 vEdge 2000 ISR 1000 ISR 4000 ASR 1000

< M M —— P - - QE.EG
100 Mbps * Upto 1Gbps + 10 Gbps —=F ana
4G LTE & Wireless « Fixed « Modular 7
200 Mbps + Upto 2 Gbps + 2.5-200Gbps
Next-gen connectivity + Modular + High-performance
VEdge 5000 »  Performance flexibility « Integrated service service w/hardware
containers assist
- Compute with UCS E * Hardware & software
redundancy
* 20 Gbps
* Modular

Cloud | Security | Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SOfi 7':



Cisco SD-WAN

|/|HTeHLI,I/IOHHO-OpVIeHTVIpOBaHHbIe cetT And noagxKiarouveHumA cl)vmmanos

YnyJlleHHbIN onbIT
nonb3oBaTens

3anyck NpunoXXeHUn 3a MUHYTbI Ha Ntobon nnatgopme ¢
npenckasyemMomn Npon3BoaUTENBHOCTLIO MPUITOXKEHUI

4 Ynydwaertca onbIT
X paboThl C

NPUNOXEHNAMN

BbicTpoTa N rMbKoCTb
YnpolleHne pasBepTbiBaHUSA U 3KCNyaTauum
WAN ceTu n yBenundeHne npon3BoauUTeSNibHOCTU
NPy MeHbLUEN Nooce NponyckaHus

40% S ( ©unua
I

YnyJdweHHas 3awuTa oT yrpos

BesonacHoe noaknoveHe nonbL3oBaTenen K NpUnoXeHusiv
1 3awmTa gaHHbIX OT rpaHuubl WAN go obnaka

3.244 e ara

Cloud Big Data | Mobility Digital Transformation and Cybersecurity Solution Service Provider SO"[“‘ 7'-’



Retall
CusGlobaltomer story

3aaava

* YmeHblntb OpEx n CapEx BO BCeEX
1600 marasunHax

* [loBbicbTe 3DPEKTUBHOCTL PabOoThl C
KIMEeHTaMW B MarasmHe

*  YayylleHne NpOm3BOAUTENBHOCTM
MOBUNBbHbBIX MPUAOXKEH W

« be3onacHoe ynpaBaeHne cembto
cerMeHTamm

br3Hec pe3yabTaThl

» 26X ynydlleHa noaoca NponyckaHns

e 5x yayyleHa KOHBEPCMA B Mara3mHax

« $ 20 MAH COKOHOMJEHO 3a 3 roga _ _ PeLueHune: CISCO® SD WAN (lete|a®)




[MTpnmep BHegpeHMs — 6aHK n3
crnncka Fortune 500

3aaava

KputnuHbie npunoxerua (HD Video)

*  YIyylnTb KayecTBo

* Ynpoctutb ynpasaeHne WAN

(Bktouasa baHkomartbl) — 3000 dmaranos

br3Hec pe3yabTaThl

20X NCcnosb30BaHWe MoaoChI

4X NPOU3BOANTENBHOCTb MPUAOXEHMIA
50 canToB 3a HOUb

1000 ycTponcTB 06HOBAEHO 3a 4 yaca

1.5 yaca Ha nnaHnpoBaHMe canTa (B
cpaBHeHWK ¢ 40 yacamu paHee)
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Uem SoftLine moXkeT nomMoub

[locTaBKa

BHeapeHue ConpoBoXxaeHue




MapTtHepcTBO C Cisco

Cneumanmsaumm

Advanced Enterprise Networks Architecture
Specialization

Advanced Collaboration Architecture Specialization
Advanced Data Center Architecture Specialization
Advanced Security Architecture Specialization
Advanced Core and WAN Specialization

Advanced Unified Access Specialization

Advanced Unified Computing Technology
Specialization

Advanced Unified Fabric Technology Specialization

Ob6nauHble 1 yrpaBaseMble YCayrm

Cloud and Managed Services Master

Cisco Powered Infrastructure as a Service
Cisco Powered Disaster Recovery as a Service
Cisco Powered Managed Security

Apyrne asTopmsayum

Learning Partner - Associate
Academy Network Partner
Multinational Certified Partner

lll'l'l'l
CISCO

Master
Managed

Tmie Nimie
CISCO CISCO

Gold Learning
Partner Partner

Services
Partner
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AHppeii Mpokowun

Mewnegskep no pPassutuio 6

Aenaprament Pa3BUTUA 6uzHecs
T+7(495) 232 00 23 g0, 1366

A.Qrokoshin@softline.com
T

M3Heca Cisco
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i SO
i lution Service Provider
Digital Transformation and Cybersecurity Soluti
i ility
Big Data | Mobi
Cloud
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