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Softline High Safety




Ttline s Knaccmueckme npoakTMBHbIE YCAYTY

OcobeHHocTn MNpembep CepBMCOB

[lakeTHbIe yCayru: rotoBoe KopobouHoe peweHne, GUKCMPOBAHHbINM COCTaB paboT, ueHa, 4NANTENbHOCTD,
3apaHee M3BECTHbIN pe3yabTaT U LEHHOCTb.
Mbl 3HaeM yacTble NPOBAEMbI U PUCKM 3aKa3uKnKa, U YXKe UMEEM pPeLLeHNe

CnnaB MHXXEeHepPHOUW 3KCNepPTU3bl, OMbITa MHOXECTBA 3aKa3uMKOB, METOAONOTMN U TEXHONOTNY
Ycnyrn ansa BCero >XU3HEeHHOro uukiaa MHGpPacTpyKTypbl

ObcnepoBaHna MHOPACTPYKTYpPbI (TEKyLme, Npes- N NOCT-MUTPaLMOHHbIE)

Pa3paboTka cTpaTernin BOCCTaHOBAEHUS

HacTpovka n ontumMmn3sauma MOHUTOPUHIA

BHegpeHVe cOBpeMEHHbIX Mogenen aiMUHUCTPUPOBAHMA

ABTOpCKME yyebHble KypChbl



Ttline s [MpeanocCblikKM cO34aHNA HOBOFO NMPOAYKTa

Bpemsa oXnaaHuna nHxeHepa
Bonblwime nHdpactpykTypbl: 0bciefoBaHNe KaXKA0ro KpUTUUYeCKoro obbekta BPYUHYH 3aUMET rojbl
[Mpobnema Baanjaunm BHECEHHbIX NCAPaBAEHUNN

TexHonOrnm ctaHoBATCA 6onee pasHOPOAHbBIMMU:
[eTeporeHHble Linux-nHppactpykTypsl
OTteyecTBeHHble Cay>bbl KaTanoros

BKC

[lOCTOAHHbIE N3MEHEHNA naHALWwadTOB



— - ® —— ] ®
line o line gHs

* Pa30BB1Y aHAJIUS3 + HExeMeCAYHBlM/eXeHeNeJIbHBIY KOHTPOJIb

¢ IIOCTYIIHOCTE 33 -3 MECAILA "~ * TIpaKTHWYECKU MTHOBEHHBIM 3aIlyCK

¢ IlomroroBka DOKYMEHTOB -- IO 1 MecdAIla + Pe3yJbTaThl OHJIAWH 24/%

¢ QowmHaJIPHOE 3aKJio4YeHne B PDF * JpHaMHIYecKasd XPOHOJIOTHA IPobJeM
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Cob6cTBeHHan nnat¢popma obcnegoBaHuA MHPPACTPYKTYPbI:

¢ B

> 500 K oT 2 Heaenb 400 KOHTPO//1EPOB AOMEeHa**
CTPOK KoAa* cbop v aHanu3
TenemeTpum 1 TB AaHHbIX*™
cbop AaHHbIX, aHaNNTUKKa,
reHepauma OTYETHOCTU 1 5 -
* PowerShell, Bash, C#, Rust, R MHTEpBan cbopa ** npumep peasbHo20 06¢/1e008aHUS /
\_ :




Ttline s OYHKLMOHaNbHbIE BO3MOXHOCTU CEPBUCA

[nyb6okmin aHann3 60abWNX O6BEMOB TEXHUUECKMX JAaHHbIX

OTcnexnBaHme XxpoHonorn npobaem (NosBaeHMe, 3aKpbiTHE)

Pa3sHOCTHbIV aHanM3 Mexay cpe3amum JaHHbIX

[TOAHOTEKCTOBBLIV MOUCK NO AaHHbIM U NpobaemMam

ABTOMAaTNUECKM reHepupyemMble OTUETbI: MAaCNOPT CUCTEMDI, MAaH YCTPaHEHUS PUCKOB
PoneBaa moaenb AOCTyNa: KaXAblV COTPYAHUK BUAUT TOJIbKO CBOKO YacTb MHPPACTPYKTYpPb

N3onnpoBaHHaa MHGPACTPyKTypa: OTAENbHbIE CETU, XPaHUAULLA, BUPTYaibHble MawmnHbl, DNS nmeHa



Ttlineg S Yem He aBnseTca High Safety

OTO HE MOHUTOPWHT
He peakumns Ha cobbiTns B peaibHOM BPEMEHW, a ynpexaeHune yepes rnybokmin aHanams
High Safety Takxxe npoBepsieT cTabuabHOCTb MHPPACTPYKTYPbl MOHUTOPUHTA
He SIEM (xoTsa Mbl n aHann3npyem 6e30nacHOCTb)
AHanu3 NpakTUK agMUHUCTPUPOBAHUSA, Y3KUX MECT B KOHPUIypaLmnm, KOTopble MOTyT NPUBECTU K
npobaemam, a He peakuna Ha MMELWYHOCA aKTUBHOCTb
He LLM
[leTepMUHMpPOBaHHaa N0rvka, npeackasyemMble N 06BACHUMbIE pe3yabTaTbl

JKCnepTHOEe CONpPOoOBOXAeHMe



Apxmntektypa cepBuca rtline e

(mum |
Ucxoaawme noakatoueHus
no paspeLléHHbIM NopTam
MawwuHa c6opa BpaHnamayap
+ OC Windows Server 2012 / Windows 8 nau Bbille; *  WinRM — 5985/TCP ans kaxgo
* nogkarouyeHue kK gomeHy AD; obcnepyemoit cuctemsl Windows;
» PowerShell 5.0 nnu sbliwe; » Active Directory — 389/TCP, 636/TCP,
* MpaBa afMWHNCTPATOPa B COOTBETCTBYHOLLMX 53/UDP, 53/TCP, 445/TCP «
TEXHONOTUAX KOHTpOJ/I/IepaM AOMEH3;

® ,ﬂ,OI'IOﬂHMTeanbIe nopTbl AnaA
noaxkaro4eHna K O6CJ'IeAy6MbIM
TexHonornam

HTTPS (nopr 443)
3aLMLLEHHDBIW KaHan

JocTyn K pecypcam
npeanpuaTns

O6nauHbIv nopTan
sla.premier.softline.ru O6cnepyemble cuctembl

3apeaucmpuposaHo 8 peecmpe MuHyudgpel: https://reestr.digital.gov.ru/reestr/10832331/
Vicnone3yem poccutickoe ob1ako, poccutickux npogatioepog aymeHmugukayuu.
Pabomaem Ha poccutickom 10: PE/] OC, TaHmop, ACMO-Cucmema



https://reestr.digital.gov.ru/reestr/10832331/
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NuTepdenc Jinynoro KabuHeta (1/3) sortline s

HenpepbiBHoe 06cnepgoBaHune — Active Directory

Bpema cbopa pa

19.07.2026 19:26:07 ABTOMaTM3MpPOBaHHaRA 3ar... 19.07.2026 21:13:07

05.07.2026 11:58:44 ABTOMaTUM3IWMpPOBAHHARA 3ar... 05.07.2026 14:18:44
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NHuTepdenc Jinynoro KabuHeta (2/3) Ine s

Active Directory — 19.07.2026 19:26:07 - @1

BuibpanHelid cpes aanHbix () Bee cpeswl ganHeix @ Wamenenua

Tl YpOBEHb it

MNonb3oBaTensCKWe YYETHLIE 2ANUCK CO CTaHgapToM wudposadua DES

BriknioueHa npepeaputensHan Kerberos aytentiudukauma ona nons3oeatena (Kerberos Pre-A D, Security

LoMeHHbIE pazaensl, ANA KOTOPLIX A3EHO HE BLINONHANOCEH PEIEPEHOE KOMWPOBAHKUE
DMS-cepeep uMeeT Bonkle agpecos nepeckinku (forwarders), yem MoxeT BTk 06paboTaqo

DMS-20Ha ponyckaeT HebezonacHoe oBHOBNEHWE

D, Security, l[dentity

YUETHLIE 3aMNUCKU C BLICOKMMKU MPUEMNEMMAMK € HEUCTEKAOWMM naponem (Password never expi




NuTepdenc Jinynoro KabuHeta (3/3) sortline s

® HpUTHYECKME w

AKTMBHO Mcnonb3yeTca hailn NoaKavKkm

Pecypc

dc01.exam.local
Paging File \ % Usage (I'B)

Dailn monkagki: — C:\pagefile sys (Pasmep: 16 MB)

dcll exam. local




Ttline s [TocTaBKa Mo NOANMCOYHOUN MOAENU

PaMoOuHbIM BeccpoyHbIN 40rOBOP

[MpnnoxeHnsa ¢ NogNNCKaMn Ha KOHKPETHbIe TEXHONOT

LleHa nognuncku 3a 12 mecsaueB COOTBETCTBYET LeHE Ha Kaaccnyeckoe obcnesoBaHmne

OrpaHuyeHms NO TEXHOIOTNM KakK ANS Knaccmyeckoro obcnesoBaHms (OAWH nec, 04Ha OpraHmM3aums,
OAVH KnacTtep)

Cpok nognnckn oT 3 MecALEeB

OnuMoHanbHO: 3KCNEPTHOE COMPOBOXAEHME — 2-AHEBHAA YAaNEHHAA CeCCUA C «<XKMBbIM» MHXXEHEPOM
[locToAHHOE 0bHOBAEHME GYHKLMN, AOCTYNHOE B PaMKax A4EUCTBYHOLWEN NOAMNCKN

MNoaaep>xxneaembie TexHonormn: Active Directory, Exchange, SQL, SharePoint, S4B
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[opo>xHada kapTa

CepBepa WHTerpamun ITommepagxa PIIO
C IIapTHEPaAMMU
CXII AHaJIMs
HuTerpanuda OOKYMEHTaIIUN
CeTn C TII 24x"7 3aKa3YMKa

OT4YETE1 HomMIryiekcHOe
obcJieMoBaHME

ITacrmopTa

CHCTEM ObHapYHEeHME
CBA3EH

ITpeseHTaIm

14



4
i
f3

£ ]
LE ’

i

.
L]

L)
L]
]
-
o
L]
L
L

1

[

1
I

!




