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lekyLlasa cutyaLma Ha pblHKe "
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Web Application Firewall (WAF) — mexceTeBou 3KpaH YPOBHS MPUAOXEHNS.
Knaccmnueckoe C3W and 3awmtbl Be6-npunoxenunm, API-nHtepdencos.

*  AHTM-60T — CpeaCTBO 3alLUnTbl OT BPeAOHOCHbIX 60TOB

*  AHTM-DDOS - cpeacTBO 3alMThl OT atak Ha KaHan
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Bonpockl 4na pa3MbllUNeHNA "

Bce an Beb-pecypchl Ha BHeLLHeM nepumeTpe 3awnieHsl WAF?
Bce an kKputnueckme bU3HeC-CMCTEMbI B KOPopaTuBHOM ceTu 3awmuieHbl WAF?

CKONbKO M Kakme ataku riporyckaet Mo WAF?




Ha Bxog noaarotca >kypHasibl Beb-pecypcoB

91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET /_nuxt/B2BoeRTT.js HTTP/1.1" 200 4853% "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:128.0) Gecke/20100101 Firefox/128.0"
91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET /_nuxt/BTUtj78_.Jjs HTTER/1.1" 200 £39%926 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"
91.244.183.5 - - [30/Jul/2024:15:26:30 +0300]) "GET /_nuxt/DzVWfiBp.js HTTE/1.1" 200 37193 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x=64; rv:128.0) Gecko/20100101 Firefox/128.0"
91.244.183.5 — - [30/Jul/2024:15:26:30 +0300] "GET /_nuxt/BDQCbz0C.js HTTE/1.1" 200 3398 "-" "Mczilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"

91.244.183.5 — - [30/Jul/2024:15:26:30 +0300] "GET / nuxt/CrETao-T.Jjs HTTE/1.1" 200 20%26 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"
91.244.183.5 - - [30/Jul/2024:15:26:30 +0300] "GET /_nuxt/BIGtEémf.js HTTE/1.1" 200 40386 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:128.0) Gecko/20100101 Firefox/128.0"
91.244.183.5 - - [30/Jul/2024:15:26:31 +0300] "GET /_nuxt/nsVchlT.js HTTP/1.1" 200 285 "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:128.0) Gecko/20100101 Firefox/128.0"
91.244.183.5 - - [30/Jul/2024:15:2&:31 +0300] "GET /_nuxthQ_rrzxf.js HTTP/1.1" 200 241 "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; =&4; rv:128.0) Gecko/20100101 Firefox/128.0"
51.244.183.5 - - [30/0ul/2024:15:26:31 +0300] "GET /pattern.png HTTE/1.1" 200 1681 "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"

158.160.111.152 - - [30/Jul/2024:15:26:35 +0300] "GET / HTTER/1.1" 200 161407 "-" "Mozilla/5.0 (¥11; Linux x86 &4) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/80.0.3987.132 Safari/537.36"
10.10.4.254 — - [30/Jul/2024:15:26:35 +0300] "GET / HTTE/1.1" 200 161386 "-" "Mozilla/5.0 (X11; Linux x86_64) AppleWebEit/537.36 (ERHTML, like Gecke) Chrome/80.0.3987.132 3afari/537.36"
91.244.183.5 - - [30/Jul/2024:15:26:35 +0300] "GET / HTTPR/1.1" 200 161102 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0) Gecko/20100101 Firefox/128.0"

91.244.183.5 - -
91.244.183.5 - -
91.244.183.5 - -
91.244.183.5 - -

30/Jul/2024:15:26:35 +0300] "GET /_nuxt/default.CFl3a%02.css HTTE/1.1" 200 %42 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"
30/Jul/2024:15:26:35 +0300] "GET /_nuxt/entry.DvZEtRSq.css HTTP/1.1"™ 200 55%0 "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:128.0) Gecko/20100101 Firefox/128.0"
30/Jul/2024:15:26:35 +0300] "GET /_nuxt/scopeld.BelvséND.css HTTE/1.1" 200 2635 "-" "Mozilla/5.0 (Windows NT 10.0; Win&4; x&4; rv:128.0) Gecko/20100101 Firefox/128.0"
30/Jul/2024:15:26:36 +0300] "GET /apifwl/flags/status HTTE/1.1" 200 846 "-" "Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:128.0) Gecko/20100101 Firefox/128.0"
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158.160.111.152 - - [30/Jul/2024:15:27:05 +0300] "GET / HTTR/1.1" 200 161385 "-" "Mozilla/5.0 (¥11; Linux x86 &4) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/80.0.3587.132 Safari/5337.36"
10.10.4.254 — - [30/Jul/2024:15:27:05 +0300] "GET / HTTE/1.1" 200 161412 "-" "Mozilla/5.0 (X11; Linux x86_64) AppleWebEit/537.36 (RHTML, like Gecke) Chrome/80.0.3987.132 3afari/537.36"
10.10.4.254 — zbx monitor [30/Jul/2024:15:27:14 +0300] "GET /api/overview HTTE/1.1" 400 248 "-" "-"

10.10.4.254 - zbx monitor [30/Jul/2024:15:27:15 +0300] "GET /api/nodes/rabbit?memory=true HTTF/1.1" 400 248 "-" "-"

10.10.4.254 - zbx monitor [30/Jul/2024:15:27:16 +0300] "GET /api/queues HTTE/1.1" 400 248 "-" "-"

158.160.111.152 - - [30/7ul/2024:15:27:35 +0300] "GET / HTTE/1.1" 200 161387 " "Mozilla/5.0 (X11; Linux x86_ 64) AppleWebRit/537.36 (EKHTML, like Gecko) Chrome/80.0.3587.132 Safari/537.36&"
10.10.4.254 — - [30/Jul/2024:15:27:35 +0300] "GET / HTTP/1.1" 200 161404 "-" "Mozilla/S5.0 (X11l; Linux x8&_&4) AppleWebRit/537.36 (RHTML, like Gecke) Chrome/80.0.3587.132 Safari/537.36"
158.160.111.152 - - [30/Jul/2024:15:28:04 +0300] "GET / HTTR/1.1" 200 161384 "-" "Mozilla/5.0 (¥11; Linux x86 &4) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/80.0.3587.132 Safari/5337.36"
10.10.4.254 — - [30/Jul/2024:15:28:05 +0300] "GET / HTTE/1.1" 200 1613598 "-" "Mozilla/5.0 (¥11l; Linux x86_64) AppleWebEit/537.36 (EHTML, like Gecke) Chrome/80.0.3987.132 3afari/537.36"
10.10.4.254 — zbx monitor [30/Jul/2024:15:28:14 +0300] "GET /api/overview HTTE/1.1" 400 248 "-" "-"

10.10.4.254 — zbx monitor [30/Jul/2024:15:28:15 +0300] "GET /api/nodes/rabbit?memory=true HTTF/1.1" 400 248 "-" "-"

10.10.4.254 - zbx monitor [30/Jul/2024:15:28:16 +0300] "GET /api/queues HTTE/1.1" 400 248 "-" "-"

158.160.111.152 - - [30/Jul/2024:15:28:34 +0300] "GET / HTTP/1.1" 200 161354 "-" "Mozilla/5.0 (X11; Linux xB86_&4) ZppleWebRit/537.36 (EKHTML, like Gecko) Chrome/80.0.3587.132 Safari/537.36&"
10.10.4.254 — - [30/Jul/2024:15:28:35 +0300] "GET / HTTP/1.1" 200 161385 "-" "Mozilla/S5.0 (X11l; Linux x86_&4) AppleWebRit/537.36 (RHTML, like Gecke) Chrome/80.0.3587.132 Safari/537.36"
158.160.111.152 - - [30/Jul/2024:15:29:04 +0300] "GET / HTTR/1.1" 200 161408 "-" "Mozilla/5.0 (¥11; Linux x86 &4) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/80.0.3587.132 Safari/5337.36"
10.10.4.254 — - [30/Jul/2024:15:29:05 +0300] "GET / HTTE/1.1" 200 161405 "-" "Mozilla/5.0 (X11l; Linux x86_64) AppleWebEit/537.36 (EHTML, like Gecke) Chrome/80.0.3987.132 3afari/537.36"




Ha BbiIxoae —
7 ceccum

KoOnu4ecTso
IP aapec $ Puck 4 1 User-Agent 3 .
: CTPOK

34143170145 Hnaxkuil pucK Mozilla/5.0 (Windows NT 10.0; Win64; ) AppleWebKit/937.36 (KHTML, like Gecko) Chrom... 20
51.77.53.200 Huzkmit puck  Mozilla/5.0 (Windows NT 10.0; Wi np ebKi (KHTML, like Gecko) Chrom... 18
92 223 85 .66 Huzkmii puck  Mozilla/5.0 (Windows NT 10.0; \ ) AppleWebKit/537 36 (KHTML, like Gecko) Chrom... 19
92 2238573 Husimid puck  Mozilla/5.0 (Windows NT 10.0; Win64; ) AppleWebKit/537 36 (KHTML, like Gecko) Chrom_.. 19
158 160.111.152 Puckorcytere..  Mozilla/s.0 (X11; Linux x86 AppleW KHTML, like G

10.10.4.254 Puck otcytcTe...  Mozilla/ AppleWek

80.251.239 97 Puck otcyteTe...  Mozilla/s.0 (Windows NT 10.0.0; Win64; ) AppleWebKit/537

2.60.49.155 Puck otcytcte...  Mozilla/s.0 (Windows NT 10.0.0; Wi ) AppleWebKit/537.3




Kak 3TO AenaeT?

Jloru ceccum (41) E lMoacBeueHHbIE CTPOKK — ~

Nexogmposate-fla X CoHpocuTs dUNLTPEI

GOERETY - - | [30/Jun/2024:02:22:19 +0300] " GET / HTTP/11 " 162081 " http C / ® ™ Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
GOR:CRITY - - | [30/Jun/2024:02:22:20 +03001 " GET /_nuxt/entry.DvZ8tR9q.css HTTP/1.1 " 5590 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.
| ALY - - |[30/Jun/2024:02:22:20 +0300]1 GET /_nuxt/VMenu.BPGelWQH.css HTTP/1.1 " 488 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367
| ECOEERES - - ([30/Jun/2024:02:22:20 +03001 GET /_nuxt/default.CFI3a902.css HTTP/1.1 942" - " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.
: {oR: R - - | [30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/scopeld.Belvs6ND.css HTTP/1.1 " 2639 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
ORI - - | [30/Jun/2024:02:22:20 +03001" GET /_nuxt/index.DyT_4eEk.css HTTP/11 " 530 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71
GLRERELY - - | [30/Jun/2024:02:22:20 +03001 " GET /_nuxt/VOverlay.C9cizOCC.css HTTP/1.1 " 895 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
| R EREEY - - | [30/Jun/2024:02:22:20 +0300] " GET /_nuxt/VRow.mP8hOfTX.css HTTP/11 " 1401" - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.
Il 260.49.155 & [30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/VToolbar.CdjJYOvH.css HTTP/1.1 " 2471 " - "~ Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.63(
| EEEERES - - ([30/Jun/2024:02:22:20 +0300] GET /_nuxt/VTooltip.C4kbVUGE.css HTTP/1.1 " 592 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.636
il 2.60.49.155 & [30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/CibnJsn2js HTTP/1.1 " 6786 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
: PIGOE LRI - - | [30/Jun/2024:02:22:20 +0300]1" GET /_nuxt/VCard.CjZDZAt3.css HTTP/11 " 1663 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.7|
: PRI - - | [30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/B9ddmVw3.js HTTP/1.1 " 2675 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not
| | R EREEY - - | [30/Jun/2024:02:22:20 +03001 " GET /_nuxt/BbIU7CIY.js HTTP/11 " 426 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A.B
: P EEREEY - - | [30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/CT5Potlijs HTTP/11 " 2209 " - "" Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A.H
: PG ERELY - - | [30/Jun/2024:02:22:20 +03001" GET /_nuxt/DesydpPXjs HTTP/11 " 3831" - "" Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A
Il 260.49.155 & [30/Jun/2024:02:22:20 +0300] " GET /_nuxt/DoSNvi_Tjs HTTP/11 " 7942 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-A

Il 2.60.49.155 & [30/Jun/2024:02:22:20 +0300]1 " GET /_nuxt/COvSeaCO0.js HTTP/11 " 2258 " - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-

| EEAEERES - - | [30/Jun/2024:02:22:20 +03001 " GET /_nuxt/Dy7pYeYk.js HTTP/11 " 388" - " " Mozilla/5.0 (Windows NT 10.0.0; Win64; x64; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.6367.71 Not-AH

Bl 2.60.49.155 B 0 n/2024-02-22-20 +03001" nuxt/BmQsH jcs HTTP OR8 “ _ Mozilla/5.0 (Windows NT 10.0.0: Win64: x64: ) AppleWebKi 6 (KHTM ke Gecko) Chrome 4.0.636 No
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Kak 3TO AenaeT?

Jloru ceccuu (18) E lMoacBeYeHHble CTPOKK — ~

Nexopmposate=fla X COHPOCHTE GUNLTPEI

51.77.563.200
51.7753.200
51.77.563.200
1.77.53.200
1.77.53.200
1.77.53.200
1.77.53.200
51.77.563.200
51.7753.200
51.77.563.200
51.77.53.200
51.77.53.200
51.77.53.200
51.7753.200
51.77.563.200
51.7753.200
51.77.563.200
51.77.53.200

[04/Jul/2024:02:17-52 +0300]1 " GET / HTTP/11 " 162103 " - " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 "
[04/Jul/2024:02:18:01 +0300] " POST //iscripts/tiny_mce/plugins/ajaxfilemanager/ajax_create_folder.php HTTP.. " 887315 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
[04/Jul/2024:02:18:12 +03001 " POST //templates/default/js/tiny_mce/plugins/ajaxfilemanager/ajax_create_fo.. " 887394 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
[04/Jul/2024:02:18:24 +0300] " POST //js/tiny_mce/plugins/ajaxfilemanager/ajax_create_folder.php HTTP/1.1 " 887292 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHT
[04/Jul/2024:02:18:34 +0300] " POST //plugins/tinymce/plugins/ajaxfilemanager/ajax_create_folder.php HTTP/.. * 887306 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
[04/Jul/2024:02:18:48 +0300]1 " GET /env HTTP/11" 159477 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758.102 Safari/537.36 "
[04/Jul/2024:02:18:58 +0300] " GET /.git/config HTTP/1.1 * 159504 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758102 Safari/537.36
[04/Jul/2024:02:19:20 +0300] " GET /jQuery-File-Upload/server/php/index.php HTTP/11 " 159504 ° - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
[04/Jul/2024:02:19:44 +0300] " GET /jquery-file-upload/server/php/index.,php HTTP/1.1 " 159505 " - " ¥ Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome
[04/Jul/2024:02:19:54 +03001[" GET /logs?dl=Li4vLi4vLi4vLidvLidvLidvLidvLidvLidvLidvLidvLidvLi4vLi4vZXRiL... " 159506 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (4
[04/Jul/2024:02:20:05 +0300] " POST /_ignition/execute-solution/ HTTP/1.1 " 159503 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4758
[04/Jul/2024:02:20:18 +03001 " GET /laravel-filemanager/download?working_dir=/../ffofwf ok wfff - o f o " 159545 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (H
[04/Jul/2024:02:20:27 +03001 " POST //vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.ohp HTTP/1.1 " 887236 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like {
[04/Jul/2024:02:20:42 +0300] " GET /_fragment?_path=_controller=phpcredits&flag=2&_hash=/bpzLJwPB3G1.. " 159572 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
[04/Jul/2024:02:20:52 +0300] " GET /_fragment?_path=_controller=phpcredits&flag=2& hash=xstX3H+E5CkU.. " 159581 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
[04/Jul/2024:02:21-:06 +0300] " GET /_fragment?_path=_controller=phpcredits&flag=2&_hash=0DTeh3wi9uKJI_. " 159585 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K
[04/Jul/2024:02:21:18 +0300] " GET /_fragment?_path=_controller=phpcredits&flag=2&_hash=Sql1AkUFgbMpf.. " 159581 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (K|
[04/Jul/2024:02:21:34 +03001 " GET /application/configs/application.ini HTTP/11 " 159499 " - " " Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/98.0.4
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OCHOBHbl€ BO3MOXXHOCTM "

°  BbiaBneHume atakymoLnx ceccnit Ha Beb-pecypcsl

*  BnokupoBka aTakyrLLMX Ceccun

* TMaxkeTHasa obpaboTka >XypHanoB Beb-cepBepoB

* TMorokoBasa 06paboTka XXypHanos

®* HenpepbiBHOE 06yueHune

°  BblfiBeHMe aTak Hy/seBOro JHs

°  He 3aBucnT ot cTeka 3awmaemoro Beb-pecypca

* T[loaaep>kka BUPTyasibHOrO NMaTymHra




lekyllasa cnTyaLma Ha pbIHKe ,‘

XapPaKTePUCTUKa

Ha 6a3e ceccun (rpynna

Ha 6a3e oTae/ibHbIX 3aNpoCoB 3anpocoB, 06beANHEHHbIX MO
MprHUMN AeTeKTMPOBaHMA aTaku o o
(cMrHaTypHbIN aHanms) Kputepuam. lNosegeHuecknm
aHanun3)
YcraHaBiMBaeTca B «pa3pbiB» YctraHaBanBaeTcsa «CHOKy»
ApxuTekTypa NoAKNHOYEHNS (nepea Beb-pecypcom, MOXeT (nonydaet XypHanbl C Be6-
ObITb TOUKOWN OTKa3a) cepBepa)
AHanu3 3awmdpoBaHHOro [a (TpebyeT 3HaunTeNbHbIX AHanu3 3anmcen xypHana (He
Tpaduka annapaTtHbIX pecypcos) Tpadwuka)
Bnoknposka fla [a (c nOMOLbHO MEXaHN3MOB

Beb-cepBepa nam gpyrmux MC3)

e

BPeAOHOCHOro Tpaduka



lekyllaa cnTyaumnsa Ha pbiHKe

XapPaKTePNCTUKa

BHeapeHue

Pa3melLeHne Beb-pecypca ans
3aLUNTBI

PeTpocnekTBHbIV aHann3
(@aHanm3 cobbITMA M3 NPOLLAOrO)

CkopocTb 6J10KMpPOBKM

C/IOXXHO (CTOMMOCTb BHEApeHMUA
NHOrAa MOXET AOCTUraTb
ctonmoctn WAF)

BHewHn nepumetp, obnako

YacTnuHo

[lo nepepaum 3anpoca Ha Beb-
cepBsep

o

MpocTo (TpebyeTtcs HacTpouka
nepesauyn >KypHanoB
BCTPOEHHbIMW CpeACcTBaMM)

BHewHn nepmmetp, obnako,
BHYTPEHHWNE CanTbl

[a (nepesaya xxypHana Beb-
cepsepa)

[Mocne nepepauu >kypHana (He
6onee 1 MUH, 4YTO NO3BOASAET
3ab10KMpoBaTb aTaky 40
HacTynieHus yuwepba)




[loka3atenun pabotbl AML

[/]

Be6-pecypc

Cant
MuHucTepcTBa
Lundposoro
pa3BUTUA N CBA3MU
cybbekTa PO

Cant
AaMuUHMCTpaLunm
[NpaBuTENbLCTBA
cybbekTa PO

NHbOpMaLMOHHBIV
noptan
obpazoBaHus
cybbekTa PO

Pe>xnm

MOTOKOBbIN,
30 aHen 8 316
24/7

NMOTOKOBbIW,
30 aHen
24/7

39 037

MakeTHbIW,
Becb 2024
roj,

1429 661

Ceccum Bcero

MopaTBeprkaeHo
aTak

98

51

43

AonyuweHo
owunbok

4 NOXHbIX
cpabatbiBaHMA

7 NOXXHBbIX
cpabaTtbiBaHWM

39 - NOXHBbIX
cpabaTbiBaHWM
18 - nponyckos
(0OAHOTUMHbIE

aTakw)

% owunbok

0,05

0,04

0,004

CropoHHune C3U

WAF

WAF

WAF




[HAaTb 3d

¢« 46.226.166.50
Mozilla/5.0 (X11; Ubuntu; Linux i686 on x86_64; rv:50.0) Gecko/20100101 Firefox/50.0

O6uwasn uHpopMmauuna

NMapcep: Combined
Bepcusa Mogenu: 13-02-2025_3
lNMpenckazaHue NnoATBepXaeHo: fa |

Jloru ceccum

46.226.166.58
46.226.166.58
46.226.166.58
46.226.166.58
46.226.166.58

[14/3ul/2824:88:24:54
[14/Jul/26824: 8
[14/3ul/2824: 8!
[14/3ul/20824:08:25:82
[14/3ul/2824:88:25:28

+0300]
+0300]
+6300]
+0300]
+0300]

cek.

CpepnHnii puck

KonuuecTBo CTpoK: 5
baiin c noramu:
Puck noaTBepXaeH: fa |

"GET / HTTP/1.8" 280 1428822 "-" "Mozilla/5.8 (X11; Ubuntu; Linux i6B6 on x286_64; rv:508.8) Gecko/201008181 Firefox/568.8™

"GET /bitrix/tools/composite data.php HTTP/1.8" 28@ 318 “https://infotecs.ru/"” "Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86_64; rv:58.8) Gecko/20186181 Firefox/50.8"

“GET / HTTP/1.8~ 200 148822 “https://infotecs.ru/bitrix/tools/html_editor_action.php™ “Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86_64; rv:58.8) Gecko/281608181 Firefox/56.8™
"POST /bitrix/tools/accesson.php HTTP/1.8" 484 93089 "https://infotecs.ru/" "Mozilla/5.@ (X11; Ubuntu; Linux i686 on x86_64; rv:50.0) Gecko/20100101 Firefox/58.0"

“POST /bitrix/tools/eedbdccfabla.php HTTP/1.8" 484 93181 “https://infotecs.ru/bitrix/toolsfaccesson.php™ “Mozilla/5.8 (X11; Ubuntu; Linux i686 on x86_64; rv:58.8) Gecko/281881




UNION+SELECT

Cc 25  hw2.aml.am.int/sites/1/watch/1/sessions/24645

91.244.183.46
Mozilla/5.0 (Windows NT 10

O6uwan uHpopmauus i (CpenmN e

[Oarta v BpeMs Havyana: 31.03.2025 04:57:24 Mapcep: Combined

[ata v BpeMs OKOHYaHuA: 31.03.2025 06:54:34 Bepcus Mogenu: 22-03-2025_2
OnutenbHocTb: 01:57:10 KonuyecTtso cTpok: 98
lNpeackazaxue nogrsepxaeHo: Aa | ®dain ¢ noramm:

Puck noaTeepxaeH:

Jlorn ceccum

TJL.L4%.10D.40 - L2/ Mdi’f £9£D:.9D : TUSYY] FUDI / TURT L = L NIIF/Ll.1 290 119 HLLPSI//ANTULELS.TU/ +URT L = 1 MUZL11d/D.0 (WAIUUNS N1 1U.U; WLIID4; XO4) APPLEWEUN

91.244.183.46 - [31/Mar/2025:05:51: +0308] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 "https://infotecs.ru/'+OR+'1'="1" "Mozilla/5.@ (Windows NT 10.09; Wi
Safari/537.36"

91.244.183.46 - [31/Mar/2025:05:51: +0300] "GET /'+UNION+SELECT+NULL-- HTTP/1.1" 404 92215 “-" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 1i

91.244.183.46 - [31/Mar/2025:05:51: +0300] "POST /'+UNION+SELECT+NULL-- HTTP/1.1" 200 119 "https://infotecs.ru/'+UNION+SELECT+NULL--" "Mozilla/5.0 (Windows NT 10.0; Wi
Safari/537.36"

91.244.183.46 - - [31/Mar/2025:05:51: +0300] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 “"https://infotecs.ru/'+UNION+SELECT+NULL--" "Mozilla/5.@ (Windows N
Chrome/134.0.0.0 Safari/537.36"

91.244.183.46 - - [31/Mar/2025:05:52: +0300] "GET /'+or+'1'='1 HTTP/1.1" 404 92182 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

91.244.183.46 - - [31/Mar/2025:05:52: +0300] "POST /'+or+'1'='1 HTTP/1.1" 200 119 "https://infotecs.ru/'+or+'1'="1" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKi
91.244.183.46 - - [31/Mar/2025:05:52: +0300] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 “https://infotecs.ru/'+or+'1'="'1" "Mozilla/5.@ (Windows NT 10.0; Wi

Safari/537.36"

91.244.183. [31/Mar/2025:085:52: +03008] "GET /'+or+l=1-- HTTP/1.1" 484 92176 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) (
91.244.183. [31/Mar/2025:05:52: +0300] "POST /'+or+l=1-- HTTP/1.1" 200 119 "https://infotecs.ru/'+or+1=1--" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit

91.244.183. [31/Mar/2025:05:52: +0300] "GET /images/favicon/site.webmanifest HTTP/1.1" 200 263 "https://infotecs.ru/'+or+l1=1--" "Mozilla/5.@ (Windows NT 10.0; Winj




CTapbiv 406pbIn

O6uwan unpopmaumsa Cpeunii pucx

IlaTta n BpeMs Havana: 30.10.2023 00:16:45 Mapcep: Combined
[laTta u BpeMs OKOHYaHUA: 30.10.2023 00:18:46 Bepcua moaenu: 04-03-2025_1
OnutensHoCTL: 00:02:01 KonuuyecTBO CTPOK: 6
MNpepckazaHne noaTBEepXaeHo: fa | daitn c noramm:

PHCK NoATBEpXOeH:

Jlorm ceccumn

79.137.2087.224 - - [29/0ct/2823:17:16:45 -8468] "GET / HTTP/1.8™ 288 35789 "-" "Mozilla/5.8 (Windows NT 1©.8; rv:58.8) Gecko/208168181 Firefox/58.8~

79.137.2087.224 - - [29/0ctf2023:17:16:46 -8488] "GET /6cbaf83bib63.php HTTP/1.8™ 381 - "https://protelion.com/™ "Mozilla/5.8 (Windows NT 18.8; rv:58.8) Gecko/28168101 Firefox/586.8"

79.137.2087.224 - - [29/0ctf2023:17:16:46 -8488] "GET /6cbaf83blb63.php/ HTTP/1.8" 484 31811 “https://protelion.com/™ "Mozilla/5.8 (Windows NT 18.8; rv:58.8) Gecko/208188101 Firefox/58.8"

79.137.2087.224 - - [29/0ctf2823:17:18:45 -8488] "GET /bitrix/tools/composite_data.php HTTP/1.8" 288 315 "https://protelion.com/6cbaf83blb63 . php/™ "Mozillaf5.8 (Windows NT 18.8; rv:58.8) Gecko/28188161 Firefox/56.8"
79.137.207.224 - - [29/0ct/2023:17:18:46 -08408] "POST /bitrix/tools/vote/uf.php?attachId[ENTITY TYPE]-CFileUploader&attachId[ENTITY_ID][events][onFileIsStarted][]=CAllAgent&attachId[ENTITY_ID][events][onFileIsStarted]
[]=Update&attachId[MODULE_ID]=vote&action=vote HTTP/1.8™ 381 - "https://protelion.com/bitrix/tools/composite_data.php”™ “"Mozilla/5.8 (Windows NT 16.8; rv:58.8) Gecko/20188181 Firefox/56.8"

79.137.2087.224 - - [29/0ct/2023:17:18:46 -84808] "GET /bitrix/tools/vote/uf.php/2?attachId[ENTITY_ TYPE]=CFileUploader&attachId[ENTITY ID][events][onFileIsStarted][]=CAllAgent&attachId[ENTITY ID][events][onFileIsStarted]
[]=Update&attachId[MODULE_ID]=vote&action=vote HTTP/1.8" 484 31261 "https://protelion.com/bitrix/tools/composite_data.php™ "Mozilla/5.8 (Windows NT 18.8; rv:58.8) Gecko/20188101 Firefox/586.8"




CEKYHAbI

O6buian uHdopMaLLMa HuaKMi pHOK

[ara n BpeMms Hayana: 02.10.2025 21:41:35 Mapcep: Combined
[lara u BpeMs oKoHYaHus: 02.10.2025 21:41:54 Bepcus Mmogenu: 18-09-2025_5
OnutensHocTk: 00:00:19 KonwnuecTBO CTPOK: 99
lNMpenckazavue NnoaATBEpPXAEHO: fa | daiin c noramu:

Pwuck noaTeepxaeH: fa |

Jlorn ceccum (99)

Oexonwposath - fla X CO6POCHTE $UNLTPLI

1) 35.182.80.72 [e2/0ct/2825021:41:35
2) 35.182.88.72 [82/0ct/2825021:41:36
3) 35.182.80.72 [82/0ct/2825021:41:37
4) 35.182.80.72 [e2/0ct/2025021:41:37
5) 35.182.88.72 [82/0ct/2825021:41:37
6) 35.182.88.72 [62/0ct/2825021:41:38
7) 35.182.80.72 [62/0ct/2025021:41:38
8) 35.182.88.72 [82/0ct/2825021:41:38
9) 35.182.88.72 [62/0ct/2825021:41:38

HTTP/1.1" 381 162 "https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

HTTP/1.1" 288 7242 “https://wew.google.com/™ “"Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"

.env HTTP/1.1™ 381 162 “https://www.google.com/™ “Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)~

.env HTTP/1.1"™ 483 199 “https://www.google.com/™ "Mozilla/5.0 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)~
.remote HTTP/1.1" 381 162 "https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"
.remote HTTP/1.1" 483 199 "https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"
.local HTTP/1.1™ 381 162 “https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"
.local HTTP/1.1™ 483 199 “https://www.google.com/™ "Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)"
.production HTTP/1.1" 381 162 “https://www.google.com/™ “Mozilla/5.8 (compatible; MSIE 7.8; Linux i386; .NET CLR 2.5.26281; X11)~

. T




[TapameTpbl AMLEH3MPOBaH
AML I/

Be6-pecypc Lite Business Enterprise

CymmapHsbin EPS B cekyHay 0-50 EPS 50-200 EPS 200-500 EPS




[TpnHUMnbl NnnoTUpoBaHua AlVIL "

¢ MuHuumanbHan Harpy3skKa Ha TeEXHN4YeCKnX cneumanncrtoB

3aKa34mka
*  WcknroueHue HeratMBHOrO BANAHMUA Ha MHOPACTPYKTYPY
*  [lBa BapmaHTa NUJOTUPOBAHWNA: NAKETHbIV M MOTOKOBBIN PEXUM

* AML kak npoBepka 3¢ dpektBHocT WAF




[laKeTHbIN pexxnm

[/]

Urto Ha BxOp, Pesynbrar

1. Pe3ynbtmpyrowmii pdf-otyeT ¢ nokazarensmm
BbISIBJIEHHbIX aTak
2. ApxuB c HaboOpOM aTakyoLMX CECCUN

XypHanbl access.log Be6-cepsepa(-0B) 3a r0bown
nepwog ans 1-3 cantos




[10TOKOBbIN peXnMm

[/]

Urto Ha BxOp, Pesynbrar

1.  YcraHoska NO AML Web Protection Ha cepBep
3aKasuvka nam Mol NprBo3uM rotosbin MAK o
PeTpocnekTnBHbIV aHann3

2.  CuHXpOHM3aLuusa XypHanoB Beb-cepBepa ¢ AML

MoAroToBKa pPe3ynbTUPYHOLLNX OTUETOB
3. ObyueHue cneumanncToB 3aka3umka pabote ¢ AML A Pe3y. PytoLy
(1-2 yaca) . bnokunposka aTak (rno >xesnaHuto)

MOHUWTOPUWHTF aTak B peasbHOM BPeMEeHMU

Bwn o




GV EmEE [[IAML Web Protection

Cnacmbo 3a BHUMaHue!

AnexkcaHap lyLwKuH,
3aMeCTUTe b FreHepabHOro ANPEKTOPa,

amonitoring.ru

«[NepcneKkTMBHbIV MOHUTOPUHI»

Aleksandr.Pushkin@amonitoring.ru
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