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Kak achchekTMBHO opraHM3oBatb 6e3onacHbIN
yAaneHHbIU AOCTYN U 3alUTUTL YCTPOUCTBA

nonb3oBaTesie OT COBPEMEHHbIX Yyrpo3?

TypkoB Hukuta | Pre-sale nuxeHep Check Point

15.03.2024

YOU DESERVE THE BEST SECURITY



O yemM goknan?

Harmony Endpoint — 3awmra KOHe4YHbIX CTaHL M
Harmony Mobile — Bawu TenedoH ysa3sum
Harmony SASE — rubpuaHbIin OCTyn K pecypcam
Horizon XDR — LUEHTP MOHUTOPMHIa U peakuum Ha aTtakm
[leMoHcTpauuns

Bonpochl

°
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Harmony Endpoint
3almTa KOHEeYHbIX
CTaHUUW



KomnnekcHaga 3awmnta EPP, EDR & Zero Day Prevention

ThreatCloud

e Al Powered Threat
Analytics

« Threat Hunting

Threat

. 1. CokpaTuTb nnowagb ataku Intelligence

Detection & Response
* Incident Management
‘ 3. 3awumTa B pexume peanbHOro « Research Intelligence

BPEMEnn + Automated Reaction
» Triage Tools

2. MpepoTBpaTUTL 3aNyCcK aTaku

. PaccnepoBaHue m

BOCCTaHOBMEHMWe
Endpoint

. CKaHMpOBaHue U OTYeTbI Next Gen AV o Thfefti_t

- Anti-Ransomware (S

* Anti-Bot

* Anti-Malware Download

* ML based NGAV Protection

+ Anti-Exploit

* Behavioral Guard
* Threat Emulation
Download Protection
* Threat Emulation
* Threat Extraction

([ ]
@ cHeck PoINT

Harmony

Protection

Web
Protection

Access Control

Posture

Data

Management

» Remote Access VPN
* Host Firewall

« Compliance

* Port Protection

« APP Control

Posture Management

« Zero Trust Posture Management
* Vulnerability & Patch Management

Data Protection

* Media Encryption
* Full Disk Encryption

Web Protection

Zero-day Phishing
DLP (Data Loss Protection)
URL Filtering

Corporate Password Reuse
Protection

Safe Search

©2024 Check Point Software Technologies Ltd. 4



[Moonoepkka OC

- Microsoft: Windows 7, Windows 8.1, Windows 10, Windows 11, Windows Servers
- MacOS: M1/2 chip, Catalina-Sonoma
- Linux: Ubuntu, Debian, RHEL, CentOS, Oracle, Amazon, containers

- VDI, Terminal Servers

AEEE L) citrix .
B2 Windows F BEeee i
vmware Horizon n ;&':%’Z\pp kﬁf >(\/

°
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Access Control: (Compliance n Remote Access VPN)

& Endpoint
M Overview

f:) Update now
Q Scan system now
*% Disconnect from VPN

% Advanced

Check Point

Disconnected

[ J
@ cHeck PoINT

& Your computer is compliant with the organizational security policy

Compliance
Enforcing all policies. Mo rules violated.

Anti-Malware
38 infections found

Media Encryption and Port Protection
Mo devices detected

Firewall and Application Control
0 Program and 1 connections were blocked in the past 24 hours

Full Disk Encryption
1 device encrypted.

Remote Access VPN
Connected to emea-cp.checkpaint.com

Capsule Docs
Capsule Docs is externally managed

URL Filtering
Reason for Disable: Disabled by Endpoint Palicy

Anti-Bot
Monitoring

Anti-Ransomware, Behavioral Guard and Forensics
Analyzed 57 cases

Threat Emulation and Anti- Exploit
Monitoring

(<]

]
]
]
]
]
]
@
]
]
]

Compliant

On

On

On

Encrypted

Connected

Installed

Off

On

On

On

la Restrict if assigned software blades are not running

"B PN Client verification process will use Endpaoint Security Compliance
% Required - Computer in a domain and running secure screen saver
E Prohibited - Malicious and vulnerable applications

@ Anti Malware - Check Point AY is running and updated

E‘? Latest Service Packs Installed

Select Enforcement state

&5 Connected

The Connected state rule is enforced when a compliant endpoint computer connects to
the Endpoint Security Management Server.

The Connected state rule will be enforced if there isn't any rule on other states.

Disconnected
The Disconnected state rule is enforced when an endpoint computer is not connected to
the Endpoint Security Management Server.

(% Restricted
The Restricted state rule is enforced when an endpoint computer is not in compliance
with the enterprise security requirements. lts compliance state is moved to Restricted.

s

NN, % iilz) MpenycTaHOBNEHHbIN
VPN-cant, MFA

3

/

AP
.
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Harmony
Endpoint

Web & File Protection: (Download Protection)

CoKpaTuTb nnowaab aTaku ' MpenoTBpaTUTL 3anyckK aTaku

OpurmnHanbHbIn ann
amMynupyeTca B
neco4Huue

Ecnu dann He 3noBpedHbIn, OH ByaeT
OOCTYMNEH AN CKaynBaHUS

G covid-19 impacton telecom filet. X = 4 - x

< C & google.com/search?sxsrf=ALeKk018AINQA]SG_-FZ9EjeqWBpf_twmQ%3A16037006181568tei=ineWXAhm CM-7kwWra5?YRA&In=c a + MmME O A& s 0

GO gle covid-19 impact on telecom filetype:pdf X L Q GCHECKPOINT O‘-lVILueHHaﬂ Kon"ﬂ AOCTynHa Anﬂ
G B Btew S O i | fme T | 42secondsogo CKaumBaHuA Yepes 1.5 ceKyHAabl

IFC-Covid19-Telecommunications_final_web_2.cl
eaned.pdf
Patentially malicious elements were remaoved from the file
Get original

s

About 236,000 results (0.54 seconds)

Ad - covid19.who.intcoronavirus/world_dashboard =
COVID-19 Worldwide Dashboard - WHO Live World Statistics

A COVID-19 dashboard is available providing up to date data from around the world. Showing
the latest stats and information related to COVID-19. Official WHO website. Recommendation

from WHO. Advics for the public. Offcial info on COVID-9
M danna go 2-3 m
vawstifc.org > wps » viem » connect» IFC-Covid19-Te. . = #0F Based on company policy, potentially malicious elements y.n;"J,Vlﬂ aMna o " HyT
X —
COVID-19's Impact on the Global Telecommunications Industry were removed from this file
Revenues may decline due to reduced economic activity in the medium term. Because
customers generally prioritize telecom services over other expenses, the potential decline in Show less
telecom services is expected to be lower than other discretionary spending. Foreign exchange
(FX) carries the most direct financial risk

www?2.deloitte.com » dam » Deloitte » Documents» co... = PDF
COVID-19 outlook for the US telecom sector - Deloitte

their impacts, key actions to take, and questions ... COVID-19 outlook for the US telecom
sector | Beyond bandwidth | Recovering in the medium term | Thriving in

wwwiitu.int ; ITU-D » Conferences » GSR » Documents «  PoF

economic impact of covid-19 and the digital infrastructure - ITU

IFC-Covid19-Telec...pdf A~

Clear completed Collect logs

°
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Harmony
Endpoint

Web & File Protection: (Phishing Protection)
O O

[Tonb3oBaTenb Effysggm Harmony Endpoint
KNuKaeTt Ha C*)VIIE)IJI/IHFOByI-O CKaHupyeT oopMbl
CCbINKY CTPAHNLLY BBOAA U Brioknpyet

" IP REPUTATION

x DOMAIN REPUTATION

¥ )
&7 CHECK POINT x TITLE SIMILARITY

“ VISUAL SIMILARITY

O6HapyXxuBaeT U GJIOKUpPYeT NOMbITKY
¢omwimHra meHee 4yem Yyepes 2 ceKyHAbI
This phishing site may pretend to be Offic.e-365 )
Phishing sites try to trick you to steal your information | x LOOKALIKE CHARACTERS

(for example, passwords or credit cards)

Details

Y

If thas._ is incorrect, send a report ; . g
URL: https//assurancetrainingcollege.com.au/efax_verify/ n peFlOTB pa maeT Ze ro- P h IS h 1N g

Title: Office-365

Reference: 3076b754 A
_ J x MULTIPLE TOP-LEVEL DOMAIN

°
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bpay3sepHbiv DLP (EA)

Harmony Endpoint Server
Harmony Endpoint Agent

NpeaycraHoBNEHHbIE 06BEKTHI Monb3oBaTenbCcKue TUMbl AaHHbIX

Bonee 700 pa3nnyHbix GopmaTos

$annos, BKAOYAsA BCTPOEHHbIE Pre-Defined Custom
Data Types Data Types

OCHOBaHbI Ha K/1lOYEBbIX C/10BA,
naTTepHax, wabnoHax n 1.4,

Download CKaHupoBaHue 3arpyXKaembix

Files
Scanning Pa3pewnTb nnm 3anpeTnTb

CKaHUpOBaHMUeE BbIrpy*Kaembix Upload File
Scanning

N daiinos
dannos
Pa3spewunTb naun 3anpetnTb

w W

Harmony Harmony

Endpoint Browse

Mpynnbl popmartos

B0O3MOXKHOCTb UCMONB30BaATb
cneunanbHblE rpynnbl ANA
Pa3/1M4HbIX 3a4a4

Clipboard Data Types
KoHTponb bydepa Control Groups

Bkntoyaa Copy-Paste, Save, Print

Complete Text Scan
Visibility

MOHUTOPUHT CkaHupoBaHue 3anpocos gna Al cairtos

OTYéTbl U NOTU

°
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< cC o0

o CHECK POINT

’ HARMONY BROWSE

=
ull
OVERVIEW

[ { New overview experience
L

HOSTS

D 1 Deployed =osts
Last 7 Gays Active now
PLATFORM
B Windows 1(100.0%3)

A Type here to search

[ J
@ cHeck PoINT

@ portal.checkpoint.com/dashboard/browse#/overview

E:| AndreyAutoCreationTestd

B Last28Hours » O Search

TOTAL EVENTS

Events

ACTIVITY BY BROWSER

careme

ATTACK TIMELINE

ZERO PHISHING

PASSWORD REUSE

30

Events

@ Download and install Harmony Brows= to protect your organization

THREAT EXTRACTION

(ol
Scanned

EXTRACTION RESULTS

ot Supponed

THREAT EMULATION

80 @0

Emulated  Allowed
Prevented Detected

EMULATION BY FILE TYPE

URL FILTERING

-
3
s
a
g
a2
=
2
T
S
-l

@0

Prevented

URL FILTERING BLOCKED CATEGORIES

URL FILTERING ALLOWED'

0 0

— 8:32 PM
4! wnnxwynnnp A B =) =

11/30/2023

©2024 Check Point Software Technologies Ltd.
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Harmony
) Endpoint

Behavioral Protection:
(Behavioral Guard & Anti Ransomware)

A OGHapyxeHue U BOCCTaHOBIEHUe, Aaxe 6e3
—\ " : CBA3HOCTU KIIMEHT-cepBep

ANALYZING

\. — re Be3onacHo BoccTaHaBNMBaKTCA
RANSOMWARE DETECTED® e a 6u3Hec-cannsol

Analyzing the infection
This might take a few minutes..

Check Point

0000000000000 O0 ¢ 7

®
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Posture Management

VULNERABILITIES BY SEVERITY

o
dPoKyc Ha ® Critical 67 (50%)
Hanobonee i
onacHble 134 o 0 G
Vulnerabilities Medium 17 (13%)
yA3BUMOCTU
® Low 10 (7%)

BHYTpMU
opraHmsauum

iew = Vulnerabilities -

MpocmoTp BCex
ysi3BUMOCTEN
Wi

CVE Mumber App Mame
CVE-2000-0531 Teams
CVE-2000-0483 Chrome
5.8 CYE-2000-0481 Outlook
CopTMPOBK CVE-2000-0369 Spotify
ano
CVSS CVE-2000-0333 Adoby XD
(55 ] CVE-2003-1563 Adobe Acrobat
50 CVE-2003-1558 Notepad
43 CVE-2003-1544 OneMote
64 CVE-2003-1527 Approvals
50 CVE-2003-1518 Calculator
2.1 CVE-2003-1515 Microsoft Edge
[ 35 CVE-2003-1514 Firefox
[35] CVE-2003-1512 Office 365
64 CVE-2003-1510 Manday.com

[
@ cHeck POINT

TOP S

‘5
;
)

RISKY APPS

32 Outlook

19 Spotify

16 Chrome

7 Adobe XD

&* Export (> Refresh

App Version

128
R.B1.2.2.1
RB1.767
R.B1.BBY9
55.0.129
DC R.B1.4.66
R.B1.6.59
1.01
1.01
RB1.465
R.B1.255
R.B1.5.09
1.73

202

'Y EYEY R EEY N

Actions = 2

Scan now

CVE details

Patch details

R.B1.7.6.7

RE1839

550129

R.B1.4.6.6

RE1659

1.01

1.0

REB1.465

R.B1.255

RE815089

1.73

202

Last Scanned

9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM
9/19/22, 14:50:50 PM

9/19/22, 14:50:50 PM

PoKyc Ha Haubonee
yA3BUMble XOCTbI B
KOMMaHum

TOP 5 VULNERABLE MACHINES

63 DOUGKGVEE]-PC

52 AZWASTOTX-PC

32 ZXRINHVIVQ-PC

12 Ein-21H1-10

5 GHOUZSHIEN-PC

9/10/22, 10:05:50 PM 25
9/10/22, 10:05:50 PM 13

9/10/22, 10:05:50 PM 58

9/10/22, 10:05:50 PM 23
9/10/22, 10:05:50 PM 36
9/10/22, 10:05:50 PM 25
9/10/22, 10:05:50 PM 13
9/10/22, 10:05:50 PM 59
9/10/22, 10:05:50 PM 23
9/10/22, 10:05:50 PM 13
910422, 10:05:50 PM 13

9/10/22, 10:05:50 PM 59
9/10/22, 10:05:50 PM 23

9/10/22, 10:05:50 PM 36

Total Patches

23

36

25

29

23

36

134 ltems

©2024 Check Point Software Technologies Ltd. 13
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Harmony
Endpoint

Analysis & Remediation + XDR

SandBlast” Forensics

CLEANED
status

H i H ATTACK STATS

Remote Logon
€ Internal

@ ATTACK TYPES

bot

° ENTRY POINT

202 0 9 [+ ]

REMEDIATION

OVERVIEW

4
A
Maze HIGH Endpoint Anti-Ransomware
malware family severity triggered by

GENERAL ENTRY POINT

What sort of connections and processes were involved?
0 Malicious
Processes

What were the attacks types seen or prevented?

- @]

e o | -

=)

evader ransomware trojan

How did it enter the system?

®Q —

Administrator was remotely logged in via RDP. Incident was traced back to an execution or copy in explorer

[ J
@ cHeck PoINT

¢ = < Check Point

BUSINESS IMPACT

SUSPICIOUS ACTIVITY INCIDENT DETAILS

SOFTWARE TECHNOLOC

®

Administrator
remote user

&

c:\windows\system32\wbem\wmic.exe ransomware.win.shdwdel
trigger protection name

What was the potential damage done?

‘ BUSINESS IMPACT

- Data
=rﬂ 8 Ransom

Were all incident created elements removed?

ﬁ REMEDIATION

100% 100%

2/2 1059/1059 72/72

100%

{f% terminated processes Q quarantined/deleted files Ce restored files

©2024 Check Point Software Technologies Ltd.

S LTD.
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Harmony Mobile
Baw TenedoH ya3Bum



Keucbl c B3anoMmom TenedoHa r“

CHECK POINT RESEARCH

40% BCEX YCTPOMUCTB YyA3BMMbI Ha

annapaTHOM ypOBHe LUNPPOBAJIbLLLUKH

‘Black Rose Lucy’
BpenoHocHbI BOoTHeT ¢
BO3MOXHOCTbIO WWMPpOBaHUA

‘ MOBWJ/IbHbIE

400+ ya3BMMOCTEN HAaNOEHO B
ymncetax Qualcomm

SAMSUNG @ LG SONY
IlTONEPLUS m X1aomi

MapkeTnaeucbl nybnnkytort
NPUNOXKEHUA C BPeAOHOCHbIM

KOAOM YA3BUMOCTH

‘ KPUTUHECKUE

baHKn, mecceHgKepbl — hpenkmn

L/ Google play w

Q'CHECK POINT ©2024 Check Point Software Technologies Ltd. 16




Gartner onucan TexXHUKMN B3rioma:
MOBILE THREAT DEFENSE (MTD)

Mobile Attack Vectors

Knacc peweHun MTD @ oo , o
p = \La“—* HTTPS A
& O

NO3BOSIAET B MOSTHOW e T

o] e Certificate ’ )
Mepe 3almLLaThb
MOOUIbHbIE |
YCTPOWCTBA, B OTNIN4KNE o gt e

A\
©
ot UEM. b S g

°
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3awmTa Ha BCcex YPOBHAX MOOUNbLHOIO YyCTPOWCTBA

SandBlast Mobile

01 neunoxenus
My Device X 0 2 CETb “

Harmony
Mobile

USB debugging

YCTPOMUCTBO & OC

(NOwWnN sources

Device

01 02 03
aitiadnatyl BEHAVIORAL Anti-phishing, safe browsing Device risk assessment:
ion LS File reputation, sandboxing, CDR OS vulnerabilities
Screen lock protect] Real-tlme analySIs i Condltlonal access DeVIce-leveI eprOItS
* Malicious side-loading Anti-bot Risky configurations
Security patch compliant preventi(')n . URL fi|tering Advanced rooting
App vetting service Protected DNS Jailbreak detection
< - Wi-Fi security (MITM)

°
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PHISHING PROTECTION

[MpenoTBpaTUTh OTKPbLITUE BPEAOHOCHbIX CChINOK

@ WhatsApp o1l T @ i 15:51
&8 rroteCT
Access Blocked
I—I on b3 O Ba Ten b Sandblast Mobile blocked http://dapurcovid19.com.
websitebuilder.exabytesdemo.com according to you...
OTKpPbIBAET CCbIJIRY

P:\‘;

O/

P 1€ Blocked

Access to
() dapurcovid19.com.websitebuilder.exabytesdemo.com is

blocked according to the organization's security policy
U R L O 6 H a py)'Ke H a Ka K Categories: Phishing
BpeaOHOCHAaA U 3a610KH pOBadHa

If this classification is incorrect glick herg to report wrong
category

For more information, please contact your Help Desk
< 0)

SANDBLAST

[ J
@ cHeck PoINT

e

THREATCLNUD

Anti-phishing aBn*oK
NOCTOAHHO aHa/IN3NPYET
CCbINIKK

©2024 Check Point Software Technologies Ltd. 19



CkaHnpoBaHue 3arpyxaemblx
NPUNOXEHUN

) Camera wi! = @0 14:16

[lonb3oBaTesb NblTaeTcA < Security Events Center
3arpysuTb YCTAaHOBLLUK
yepes QR-Kopg,

AppTest.plist
rI Op|03 p MTen bH Oe This file is classified as potentially malicious.

Download has been blocked

coaeprkumoe 6roKkmnpyeTcs &
Dismiss

OT4yeT 06 MHUMAEHTE
npeaocTaBaseTcs
No/ib30BaTeNto

°
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FILE PROTECTION — Al POWERED ENGINES

[Monb3oBaTenb NbiTaeTca
3arpysuTtb pann

Reminders Notes

dann nepexsaTtbiBaeTCH

oo > o areHTom A @

Podcasts

\(

Harmony
Mobile

THREATCLOUD

e

dann 3arpyrkaerca B
obnako ana amynaumm

NHdopmauma no pannyy
nonb3oBaTens

°
G CHECK POINT ©2024 Check Point Software Technologies Ltd. 21



TecTunpoBaTh npolie,

[ J
@ cHeck PoINT

®
e’ CHECK POINT

Harmony Mobile Demo Page

On-Device Network Protection status: ® ON

SSL Inspection status: ® ON

File Protection (SSL) v

Q‘j Phishing v

Zero phishi
phishin v
L@ g

[C?] Download prevention v

OTAENbHbLIN nopTarn

URL filtering

DOWNLOAD
INSTRUCTIONS

Malicious App Protection v

Zero phishi
phishing v
)
L_% Download prevention v
Safe browsing v
©

DISCLAIMER NOTE

[1IpoBepb!

©2024 Check Point Software Technologies Ltd.
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https://main.sbm-demo.xyz/

03

Harmony SASE
[MbpunaHbIN AOCTYN K
pecypcam



MHTepHeT — 3TO HOBas KOpnopaTtuBHas CETb

Lindoposas OpraHunsauum
MbpupHas | TpaHcopmaums | HEOBXOMNM
paboTa g
3TO HOBbI Ucnonb3oBaHue CtabunbHbIN K

©e3onacHbIN
AocTyn

oONnaYyHbIX
TeXHOJNormu

cTaHaapT

°
G CHECK POINT ©2024 Check Point Software Technologies Ltd. 24



KomnaHun paccmaTtpuBatloT Secure Access
Service Edge (SASE) kak pewieHve gn4 ...

- be3onacHbin gocTtyn B VIHTepHeT ans
nonb3oBaTtenemn ¢ nNobbiX YyCTPOUCTB

- Peanusauunsa koHuenuun Zero Trust onga gocrtyna K
NPUNOXEHUAM

- [logknoveHne ounmanos B eAUHYH0
KOprnopaTuBHYK CeTb C ONTUMU3ALUEN NMPOMNYCKHOW
CMOCoOBHOCTHU

BbicTpo 1 rubKko BHeapsietca cunamm Ub-otaena

([ ]
@ cHeck PoINT

©2024 Check Point Software Technologies Ltd.
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Tekywmne SASE pelueHud
obnagaroT paaom npoodnem

s MHcnekuua Tpadomka TONbKo B

o5 | obnake BNMsieT Ha

» NPMBATHOCTb, 3aEPXKKN.
JTan pas3BepTbiBaHUS,
OeueHTpannsoBaHHoe

A
ﬁj’a& ) yrnpasneHne ¢ NoMoLLbH

HECKOJIbKMX KOHCONeu

@ | | besonacHocTb ycTpoucTBa U1
T ) npouecca nosiyyeHns gocryna

([ ]
@ cHeck PoINT

——
R =

A ITTITTYITY

g

©2024 Check Point Software Technologies Ltd. 26



SASE o1 Check Point ¢ egnHbiM ynpasaeHnem u Threat
Prevention

THREATCLOUD Al

PRIVATE ACCESS

INTERNET ACCESS

S CETEBAN BAWMTA HA  |......oieiuieieiceeceeeeece e seee et aesesa s ss s e et es s e s s e e s s s s essesensesseassesnsenraesenaes)
ycTpoucTee

°
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MHcnekumna Tpadorka ¢ NOMOLLLIO areHTa

MonuTukn n normn

== Harmony =< _ _

o= --"° T~
- CeTeBasi 3alyMTa Ha o2 °
< )
Remote Users ‘[ yCTpPOWUCTBE } = e, .,
Internet
[Tonb3oBaTenu n nx NPUBaTHOCTb [IBVXKKM 3aLUThI
. i :
On-device network protections e HTTPS nHcnekums
Tpadgomk He MapLLPYTU3NPYETCS B
NHTepHeT ansa nHcnekumm * Web / DNS dunbstpauus

* AHTMBUpPYC

* 3awwmta nybnuyHbix Wi-Fi

[ J
@ cHeck PoINT

©2024 Check Point Software Technologies Ltd.
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CueHapum ncnonb3oBaHUS
Internet Access

e ExpressVPN

..

..
L]
[ ]
[ ]
[ ]
o ®
v®

. (@ BitTorrent
SWG - npaBuna, areHT — o6pa6oTka Tpacmka

NMonb3oBatenu NMnatdopmbl Bo3moxHocTu B

« BYOD * Windows » KoHTponb Tpaduka

» KoHTpakTopbl e Mac OS * Bypass

+ AyTcopcepbl + Linux + [ByxdakTtopHas ayTeHTudmKaums
e Android

+ i0S

°
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be3onacHbI gocTyn K N1toboOMy CETEBOMY pecypcy

®) ()

Full Mesh y
Zero Trust Network [Mbknn goctyn

°
G CHECK POINT ©2024 Check Point Software Technologies Ltd. 30



KoHuenuua Zero Trust

> ObGecneybTe AOCTYN K NMPUSTOXEHUSIM C

MUHUMAJIbHLIMU NMPUBUINTIErNAMHU
< « B 3aBucumocTun ot User Identity
> « B 3aBucumocTu oT Device Posture

HH > [lopkntounTe Bcex nonb3oBaTenen U nx

\ yCTPOMCTBA
o Jlerknn areHT onsa Bcex nnatgopm

« AnbTepHaTMBa — goctyn B opaysepe (HTTPS)

CokpatuTte nnouwiagb ataku
V « CeTeBas cermeHTauus
« Obdbyckauma Tpadmka

°
G CHECK POINT ©2024 Check Point Software Technologies Ltd. 31



[ MbpnaHaa cxema nogkrodenms Full Mesh

Global
Private
0= Backbone é\%\)

YaaneHwumkn O6nako

* Full mesh T.e kKaXabin ¢ KaxabiM

- COTpPYAHUK IT nogkrnoyaeTca K nepcoHany no RDP
- opraHmsauus VolP mexagy donnnanbHbiMM oprucamm
- 0OMeH TpadmnkoMm mexay cepBepamMmmn KOMNaHnm

* [Mbkasi anbTepHaTUBa Krnaccndeckomy S2S

* Bbicokaga npousBoauTensHOCTL Yepes global

private backbone 1 s

dununansl uogbl

. Lpyaue eeHOopbI He rpednazarom Full Mesh
MOOKIYeHUe

°
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CueHapun ncnonb3oBaHua Private Access
(Remote Access)

....................................................................................................

AreHT SASE c Device Posture
n MFA

Zero-trust Okta & Google :
nonuTukKa gocTyna Workspace

e MicrOSOft Microsoft Azure

Active Directory

IPSec w3, Linux c WireGuard,
KAveHT OpenVPN

AreHT SASE .
nnmn Lno3 \

VAl 7
HTTES eyl g Toar Nepumetp / LOA / 1aaS
(POP), 6onee 50

[OCTYMHO.

: H
% 2t
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\Z

Horizon XDR
LleHTp MOHUTOpPUHIa K
peakunun Ha aTaku



MHoro cpabaTtbiBaHMN — MHOIO paboTbl. Kak yBnaetTb MHUNOEHT
B LLeSyiom?

°
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Heob6xoaumo koppenmpoBaTb cOObITUA U KnaccuduuupoBaTtb
NO KPUTUYHOCTU — He Nponyckaem BaxHoe!

*(IBM report 2021)

°
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Yrpo3a MOXeT O0Nnro ocraBaTbCA HesamMe4eHHOU

277 AHEeWN MOXeT NponTu 40 0GHapyKeHUs

Heobxoaonmo octaHaBnuMBaThb aTakv OO0
pacnpocTpaHeHus!

- MHOro noxHbix cpabaTbiBaHUA
CtonmocTb

- PasHble NHCTPYMEHTDI
yTe4deK pacTteT

- He xBaTaeT KOHTEKcTa

- He xBaTaeT cneuoB/3HaHUn

*(IBM report 2021)

°
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Moaxopn «MNpepoTBpalleHne npexae BCero»

[lpepoTBpaLleHne yrpos
No BCEW MHpaACTPyKType bnaroaaps
NPOABUHYTON KOPPENALNm

CloudGuard

W Secure the Cloud

Quantum “’ Harmony

Secure the Network Secure Users & Access

adWs /A Azure M e Divectory @ vicosor () Office 365
M » @ . Google Workspace
- Active Directory r' SIaCk :’: Drophbox
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XDR — B YeM UEeHHOCTb Ang 3aka3ydnkoB?

« XDR ¢ MomeHTa Ha4ana pa3paboTkm — OpMeHTUPOBaH Ha
npeaoTBpaLleHne yrpos

- NMonHoueHHana paboTta c NOObLIMN UCTOYHUKAMW OAHHbIX -
ceTb, 0bnako, aHAMNOWHT, MOBUINbHOE YCTPOUCTBO, NMo4Ta

- ThreatCloud — rmobanbHaga 6a3a gaHHbIX yrpo3

- HemeaneHHoe pacnpoctpaHeHue |IOC no Bcem
NOAKIMOYEHHbIM NpoayKTam

- BcTpoeHHbIe peakuun n nnemnbyku

- BO3MOXHO 1cnosfb3oBaTh gaxe 3aka3dnkam, UMeoLnm
TOJ1bKO LUJTHO3bI

°
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KomnnekcHasa 3aujmTta oT yrpoa3
XPR nosBonger npegnpuHnMmaTb AEUCTBUA HEMEOSIEHHO

& portal.checkpoint.com

® CHECK POINT

HORIZON XDR/XPR & cpdemo ~ - lonbocsy & INFINTY PORTAL

M H Te rp a LI' M ﬂ CO 7days - Priority: { Critical +/) | High Medium Informational H O BO CTM M
LIMTH03aMMu, N | - paccrnenoBaHus

Vulnerabilities and pathces

SHANOWHTaMM, , oo _— CP<R> -

Defender Endpaint

77 flaws In the latest Patch Tuesday Nine

3aLLMTOW NOYTbI e | mne QSRR | S nepcoHanm3auus

Top attacks and breaches

XDR/XPR Prevention status .
City of Oakland has announceda local state of

(1D 553) Malicious ¢ it f re dealing with  ransomware

2541 36 e o city o take It Tsystems
i

£~ @ wanua
Top attacks and breaches

Cratyc o —

healthcare providers in the US has confirmed that it

pea KLl' VI I‘/.’I I/I Prevention by sources ® Prevent ® Detect . : oo o St e recent ot
NCTOYHUKMN e\ Sl ‘

>

o Microsoft has releasedsecurity updates te a total of

Gateway CloudGuard Defender

Open incidents by assignee Incidents over time a Medium Low Informationa

vincent Fox

Carmen Reyes

Randy Richards  se—
Mike Gray

Unassig:
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o« Peanunsauuna besonacHocTu
YCTPOWUCTB N UX yaaneHHOoro gocrtyna
CINOXXHbIW U KOMMJEKCHbIU npoLecc

e MWHUMYM OOBEpPUSA, MaKCUMYM
NpoOBEpPOK

o Kaxxabl NpoayKT OOCTYyNeH Ang
nuroTa

°
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Cnacunb6bo 3a BHuMMmaHue!

YOU DESERVE THE BEST SECURITY
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